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Introduction

Introduction

Thank you for purchasing an NX-series EtherNet/IP Unit.

This manual contains information that is necessary to use the NX-series EtherNet/IP Unit. Please read
this manual and make sure you understand the functionality and performance of the NX-series Ether-
Net/IP Unit before you attempt to use it in a control system.

Keep this manual in a safe place where it will be available for reference during operation.

Intended Audience

This manual is intended for the following personnel, who must also have knowledge of electrical sys-
tems (electrical engineers or the equivalent).

» Personnel in charge of introducing FA systems.

» Personnel in charge of designing FA systems.

» Personnel in charge of installing and maintaining FA systems.

» Personnel in charge of managing FA systems and facilities.

For programming, this manual is intended for personnel who understand the programming language
specifications in international standard IEC 61131-3 or Japanese standard JIS B 3503.

Applicable Products

This manual covers the following products.
* NX-series EtherNet/IP Unit
NX-EIP201

NX-series EtherNet/IP Unit User's Manual (W627) 1



Relevant Manuals

Relevant Manuals

The following table provides the relevant manuals for the NX-series CPU Units. Read all of the man-
uals that are relevant to your system configuration and application before you use the NX-series CPU
Unit.

Most operations are performed from the Sysmac Studio Automation Software. Refer to the Sysmac
Studio Version 1 Operation Manual (Cat. No. W504) for information on the Sysmac Studio.
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Setting devices and hardware
Using motion control ° )
Using EtherCAT )
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Software settings
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Using EtherNet/IP ° °
Using OPC UA L °
Using FINS )
Using the database connection serv- °
ice
Using automation playback )
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Writing the user program

Using motion control )

Using EtherCAT

Using EtherNet/IP

Using OPC UA

Using FINS

Using the database connection serv-
ice

Using automation playback

Programming error processing

Testing operation and debugging

Using motion control )

Using EtherCAT

Using EtherNet/IP

Using OPC UA ®

Using FINS

Using the database connection serv-
ice

Using automation playback

Learning about error management and

corrections”!

Maintenance

Using motion control )

Using EtherCAT

Using EtherNet/IP

*1. Refer to the NJ/NX-series Troubleshooting Manual (Cat. No. W503) for the error management concepts and the error
items. However, refer to the manuals that are indicated with triangles (A) for details on errors corresponding to the

products with the manuals that are indicated with triangles (A).
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Manual Structure

Manual Structure

Page Structure

The following page structure is used in this manual.

—— Level 1 heading
Level 2 heading

Level 2 heading——— 4-3 Mounting Units ~ Level 3 heading

Gives the current
4-3-1  Connecting Controller Components headings.
The Units that make up an NJ-series Controller can be connected simply by pressing the Units together

and locking the sliders by moving them toward the back of the Units. The End Cover is connected in the
same way to the Unit on the far right side of the Controller.

A step in a procedure ————————1 ointhe units so that the connectors fit exactly.

Hook

4 Installation and Wiring

Level 3 heading——|

Indicates a procedure.

suun Bununow €+

— Page tab

Gives the number
of the main section.

2 The yellow sliders at the top and bottom of each Unit lock the Units together. Move the sliders
toward the back of the Units as shown below until they click into place.

Move the sliders toward the back
until they lock into place.

SIGUOAWOD 100D BUIDBUOD 165 T

Special information [ procauton fr oo use

The sliders on the tops and bottoms of the Power Supply Unit, CPU Unit, /O Units, Special /0

. . Units, and CPU Bus Units must be completely locked (until they click into place) after connecting
ICOnS |nd |Cate the adjacent Unit connectors.

precautions, additional
information, or reference

information.

®ba e
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Manual name

This illustration is provided only as a sample. It may not literally appear in this manual.
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Manual Structure

Special Information

Special information in this manual is classified as follows:

Precautions for Safe Use

Precautions on what to do and what not to do to ensure safe usage of the product.

mPrecautions for Correct Use

Precautions on what to do and what not to do to ensure proper operation and performance.

@Additional Information

Additional information to read as required.
This information is provided to increase understanding or make operation easier.

Version Information

Information on differences in specifications and functionality for Controller with different unit versions
and for different versions of the Sysmac Studio is given.

Precaution on Terminology

In this manual, "download" refers to transferring data from the Sysmac Studio to the physical Control-
ler and "upload" refers to transferring data from the physical Controller to the Sysmac Studio.

For the Sysmac Studio, "synchronization" is used to both "upload" and "download" data. Here,
"synchronize" means to automatically compare the data for the Sysmac Studio on the computer with
the data in the physical Controller and transfer the data in the direction that is specified by the user.
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Terms and Conditions Agreement

Warranty, Limitations of Liability

I Warranties

® Exclusive Warranty
Omron’s exclusive warranty is that the Products will be free from defects in materials and work-
manship for a period of twelve months from the date of sale by Omron (or such other period ex-
pressed in writing by Omron). Omron disclaims all other warranties, express or implied.

® Limitations
OMRON MAKES NO WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, ABOUT
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OF
THE PRODUCTS. BUYER ACKNOWLEDGES THAT IT ALONE HAS DETERMINED THAT THE
PRODUCTS WILL SUITABLY MEET THE REQUIREMENTS OF THEIR INTENDED USE.

Omron further disclaims all warranties and responsibility of any type for claims or expenses based
on infringement by the Products or otherwise of any intellectual property right.

® Buyer Remedy
Omron’s sole obligation hereunder shall be, at Omron’s election, to (i) replace (in the form originally
shipped with Buyer responsible for labor charges for removal or replacement thereof) the non-com-
plying Product, (ii) repair the non-complying Product, or (iii) repay or credit Buyer an amount equal
to the purchase price of the non-complying Product; provided that in no event shall Omron be re-
sponsible for warranty, repair, indemnity or any other claims or expenses regarding the Products
unless Omron’s analysis confirms that the Products were properly handled, stored, installed and
maintained and not subject to contamination, abuse, misuse or inappropriate modification. Return
of any Products by Buyer must be approved in writing by Omron before shipment. Omron Compa-
nies shall not be liable for the suitability or unsuitability or the results from the use of Products in
combination with any electrical or electronic components, circuits, system assemblies or any other
materials or substances or environments. Any advice, recommendations or information given orally
or in writing, are not to be construed as an amendment or addition to the above warranty.

See https://www.omron.com/global/ or contact your Omron representative for published informa-
tion.

I Limitation on Liability; Etc

OMRON COMPANIES SHALL NOT BE LIABLE FOR SPECIAL, INDIRECT, INCIDENTAL, OR CON-
SEQUENTIAL DAMAGES, LOSS OF PROFITS OR PRODUCTION OR COMMERCIAL LOSS IN ANY
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WAY CONNECTED WITH THE PRODUCTS, WHETHER SUCH CLAIM IS BASED IN CONTRACT,
WARRANTY, NEGLIGENCE OR STRICT LIABILITY.

Further, in no event shall liability of Omron Companies exceed the individual price of the Product on
which liability is asserted.

Application Considerations

I suitability of Use

Omron Companies shall not be responsible for conformity with any standards, codes or regulations
which apply to the combination of the Product in the Buyer’s application or use of the Product. At Buy-
er’s request, Omron will provide applicable third party certification documents identifying ratings and
limitations of use which apply to the Product. This information by itself is not sufficient for a complete
determination of the suitability of the Product in combination with the end product, machine, system, or
other application or use. Buyer shall be solely responsible for determining appropriateness of the par-
ticular Product with respect to Buyer’s application, product or system. Buyer shall take application re-
sponsibility in all cases.

NEVER USE THE PRODUCT FOR AN APPLICATION INVOLVING SERIOUS RISK TO LIFE OR
PROPERTY OR IN LARGE QUANTITIES WITHOUT ENSURING THAT THE SYSTEM AS A WHOLE
HAS BEEN DESIGNED TO ADDRESS THE RISKS, AND THAT THE OMRON PRODUCT(S) IS
PROPERLY RATED AND INSTALLED FOR THE INTENDED USE WITHIN THE OVERALL EQUIP-
MENT OR SYSTEM.

I Programmable Products

Omron Companies shall not be responsible for the user’s programming of a programmable Product, or
any consequence thereof.

Disclaimers

I Performance Data

Data presented in Omron Company websites, catalogs and other materials is provided as a guide for
the user in determining suitability and does not constitute a warranty. It may represent the result of
Omron’s test conditions, and the user must correlate it to actual application requirements. Actual per-
formance is subject to the Omron’s Warranty and Limitations of Liability.

I Change in Specifications

Product specifications and accessories may be changed at any time based on improvements and oth-
er reasons. It is our practice to change part numbers when published ratings or features are changed,
or when significant construction changes are made. However, some specifications of the Product may
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be changed without any notice. When in doubt, special part numbers may be assigned to fix or estab-
lish key specifications for your application. Please consult with your Omron’s representative at any
time to confirm actual specifications of purchased Product.

I Errors and Omissions

Information presented by Omron Companies has been checked and is believed to be accurate; how-
ever, no responsibility is assumed for clerical, typographical or proofreading errors or omissions.

Statement of security responsibilities for assumed use cases and
against threats

OMRON SHALL NOT BE RESPONSIBLE AND/OR LIABLE FOR ANY LOSS, DAMAGE, OR EX-
PENSES DIRECTLY OR INDIRECTLY RESULTING FROM THE INFECTION OF OMRON PROD-
UCTS, ANY SOFTWARE INSTALLED THEREON OR ANY COMPUTER EQUIPMENT, COMPUTER
PROGRAMS, NETWORKS, DATABASES OR OTHER PROPRIETARY MATERIAL CONNECTED
THERETO BY DISTRIBUTED DENIAL OF SERVICE ATTACK, COMPUTER VIRUSES, OTHER
TECHNOLOGICALLY HARMFUL MATERIAL AND/OR UNAUTHORIZED ACCESS.

It shall be the users sole responsibility to determine and use adequate measures and checkpoints to
satisfy the users particular requirements for (i) antivirus protection, (ii) data input and output, (iii) main-
taining a means for reconstruction of lost data, (iv) preventing Omron Products and/or software instal-
led thereon from being infected with computer viruses and (v) protecting Omron Products from unau-
thorized access.
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Safety Precautions

Definition of Precautionary Information

The following notation is used in this manual to provide precautions required to ensure safe usage of
the NX-series X Bus Unit.
The safety precautions that are provided are extremely important for safety. Always read and heed the
information provided in all safety precautions.
The following notation is used.

A WARN I NG Additionally, there may be severe property

damage.

Indicates a potentially hazardous situation which, if
not avoided, could result in death or serious injury.

A Caution not avoided, may result in minor or moderate

Symbols

injury, or property damage.

Indicates a potentially hazardous situation which, if

The circle and slash symbol indicates operations that you must not do.
The specific operation is shown in the circle and explained in text.
This example indicates prohibiting disassembly.

The triangle symbol indicates precautions (including warnings).
The specific operation is shown in the triangle and explained in text.
This example indicates a precaution for electric shock.

The triangle symbol indicates precautions (including warnings).
The specific operation is shown in the triangle and explained in text.
This example indicates a general precaution.

The filled circle symbol indicates operations that you must do.
The specific operation is shown in the circle and explained in text.

This example shows a general precaution for something that you must do.

Pe>D> &

The triangle symbol indicates precautions (including warnings).
The specific operation is shown in the triangle and explained in text.
This example indicates a precaution for high temperatures.

NX-series EtherNet/IP Unit User's Manual (W627)
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Warnings

/\ WARNING

I During Power Supply

Do not attempt to take any Unit apart.

In particular, high-voltage parts are present in the Power Supply Unit while power is
supplied or immediately after power is turned OFF. Touching any of these parts may
result in electric shock. There are sharp parts inside the Unit that may cause injury.

I Fail-safe Measures

The NX-series EtherNet/IP Unit will not start operation if an error is detected by the
self-diagnosis at startup. External safety measures must be provided to ensure safe
operation of the system in such case.

If there is interference in remote I/O communications, output status will depend on the
products that are used.

Confirm the operation that will occur when there is interference in communications,
and implement safety measures.

Correctly set all of the settings in the remote 1/0 and Units.

Unintended outputs may occur when an error occurs in variable memory. As a counter-
measure for such problems, external safety measures must be provided to ensure safe
operation of the system.

Provide measures in the communications system and user program to ensure safety in
the overall system even if errors or malfunctions occur in data link communications.

You must take fail-safe measures to ensure safety in the event of incorrect, missing, or
abnormal signals caused by broken signal lines, momentary power interruptions, or
other causes.

Not doing so may result in serious accidents due to incorrect operation.

I Security Measures

Anti-virus protection
Install the latest commercial-quality antivirus software on the computer connected to
the control system and maintain to keep the software up-to-date.

& S e e O
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Security measures to prevent unauthorized access

Take the following measures to prevent unauthorized access to our products.

* Install physical controls so that only authorized personnel can access control sys-
tems and equipment.

* Reduce connections to control systems and equipment via networks to prevent ac-
cess from untrusted devices.

* Install firewalls to shut down unused communications ports and limit communica-
tions hosts and isolate control systems and equipment from the IT network.

» Use a virtual private network (VPN) for remote access to control systems and equip-
ment.

» Adopt multifactor authentication to devices with remote access to control systems
and equipment.

» Set strong passwords and change them frequently.

» Scan virus to ensure safety of USB drives or other external storages before connect-
ing them to control systems and equipment.

Data input and output protection

Validate backups and ranges to cope with unintentional modification of input/output da-

ta to control systems and equipment.

» Checking the scope of data

» Checking validity of backups and preparing data for restore in case of falsification
and abnormalities

» Safety design, such as emergency shutdown and fail-soft operation in case of data
tampering and abnormalities

Data recovery

Backup data and keep the data up-to-date periodically to prepare for data loss.

&

When using an intranet environment through a global address, connecting to a SCADA
or an unauthorized terminal such as an HMI or to an unauthorized server may result in
network security issues such as spoofing and tampering. You must take sufficient
measures such as restricting access to the terminal, using a terminal equipped with a
secure function, and locking the installation area by yourself.

When constructing an intranet, communication failure may occur due to cable discon-
nection or the influence of unauthorized network equipment. Take adequate measures,
such as restricting physical access to network devices, by means such as locking the
installation area.

When using a device equipped with the SD Memory Card function, there is a security
risk that a third party may acquire, alter, or replace the files and data in the removable
media by removing the removable media or unmounting the removable media. Please
take sufficient measures, such as restricting physical access to the Controller or taking
appropriate management measures for removable media, by means of locking the in-
stallation area, entrance management, etc., by yourself.

S eOee &
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Precautions for Safe Use

20

I Transporting and Disassembly

» Do not attempt to disassemble, repair, or modify any Units. Doing so may result in malfunction or
fire.

* Do not drop any Unit or subject it to abnormal vibration or shock. Doing so may result in Unit mal-
function or burning.

» When transporting any Unit, use the special packing box for it. Also, do not subject the Unit to ex-
cessive vibration or shock during transportation.

I Mounting

» Always turn OFF the power supply before mounting the Units. If the power supply is not OFF, the

Unit may result in malfunction or may be damaged.
* Do not exceed the maximum number of mountable X Bus Units in the specifications. Doing so may
result in Unit malfunction or burning.

I Wiring
* Do not pull on the cables or bend the cables beyond their natural limit.
Do not place heavy objects on top of the cables or other wiring lines.

Doing so may break the cables.
* Mount connectors only after checking the mounting location carefully.

« Be sure that the communications cables are locked.

I Operation

 After you change any Unit settings, carefully check the safety of the controlled system before you
restart the Unit.

I Turning OFF the Power Supply

» Always turn OFF the power supply to the Controller before you attempt any of the following.
a) Mounting or removing the NX Units, X Bus Units or CPU Units
b) Assembling the Units
c) Setting DIP switches or rotary switches
d) Connecting cables or wiring the system
e) Connecting or disconnecting the terminal blocks or connectors
The power supply circuit in the CPU Unit may continue to supply power to the Controller for a few
seconds after the power supply turns OFF. The POWER indicator is lit during this time. Confirm that
the POWER indicator is not lit before you perform any of the above actions.

* Never turn OFF the power supply to the Controller when the BUSY indicator of the NX-series Ether-
Net/IP Unit is flashing. While the BUSY indicator is flashing, the settings in the NX-series
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EtherNet/IP Unit are being backed up in the built-in non-volatile memory. This data will not be
backed up correctly if the power supply is turned OFF. Also, a minor fault level Controller error will
occur the next time you start operation, and the NX-series EtherNet/IP Unit will stop the operation.
Do not disconnect the cable or turn OFF the power supply to the Controller while transferring the
settings of the NX-series EtherNet/IP Unit from the Support Software.

I General Communications

In the data link communications, create a user program that uses receive data only when there is no
current error in the data link originator device with reference to the

EIP_Comm1Status. TargetNodeErr{255] (CIP Communications1 Target Node Error Information) or
EIP_CommZ2Status. TargetNodeErr[255](CIP Communications2 Target Node Error Information).

If there is an error in the source device, the data for the data link may contain incorrect values.
Before you start the communications of data that is required to operate the equipment, confirm that
the data reached the proper destination after you set the IP Address.

Unexpected operation may result if inappropriate data link tables are set. Even if appropriate data
link tables have been set, confirm that the controlled system will not be adversely affected before
you transfer the data link tables. The data links start automatically after the data link tables are
transferred.

I EtherNet/IP Communications

Make sure that the communications distance, number of nodes connected, and method of connec-
tion for EtherNet/IP are within specifications. Do not connect EtherNet/IP communications to Ether-
CAT or other networks. An overload may cause the network to fail or malfunction.

All related EtherNet/IP nodes are reset when you transfer settings for the NX-series EtherNet/IP Unit
(including IP addresses and tag data links settings). The settings can only be enabled after the re-
set. Confirm that the system will not be adversely affected by resetting nodes before you transfer the
settings.

Confirm that the system will not be adversely affected before you start the tag data link communica-
tions.

Confirm that the system will not be adversely affected before you stop the tag data link communica-
tions.

Confirm that the system will not be adversely affected by resetting nodes before you transfer the tag
data link settings and routing tables.

To ensure tag set concurrency, match the settings of the task that updates a tag set on the X Bus
with the refreshing task for variables.

If EtherNet/IP tag data links (cyclic communications) are used with a repeating hub, the communica-
tions load on the network will increase. This will increase collisions and may prevent stable commu-
nications. Do not use repeating hubs on networks where tag data links are used. Use an Ethernet
switch instead.

I Restoring Data

You cannot back up, restore, or compare data for disabled Units. After you restore data, sufficiently
confirm that operation is correct before you start actual operation.
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I Unit Replacement

» Make sure to transfer the tag data link settings and routing tables before restarting operation after
you replaced the NX-series EtherNet/IP Unit.
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Precautions for Correct Use

I Storage and Installation

» Follow the instructions in this manual to correctly perform installation.
» Do not operate or store the Controller in the following locations. Doing so may result in burning, in
operation stopping, or in malfunction.
a) Locations subject to direct sunlight
Locations subject to temperatures or humidity outside the range specified in the specifications
Locations subject to condensation as the result of severe changes in temperature
Locations subject to corrosive or flammable gases
Locations subject to dust (especially iron dust) or salts
f) Locations subject to exposure to water, oil, or chemicals
g) Locations subject to shock or vibration
» Take appropriate and sufficient countermeasures when installing the Controller in the following loca-
tions.
a) Locations subject to strong, high-frequency noise
b) Locations subject to static electricity or other forms of noise
c) Locations subject to strong electromagnetic fields
d) Locations subject to possible exposure to radioactivity
e) Locations close to power lines
» Before touching a Unit, be sure to first touch a grounded metallic object in order to discharge any
static build-up.
+ Install the Controller away from sources of heat and ensure proper ventilation. Not doing so may re-
sult in malfunction, in operation stopping, or in burning.

I Mounting

* When you install the Unit, be careful not to touch or bump the pins in the X Bus connector.

» When you handle the Unit, be careful not to apply stress to the pins in the X Bus connector. If the
Unit is installed and the power supply is turned ON when the pins in the X Bus connector are de-
formed, contact failure may cause malfunctions.

 Attach a cover to the left end of the X Bus Unit to prevent entry of foreign objects. Signal short-cir-

cuit or contact failure may cause malfunctions.

+ If you use DIN Track Insulation Spacers to install a CPU Rack, the height will be increased by ap-
proximately 10 mm. Make sure that the CPU Rack and connecting cables do not come into contact
with other devices.

I Wiring
» Do not allow wire clippings, shavings, or other foreign material to enter any Unit. Otherwise, Unit

burning, failure, or malfunction may occur. Cover the Units or take other suitable countermeasures,
especially during wiring work.
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I EtherNet/IP Communications

» For the NX-series EtherNet/IP Unit of unit version 1.01 or later, the CPU Unit exchange data with X
Bus Units in the tag data link refresh service for X Bus Units. The communication response perform-
ance of the tag data link refresh service for X Bus Units may be affected by the tag data link service
of the built-in EtherNet/IP port, which is a non-task service and has a higher execution priority. When
you use the NX-series EtherNet/IP Unit version 1.01 or later, sufficiently confirm that operation is
correct in advance.

» With the combination of the NX502 CPU Unit with unit version 1.66 or later and the NX-series Ether-
Net/IP Unit with unit version 1.01 or later, the following functions may not be used properly when
performing tag data link communications or CIP Safety communications where allowed communica-
tions bandwidth per Unit exceeds approximately 6,000pps,. In that case, use the built-in EtherNet/IP
port on the CPU Unit or an EtherNet/IP port of a different NX-series EtherNet/IP Unit.

a) Connecting the Sysmac Studio online from the EtherNet/IP port of the NX-series EtherNet/IP
Unit

b) Connecting the Network Configurator online from the EtherNet/IP port of the NX-series
EtherNet/IP Unit

c) Connecting the NA-series Programmable Terminal online from the EtherNet/IP port of the NX-
series EtherNet/IP Unit

d) Port forward via the NX-series EtherNet/IP Unit

e) CIP message communications

f)  SNMP function

These functions of the NX-series EtherNet/IP Unit can be used via X Bus from the built-in

EtherNet/IP port on the CPU Unit or an EtherNet/IP port of a different NX-series EtherNet/IP Unit.

I Security Measures

« If you forget your user name or password, go online with administrator privileges and check your
user authentication settings.

If you forget the user name or password for administrator privileges, start the CPU Unit in Safe
Mode and connect the Sysmac Studio online to perform the Clear All Memory operation following If
you cannot log in in the Authentication in Safe Mode Dialog Box.

Refer to the NX-series NX502 CPU Unit Hardware User’s Manual (Cat. No. W629) for how to start
the CPU Unit in Safe Mode.

« If you cannot go online with the Sysmac Studio because of forgetting the registered IP Address for
Packet Filter settings, connect from the built-in EtherNet/IP port of the CPU Unit. Refer to
Troubleshooting When You Cannot Go Online from the Sysmac Studio in the NJ/NX-series
Troubleshooting Manual (Cat. No. W503) for details.

I Firmware Update

» Updating the firmware initializes the existing data such as various settings, user program, and varia-
bles in the unit.

* Never turn OFF the power supply to the Controller for which the BUSY indicator is flashing while
updating the firmware.
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While updating the firmware, the firmware in the built-in non-volatile memory in the unit is rewritten.
The firmware will not be updated normally if the power supply is turned OFF.

+ If you cannot confirm the completion of the firmware update from the indicators, be sure to perform
the firmware update again.

I Disposal

* When disposing of or transferring our products, information such as user data stored in the device
may be seen by third parties, resulting in information leakage. It is recommended that you erase the
data on your responsibility before disposing of or transferring the device. Omron shall not be liable
for any loss, damage, or other expenses incurred directly or indirectly in the event of any information
leakage due to disposal or transfer.

For details on complete data erasure function for completely erasing user data, refer to the NJ/NX-
series CPU Unit Software User’s Manual (Cat. No. W501).
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Regulations and Standards

Refer to the following manuals for regulations and standards.
* NX-series NX502 CPU Unit Hardware User’s Manual (Cat. No. W629)
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Unit Versions

This section describes the notations of unit version and how to check them.

Unit Versions

The unit version is the modification number of the Unit. Even when two Units have the same model
number, they will have some functional differences if they have different unit versions.

I Checking Unit Versions on ID Information Indications

The unit version is given on the ID information indications on the side of the product.
The ID information on an NX-series EtherNet/IP Unit is shown in the following figure.

Lot number Serial number

Unit version VerOTICT: {HW ReV.(): «gmmmm Hardware revision

Ll - <@ MAC address

ID Information Indication

The meanings of the ID information are shown in the following table.

Name Function

Unit version Shows the unit version of the Unit.

Lot number and serial Shows the lot number and the serial number of the Unit.

number DDMYY: Lot number, [J: For use by OMRON, SSSS: Serial number
M is 1 to 9 for January to September, X for October, Y for November, and Z for De-
cember.

Hardware revision Shows the hardware revision of the Unit.

MAC addresses Shows the MAC addresses of the port 1 and port 2 on the Unit.

I Checking with the Support Software

Refer to the user’s manual of the connected CPU Unit for how to check the unit version of the X Bus
Unit.
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Related Manuals

Related Manuals

The following manuals are related. Use these manuals for reference.

Manual name Cat.No. Model numbers Application Description

NX-series w627 NX-EIP201 Learning how to use | Information on the NX-series Ether-

EtherNet/IP™ Unit User's the NX-series Ether- | Net/IP Unit is provided.

Manual Net/IP Unit. Information is provided on the basic
setup, tag data links, and other fea-
tures.

NX-series W629 NX502-00000 Learning the basic An introduction to the entire NX502

NX502 CPU Unit specifications of the | system is provided along with the fol-

Hardware NX502 CPU Units, lowing information on the CPU Unit.

User’s Manual including introductory | * Features and system configura-

information, design- tion
ing, installation, and | ¢ |ntroduction
maintenance. * Part names and functions
Mainly hardware in- | « General specifications
formation is provid- | o |nstallation and wiring
ed. * Maintenance and inspection
NJ/NX-series CPU Unit W501 NX701-0000 Learning how to pro- | The following information is provided
Software User’s Manual NX502-00000 gram and set up an on a Controller built with an NJ/NX-
NX102-0000 NJ/NX-series CPU series CPU Unit.
NX1P2-0000O Unit. ¢ CPU Unit operation
NJ501-0000 Mainly software in- * CPU Unit features
NJ301-0000 formation is provid- * Initial settings
NJ101-0000 ed. * Programming based on IEC
61131-3 language specifications
NJ/NX-series Instructions W502 NX701-0000 Learning detailed The instructions in the instruction set
Reference Manual NX502-00000 specifications on the | (IEC 61131-3 specifications) are de-
NX102-0000 basic instructions of | scribed.
NX1P2-0000 an NJ/NX-series
NJ501-0000 CPU Unit.
NJ301-0000
NJ101-0000

NJ/NX-series CPU Unit W507 NX701-0000 Learning about mo- | The settings and operation of the

Motion Control User’s NX502-00000 tion control settings CPU Unit and programming con-

Manual NX102-0000 and programming cepts for motion control are descri-

NX1P2-JO00 concepts. bed.
NJ501-0000
NJ301-0000
NJ101-0000

NJ/NX-series W508 NX701-0000 Learning about the The motion control instructions are

Motion Control Instructions NX502-00000 specifications of the | described.

Reference Manual NX102-0000 motion control in-

NX1P2-0000 structions.
NJ501-0000
NJ301-0000
NJ101-0000

NJ/NX-series W505 NX701-0000 Using the built-in Information on the built-in EtherCAT

CPU Unit NX502-00000 EtherCAT port on an | port is provided.

Built-in EtherCAT® Port NX102-0000 NJ/NX-series CPU This manual provides an introduction

User’s Manual NX1P2-0000 Unit. and provides information on the con-

NJ501-0000 figuration, features, and setup.
NJ301-0000
NJ101-0000
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Manual name Cat.No. Model numbers Application Description
NJ/NX-series W506 NX701-0000 Using the built-in Information on the built-in
CPU Unit NX502-00000 EtherNet/IP port on EtherNet/IP port is provided.
Built-in EtherNet/IP™ Port NX102-0000 an NJ/NX-series Information is provided on the basic
User’'s Manual NX1P2-0000 CPU Unit. setup, tag data links, and other fea-
NJ501-0000 tures.
NJ301-0000
NJ101-0000
NJ/NX-series W588 NX701-0000 Using the OPC UA. Describes the OPC UA.
CPU Unit NX502-0000
OPC UA NX102-0000
User’s Manual NJ501-1CJ00
NX-series W596 NX701-00020 Using the FINS func- | Describes the FINS function of an
CPU Unit NX502-0000 tion of an NX-series NX-series CPU Unit.
FINS Function NX102-0000 CPU Unit.
User’s Manual
NJ/NX-series W503 NX701-0000 Learning about the Concepts on managing errors that
Troubleshooting Manual NX502-0000 errors that may be may be detected in an NJ/NX-series
NX102-0000 detected in an Controller and information on individ-
NX1P2-0000 NJ/NX-series Con- ual errors are described.
NJ501-0000 troller.
NJ301-0000
NJ101-0000
Sysmac Studio Version 1 W504 SYSMAC Learning about the Describes the operating procedures
Operation Manual -SE200000 operating procedures | of the Sysmac Studio.
and functions of the
Sysmac Studio.
NXR-series W619 NXR-ILMO8C-EIT Learning how to use | The hardware, setup methods, and

10-Link Master Unit for

EtherNet/IP™
User’s Manual

an NXR-series 10-
Link Master Unit for
EtherNet/IP.

functions of the NXR-series 10-Link
Master Unit for EtherNet/IP are de-
scribed.
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Revision History

Revision History

30

A manual revision code appears as a suffix to the catalog number on the front and back covers of the
manual.

[Cat. No.

W627-E1-05 |

| S

Revision code

Revision

code Date Revised content

01 April 2023 Original production

02 June 2023 Corrected mistakes.

03 October 2023 Made changes accompanying the release of unit version 1.64 of NX502 CPU
Units.

04 April 2024 Made changes accompanying the release of unit version 1.01 of NX-series
EtherNet/IP Unit.

05 October 2024 Made changes on specifications of the CJ-series EtherNet/IP Unit CJ1W-

EIP21S.
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Features and System Configura-

tion
]

This section describes the features, system configuration, introduction to communica-
tions services, and Support Software of the NX-series EtherNet/IP Unit.
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1 Features and System Configuration

1-1 Features

The NX-series EtherNet/IP Unit has the EtherNet/IP function when mounted on the X Bus.
The EtherNet/IP and NX-series EtherNet/IP Unit have the following features.

1-1-1 EtherNet/IP Features

EtherNet/IP is an industrial multi-vendor network that uses Ethernet.

The EtherNet/IP specifications are open standards managed by the ODVA (Open DeviceNet Vendor
Association), just like DeviceNet.

EtherNet/IP is not just a network between Controllers. It is also used as a field network. Because
EtherNet/IP uses standard Ethernet technology, various general-purpose Ethernet devices can be
used in the network.

Sysmac Studio Ethernet switch

(Support Software) | Twisted-pair cable

100 m Built-in EtherNet/IP
Ethernet (LAN) port  max. EtherNet/IP port on port on NX502
NX-series EtherNet/IP Unit CPU Unit

—

EtherNet/IP System Configuration Example

® High-speed, High-capacity Data Exchange through Tag Data Links

The EtherNet/IP protocol supports implicit communications, which allows cyclic communications
(called tag data links in this manual) with EtherNet/IP devices.

® Tag Data Link (Cyclic Communications) Cycle Time
Tag data links (cyclic communications) operate at the cyclic period specified for each application,
regardless of the number of nodes. Data is exchanged over the network at the refresh cycle set for
each connection, so the communications refresh cycle will not increase even if the number of no-
des is increased, i.e., the concurrency of the connection's data is maintained.
Because the refresh cycle can be set for each connection, each application can communicate at its
ideal refresh cycle. For example, interprocess interlocks can be transferred at high speed, while the
production commands and the status monitor information are transferred at low speed.

1-1-2 Features of NX-series EtherNet/IP Units

The features of the NX-series EtherNet/IP Units are described below.

1-2 NX-series EtherNet/IP Unit User's Manual (W627)



1 Features and System Configuration

@ X Bus Connection which Enable High-speed and Large Capacity Data
Transfer
The NX502 CPU Unit has a built-in X Bus, which is an internal bus capable of transferring data at
higher speed and larger capacity than the NX bus. The NX-series EtherNet/IP Unit is one of the X
Bus Units that are connected to the X Bus.
The X Bus connector is located on the left side of the NX502 CPU Unit. You can connect the NX-
series EtherNet/IP Unit on the left side of the NX502 CPU Unit.

sainjead |-L

® Up to Ten EtherNet/IP Networks can be Built

The NX-series EtherNet/IP Unit is equipped with two EtherNet/IP ports for EtherNet/IP communica-
tions as standard. Also, you can mount up to four Units to an NX502 CPU Unit. Therefore, includ-
ing the two ports of the built-in EtherNet/IP ports on the NX502 CPU Unit, you can build up to ten
EtherNet/IP networks.

The maximum of ten network segmentation enables large capacity data communications of produc-
tion information, quality information, and equipment information to improve yield rates in production
lines.

Furthermore, flexible and safe line configurations on large-scale assembly lines are possible.

® Tag Data Links
Cyclic communications between Controllers or between a Controller and other devices are possible
on an EtherNet/IP network.
High-speed data exchange can be performed through tag data links.

SHUN dIAONISUIT SOUaS-XN JO sainjesd z-1-|

® CIP Message Communications
The NX502 CPU Unit can issue CIP commands to devices on the EtherNet/IP network whenever
they are required by executing a CIP communications instruction in a program
The CIP routing must be set in the NX-series EtherNet/IP Unit to send and receive data with devi-
ces on the EtherNet/IP network to which the NX-series EtherNet/IP Unit belongs.
After the NX-series EtherNet/IP Unit receives the CIP messages from external devices, this func-
tion executes services for a specified object contained in the NX-series EtherNet/IP Unit.

@ Additional Information

CIP (Common Industrial Protocol)

CIP is a shared industrial protocol for the OSI application layer. The CIP is used in networks

such as EtherNet/IP, CompoNet, and DeviceNet.

Data can be routed easily between networks that are based on the CIP. You can therefore easi-

ly configure a transparent network from the field device level to the host level.

The CIP has the following advantages.

 Destination nodes are specified by a relative path, without fixed routing tables.

» The CIP uses the producer/consumer model. Nodes in the network are arranged on the same
level and it is possible to communicate with required devices whenever it is necessary.
The consumer node will receive data sent from a producer node when the connection ID in
the packet indicates that the node requires the data. Because the producer can send the
same data with the same characteristics in a multicast format, the time required for the trans-
fer is fixed and not dependent on the number of consumer nodes. (Either multicast or unicast
can be selected.)
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1 Features and System Configuration

® BOOTP Client

If the built-in EtherNet/IP port is set in the BOOTP settings, the BOOTP client operates when the
Controller power is turned ON, and the IP address is obtained from the BOOTP server.
It is possible to set all of the IP addresses of multiple EtherNet/IP ports at the same time.

DNS Client for Specifying Host Names

You can directly specify IP addresses, but you can also use the host names instead of the IP ad-
dresses for SNMP managers (DNS client or hosts settings).

This will help identify the IP address automatically even after the IP addresses of relevant servers

are changed due to system revisions.
*1. A separate DNS server is necessary when you use host names with the DNS client.
*2. The DNS server is specified directly using its IP address.

Network Management with an SNMP Manager

The SNMP agent passes internal status information from the EtherNet/IP port to network manage-

ment software that uses an SNMP manager.
*1. A separate SNMP manager is necessary for network management.

Complete Troubleshooting Functions

A variety of functions are provided to quickly identify and handle errors.
» Self-diagnosis at startup

» Event log that records the time of occurrence and other error details

IP Routing Function

The NX-series EtherNet/IP Unit is equipped with two EtherNet/IP ports for EtherNet/IP communica-
tions as standard, and this allows to separate the information network from the control network. In
addition, the EtherNet/IP ports support the IP routing function to send IP packets to devices on oth-

er IP network segments.

*1. In order to use the function, you must appropriately set the IP router table and default gateway settings for
each device on the network according to your network configuration. For details on the settings, refer to
7-2 TCP/IP Settings Display on page 7-3.

Support of CIP Safety Communications

If the EtherNet/IP Unit is used with the NX-SL5C]1[] Safety Control Unit, you can build a system
which uses CIP Safety communications in networks between Controllers and field networks. Safety
communications using CIP Safety protocols can be performed with devices and other Safety CPU
Units that support CIP Safety communications.

@ Precautions for Correct Use

» CIP Safety communications with a built-in EtherNet/IP port on the NX502 CPU Unit can be
used with the NX502 CPU Unit with unit version 1.64 or later. If you use CIP Safety communi-
cations on an NX502 CPU Unit with the unit version earlier than 1.64, use an NX-series
EtherNet/IP Unit.

* When the NX502 CPU Unit with unit version 1.66 or later is used with the NX-series Ether-
Net/IP Unit with unit version 1.01 or later, you can use tag data link and CIP Safety communi-
cations together in one NX-series EtherNet/IP Unit.

* The I/O refresh time varies depending on the number of connections for CIP Safety commu-
nications. Check the effect of the number of connections for CIP Safety communications on
the task execution time.
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1 Features and System Configuration

e LLDP

The LLDP (Link Layer Discovery Protocol) enables to exchange information with other network de-
vices that are connected to a physically communicable range.

sainjead |-L

SHUN dIAONISUIT SOUaS-XN JO sainjesd z-1-|

NX-series EtherNet/IP Unit User's Manual (W627) 1-5



1 Features and System Configuration

1-2 System Configuration

The following figure shows a configuration example for a system that uses the NX-series EtherNet/IP

Unit.
r— - - 7 T— ) — — — /"
Sysmac Studio | Process Controller | |Mach|ne Controller | Sysmac Studio
| Network Configurator HOST PC Network Configurator |
| HMI | | HMI |
| =
| NX-series |
Eth.ernet | Eth_ernet NX502 CPU Unit
Switch | Switch oo ga
| | Safety |
NX-series I __— cPUUnit
| NX502 CPU Unit | S
I ME R sar | NX 1/0 Units
0 afet |
| / i) ] = CPU Unit | \i | FSoEWOUnits |
NXseries ) I | NX-series
| EtherNet/IP Unit EtherNetIP Units |
I EtherNet/IP communications devices L —|—I ;g
- I P EEETIE - - -
I BACD @, ] 1 e G
General-purpose
| EtherCAT . ‘ slaves |

Slave Terminal

T 4
o =
RFID system T CIP Safety 1/0s
| N |
_ — — — — 4dvL

Servo Drives

_I

The following table shows the description, NX502 CPU Unit connection method, and quantity for each

configuration element in the figure above.

NX502 CPU Unit

-C onfigura- Description connection meth- Qty
tion element
od
NX502 CPU | A CPU Unit to which the NX-series EtherNet/IP | --- One Unit for machine
Unit Unit is connected. This Unit performs machine control, and one Unit
control and process control of the system. for overall process con-
trol
NX-series One of X Bus Units which performs EtherNet/IP | X Bus Up to four Units per an
EtherNet/IP | communications. NX502 CPU Unit
Unit
NX I/0 Unit | An interface Unit to connect an NX-series CPU | NX bus of CPU Unit | Zero to multiple Units
Unit to control devices such as sensors and ac- | and Slave Terminal | (depends on applica-
tuators. This Unit can also be connected to an tion)
NX-series Communications Coupler Unit.
Safety CPU | A CPU Unit which controls the safety circuit of | NX bus of CPU Unit | One Unit per an NX502
Unit manufacturing equipment. This Unit controls CPU Unit

both of the safety control within equipment by
FSoE and the line safety control by CIP Safety.
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1 Features and System Configuration

Configura-
tion element

Description

NX502 CPU Unit
connection meth-
od

Qty

FSoE 1/0
Unit

This Unit inputs safety input signals and out-
puts safety output signals in combination with a
Safety CPU Unit.

NX bus of CPU Unit
and Slave Terminal

Zero to multiple Units
(depends on applica-
tion)

Servo Drive

A control device for an electric motor assem-
bled in a control equipment. It is controlled by
the Motion Control Function Module within the
CPU Unit.

Built-in EtherCAT
port

Zero to multiple Units
(depends on applica-
tion)

EtherCAT
general-pur-
pose slave

A general-purpose slave connected to the
EtherCAT.

Built-in EtherCAT
port

Zero to multiple Units
(depends on applica-
tion)

Ethernet
switch

An Ethernet switch connects devices on the
network by packet switching and transfers the
received data to the target device.

EtherNet/IP port on
CPU Unit and NX-
series EtherNet/IP
Unit

Zero to multiple Units
(depends on applica-
tion)

HMI

An HMI performs operation input to the manu-
facturing equipment and displays status of the
manufacturing equipment.

EtherNet/IP port on
CPU Unit and NX-
series EtherNet/IP
Unit

Zero to multiple Units
(depends on applica-
tion)

Sysmac Stu-
dio

Network
Configurator

Support Software for NX502 CPU Unit.

EtherNet/IP port on
CPU Unit and NX-
series EtherNet/IP
Unit

One to multiple Units
(depends on applica-
tion)

HOST PC

This computer performs EtherNet/IP communi-
cations.

EtherNet/IP port on
CPU Unit and NX-
series EtherNet/IP
Unit

One to multiple Units
(depends on applica-
tion)

RFID system

This system uses electromagnetic fields and
radio waves to exchange product identification
information. Communications is performed with
a Modbus/TCP client.

EtherNet/IP port on
CPU Unit and NX-
series EtherNet/IP
Unit

Zero to multiple Units
(depends on applica-
tion)

CIP Safety
110

A connection interface for sensors and actua-
tors of safety 1/O devices. CIP Safety on Ether-
Net/IP compatible.

EtherNet/IP port on
NX-series
EtherNet/IP Unit

Zero to multiple Units
(depends on applica-
tion)
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1 Features and System Configuration

1-3 Introduction to Communications
Services

This section provides an introduction to the communications services of the NX-series EtherNet/IP
Unit.

1-3-1  CIP (Common Industrial Protocol) Communications Services

The services using CIP include tag data link and CIP message communications.

I Tag Data Links (Cyclic Communications)

A program is not required to perform cyclic data exchanges with other devices on the EtherNet/IP net-
work.

Normally, a connection is started with the target device for each tag set that was created with the Net-
work Configurator to start communications for tag data links for an EtherNet/IP port. One connection is
used per tag set.

The maximum number of connections that can be registered is 256, or a total of 512 with two ports.

@ Additional Information

The NX502 CPU Unit can be used with the NX-EIP201 (EherNet/IP Unit) for tag data link com-
munications.
However, check the effect on task execution time because it increases 1/O refreshing time.

Refer to 2-1 Specifications on page 2-2 for the EtherNet/IP port tag and tag set specifications.

Connection Information

(- Target IP address .z

* Target tag set N

« Originator tag set N

* Packet interval (RPI) Connection
- J

Tag Set (Output)

Tag Set (Input) /\
4 A 4

N 7\
Tag set name: SP1_IN ->|O Tag set name: SP1_OUT
Controller status ( Controller Status
Tag a Tag i
Tag b Tagii
Data flow
Tagc
[ Tass | (
- J - J
Originator device;J_‘ Target device
EtherNet/IP IJ_\
{ | I
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Note In this example, a connection is established with the originator’s tag list with tags a to g (inputs), which are
in a tag set called SP71_IN, and the target’s tag list with tags i and ii (outputs), which are in a tag set called
SP1_OUT.

S99IAI9g Suol}
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I CIP Message Communications

User-specified CIP commands can be sent from the CPU Unit to devices on the EtherNet/IP network.
CIP commands can be sent and their responses received by executing the CIP communications in-
structions from the user program in the CPU Unit.

EtherNet/IP Unit CPU Unit

EtherNet/IP Hcip_send CIP message
port —— | s

CIP command

\ 4

Ethernet
(EtherNet/IP)

CIP response I

EtherNet/IP D
port

EtherNet/IP Unit CPU Unit

By specifying a route path, you can send CIP messages (CIP commands and responses) to a device
on another CIP-based network segment (CIP routing function for message communications). Howev-
er, since the starting point of route path is the CPU Unit, it is necessary to set the route path that starts
from the CPU Unit and passes through the NX-series EtherNet/IP Unit.

The maximum number of levels of CIP routing via the ports is eight for any combination of CS, CJ, NJ,
and NX-series CPU Units. Note that the number of levels of IP routing using an L3 Ethernet switch is
not counted in the number of levels of CIP routing via the ports.

S80IAJI8S SUONEDIUNWWOY (]020]0.d [BUISNPU| UOWWOD) d|D L-E-1

» Because there are two EtherNet/IP ports, CIP routing is possible by the NX-series EtherNet/IP Unit

alone.

Ethernet

(EtherNet/IP)

<
EtherNet/IP Unit
EtherNet/IP _/__CPU Unit
ort 1 4
EtherNet/IP ] Ethernet
port 2 (EtherNet/IP)
—
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1 Features and System Configuration

1-3-2

@ Additional Information

In CIP routing, a node (Unit) that routes information subtracts the equivalent of one hop from
the timeout, deletes its own address from the route information, and relays the information to
the next node (Unit).

When a timeout is specified, the timeout for the actual request service processing is set in the
last hop.

In the case of relay hops, the timeout for the relay route must be added to the timeout for the
request.

OMRON products that support CIP subtract 5 seconds per hop.

IP Routing

The IP routing function sends IP packets to other network segments based on the routing information
set in the IP router table.

To communicate with devices on other network segments, you must set the IP router table and default
gateway settings for the CPU Unit and each device on the network appropriately for your network con-
figuration.

M Precautions for Correct Use

You cannot create tag data links between multiple CPU Units using IP routing.

Computer
HMI
Sysmac Studio .
IP address: 10.1.1.1/24 IP address: 10.1.1.2/24
EtherNet/IP Network address: 10.1.1.0/24
NX-series
EtherNet/IP Unit
EtherNet/IP Network address: 10.1.2.0/24
NX-series H _-
EtherNet/IP Unit £
. B
EtherNett®?  aEmEEssssss Network address: 10.1.3.0/24

NJ-series
CPU Unit Iy

IP address: 10.1.3.1/24

® Port Forward - IP Forward
This function transfers the communications data between the network for the EtherNet/IP port 1
and the network for the EtherNet/IP port 2. Select the Use Option for IP Forward to transfer the
communications data. If you select the Do not use Option for IP Forward, any other IP packets
than those addressed to the NX-series EtherNet/IP Unit are discarded. Refer to 7-2 TCP/IP
Settings Display on page 7-3 for details on the settings.
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@ Additional Information
CIP routing is not affected by the IP Forward setting.

1-3-3 Packet Filter

IP packets are filtered in the receive processing at the EtherNet/IP ports. Specify packets allowed to
be received by IP address or TCP/UDP port number.

1-3-4 BOOTP Client

You set the EtherNet/IP port to the BOOTP setting to use the BOOTP client to obtain settings, such as
the EtherNet/IP port IP address, from the BOOTP server.

BOOTP server

BOOTP command Ethernet

IP address |

L

EtherNet/IP port EtherNet/IP port

=] e

BOOTP client

The EtherNet/IP port IP address is obtained from the
BOOTP server when the power is turned ON.

1-3-5  Specifying Host Names

You can directly specify IP addresses, but you can also use the host names instead of the IP address-
es for SNMP managers (DNS client or hosts settings).
Example: Setting Host Names on the DNS Server

DNS server

l IP address — _ Ethernet

|

NJ/NX-series
Controller

M Precautions for Correct Use

» A DNS server is required to use the server host names for the DNS client.
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1 Features and System Configuration

1-3-6  SNMP Agent

The SNMP agent has the following functions.

| snmp Agent

EtherNet/IP port internal status information is provided to network management software that uses an

SNMP manager.

Monitors devices on Ethernet/IP‘

(T T T T T T T
DooEooDoog

o o o o

SNMP
manager

EtherNet/IP port

—

Ethernet

SNMP message ‘ \
Management
information | |

|

SNMP agent SNMP agent

| snmp Trap

SNMP agent

Device that supports SNMP

When specific conditions occur, the EtherNet/IP port that is set as the SNMP agent sends status notifi-

cation reports to the SNMP manager.

The SNMP manager can learn about changes in status even without periodically monitoring the Ether-

Net/IP port.

Status notification reports are sent under the following conditions.

* When the Controller is turned ON
* When links are established
* When an SNMP agent fails to be authorized

SNMP manager

Controller power

Trap is turned ON.

EtherNet/IP port
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1-3-7 LLDP

LLDP (Link Layer Discovery Protocol) is a protocol used to exchange information with other network
devices that are connected to a physically communicable range. The NX-series EtherNet/IP Unit ob-
tains information of other network devices using the SNMP function. The information to be exchanged
includes chassis types and system names of the both. Refer to Lidp Group on page 11-20 for details

on the information to be exchanged.
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1-4 Support Software

The followings are the Support Software for using the NX-series EtherNet/IP Unit.

® Sysmac Studio
This software is used to configure all functions of the NX-series EtherNet/IP Unit.
The NX-series EtherNet/IP Unit is supported by version 1.54 or higher.

Refer to the Sysmac Studio Version 1 Operation Manual (Cat. No. W504) for details on the Sysmac
Studio.

® Network Configurator

This software is used to configure tag data links.
The NX-series EtherNet/IP Unit is supported by version 3.74 or higher.
For the details on the settings, refer to Section 9 Tag Data Link Functions on page 9-1.
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Specifications and Application

Procedures
]

This section describes the specifications and application procedures of the NX-series
EtherNet/IP Unit.

2-1  SPecCificatioNs ... ..o ————— 2-2
2-1-1 General SPecifiCations ............ccoiiiiiiie i 2-2
2-1-2 Performance Specifications..............eeviiiiiiiiiii e 2-3
2-1-3 Function SpecifiCations ...........cueiiiiiiiiii 2-6

2-2 EtherNet/IP Communications Procedures.........cccccoeeceeivsmmmrmnnennnnssssssssssnnnes 2-7
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2 Specifications and Application Procedures

2-1 Specifications

This section provides general specifications, performance specifications, and function specifications of
the NX-series EtherNet/IP Unit.

The general specifications of the NX-series EtherNet/IP Unit are given below.

Mounted in a panel
Ground to less than 100 Q.
100 x 120 x 39 (mm)

350 g max.

8.1 W max.

0to 55°C

10% to 95% (with no icing or condensation)

Must be free from corrosive gases.

-25 to 70°C (with no icing or condensation)

2,000 m max.

2 or less: Meets IEC 61010-2-201.

2 kV on power supply line (Conforms to IEC 61000-4-4.)
Category II: Meets IEC 61010-2-201.

Zone B

Conforms to IEC 60068-2-6.

5 to 8.4 Hz with 3.5-mm amplitude,

8.4 to 150 Hz, acceleration of 9.8 m/s?

100 min each in X, Y, and Z directions (10 sweeps of 10
min each = 100 min total)

Gravity acceleration is assumed to be G=9.8m/s2.

Conforms to IEC 60068-2-27, 147 m/s2, 3 times in X, Y,
and Z directions.

Gravity acceleration is assumed to be G=9.8m/s2.
Mount to DIN Track

One direction (upright)

Refer to the OMRON website (http:/

www.ia.omron.com/) or consult your OMRON represen-
tative for the applicable standards.
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2 Specifications and Application Procedures

The specifications of the NX-series EtherNet/IP Unit are given below.

2

10BASE-T, 100BASE-TX, or 1000BASE-T
1,514 bytes max.

CSMA/CD

Baseband

Star

1 Gbps (1000BASE-T) max.

STP (shielded, twisted-pair) cable of Ethernet
category 5, 5e or higher

100 m

suopeayoads -z

There are no restrictions if an Ethernet switch
is used.

Supported.

Supported.

Not supported.

suoneoyoads souewlopsd Z-1-2

Supported.

Supported.

256 per port

512 total

Can be set for each connection.

1.0 to 10,000 ms in 1.0-ms increments

40,000 pps 3" (including heartbeat)

256 per port

512 total

Network variables

CIO, Work, Holding, DM, or EM Areas can be
used.

64 (63 tags if Controller status is included in
the tag set.)

1,024 per port

2,048 total

369,664 bytes per port (total of 739,328 bytes
with two ports)

1,444 bytes

256 per port

512 total

(1 connection = 1 tag set)

1,444 bytes (Two bytes are used if Controller
status is included in the tag set.)

Supported”®
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2 Specifications and Application Procedures

2-4

.
*2.

*3.

*4,

Supported.

128 per port
256 total
(clients plus server)

32 per port
64 total

32 per port
64 total

Supported

CIP routing is supported for the following re-
mote Units:

NX-EIP201

NX701-0000, NX502-00000, NX102-00
0o, NX1P2-0000

NJ501-00000, NJ301-0000, NJ101-000
0,

CS1W-EIP21, CS1W-EIP21S, CJ1W-EIP21,
CJ1W-EIP21S,

CJ2H-CPUOO-EIP, CJ2M-CPU3

Using a combination of any Units above, com-
munication can be extended up to a maximum
of 8 levels.

If Use CIP Safety communications and Tag

Data Link communications together@ is set
to Deny : 84 total

If Use CIP Safety communications and Tag

Data Link communications together™ is se
to Allow : 64 total

32 bytes

SNMPv1 or SNMPv2C
MIB-II
Conforms to CT18.

10BASE-T, 100BASE-TX, or 1000BASE-T
Auto negotiation

Data will be refreshed at the set interval, regardless of the number of nodes.

The approximate 1/0 response time of the tag data link is determined by the relationship between the packet
interval and the number of connections. Refer to 12-3 Tag Data Link I/O Response Time on page 12-23 for
details.

“pps” means packets per second, i.e., the number of communications packets that can be sent or received
in one second.

When the Unit is performing tag data link communications where the allowable communications bandwidth
per Unit is close to or greater than 30,000 pps, the following functions may not be used properly. In that
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*5.

*6.

*7.

*8.

2 Specifications and Application Procedures

case, use the built-in EtherNet/IP port on the CPU Unit or an EtherNet/IP port of a different NX-series Ether-

Net/IP Unit.

» Connecting the Sysmac Studio online from the EtherNet/IP port of the NX-series EtherNet/IP Unit

* Connecting the Network Configurator online from the EtherNet/IP port of the NX-series EtherNet/IP Unit

* Connecting the NA-series Programmable Terminal online from the EtherNet/IP port of the NX-series
EtherNet/IP Unit

* Port forward via the NX-series EtherNet/IP Unit

* CIP message communications

¢ SNMP function

These functions of the NX-series EtherNet/IP Unit can be used via X Bus from the built-in EtherNet/IP port

on the CPU Unit or an EtherNet/IP port of a different NX-series EtherNet/IP Unit.

If the parameters of the EtherNet/IP port are changed, the port is restarted. When other nodes are in com-

munications with the affected node, the communications will temporarily time out and automatically recover

after the restart.

As the EtherNet/IP port implements the IGMP client, unnecessary multi-cast packets can be filtered by using

an Ethernet switch that supports IGMP Snooping.

When the NX502 CPU Unit with unit version 1.66 or later is used with the NX-series EtherNet/IP Unit with

unit version 1.01 or later, you can use tag data link and CIP Safety communications together in one NX-

series EtherNet/IP Unit.

An NX502 CPU Unit with unit version 1.66 or later and NX-series EtherNet/IP Unit with unit version 1.01 or

later are required to use this setting. Refer to Use CIP Safety communications and Tag Data Link communi-

cations together on page 7-16 for details on the settings. For other combinations of unit versions, the maxi-

mum number of routable CIP Safety connections is 84 in total.
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2 Specifications and Application Procedures

The function specifications of the NX-series EtherNet/IP Unit are given below.

TCP/IP or UDP/IP

Programless cyclic data exchange
is performed with the devices on
the EtherNet/IP network.

CIP commands are sent to or re-
ceived from the devices on the
EtherNet/IP network.

EtherNet/IP port internal status in-
formation is provided to network
management software that uses an
SNMP manager.

Events are recorded in the logs.
1,024

512

None
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2 Specifications and Application Procedures

2-2 EtherNet/IP Communications Proce-

dures

@ Basic Operation

1 Wire the Ethernet network with twisted-pair cable.

!
2 Set the EtherNet/IP port IP address with the Sysmac Studio.

1. Use the Sysmac Studio to create a new project.

2. Set the local IP address in one of the following ways:

Defaults:

Default IP address
The subnet mask is 255.255.255.0 for all ports.

Port 1 | 192.168.250.1

Port

Port 2 | 192.168.251.1

* Set any IP address.
* Obtain from the BOOTP server.

!
3 Perform a communications test with a PING command from a
computer.
!

4 Use the Sysmac Studio to set the initial settings of the Ether-
Net/IP Function Module.

* Set the TCP/IP settings and Ethernet settings as required.

® Using Tag Data Links

1 Import the variable settings for the tags that were created on
the Sysmac Studio to the Network Configurator.

|

2 Use the Network Configurator to create the tag data link table.

* Create the network configuration.
» Set the tags, tag sets, and connections.

!

3 Connect the Network Configurator online.

l
4 Download the tag data link setting.

l
5 start the tag data links (the links starts automatically when
power is turned ON).

6 Check operation.

NX-series EtherNet/IP Unit User's Manual (W627)

Section 5 Installing Ethernet Net-
works on page 5-1

8-1 Determining IP Addresses on
page 8-2

8-3 Testing Communications on
page 8-14

Section 7 Sysmac Studio Set-
tings for the EtherNet/IP Port on
page 7-1

9-2-4 Creating Tags and Tag Sets
on page 9-21

Section 9 Tag Data Link Func-
tions on page 9-1

Section 3 Part Names and Func-
tions on page 3-1

Section 14 Troubleshooting on
page 14-1
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2 Specifications and Application Procedures

* Check the EtherNet/IP port indicators.

* Use the Sysmac Studio to check the communications status
with the All Tag Data Link Communications Status device var-
iable.

* Use the monitor function of the Network Configurator to con-
firm that the tag data links are in normal operation.

® Using the Message Communications Service
» CIP Communications Instructions

1 Execute CIP communications instructions in the user program. Section 10 CIP Message Com-
munications on page 10-1

2 Check operation. Section 3 Part Names and Func-
tions on page 3-1
Section 14 Troubleshooting on
page 14-1
* Use the Sysmac Studio to check the communications status
with the end codes of the instructions (Done, Err, and ErrID).

® Using the SNMP Agent

1 Use the Sysmac Studio to set the initial settings of the Ether- Section 11 SNMP Agent on page
Net/IP Function Module. 11-1

* Set the SNMP settings.
* Set the SNMP trap settings.

1
2 Check operation.

* Check the event log to see if the SNMP agent started.

® Using the BOOTP

1 Use the Sysmac Studio to set the initial settings of the Ether- Section 7 Sysmac Studio Set-
Net/IP Function Module. tings for the EtherNet/IP Port on
page 7-1
* Set the BOOTP settings.

2 Check operation.

* Check the event log to see if the BOOTP started.
* Check the Online device variable.
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Part Names and Functions
]

This section describes part names and functions of the NX-series EtherNet/IP Unit.

31 Part NamMES ... 3-2
3-2  Part FUNCHIONS ..o 3-3
3-2-1 Operation Status INAICAtOrS ...........coiiiiiiiiiiee e 3-3
3-2-2 DIP SWICN ...ttt 34
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3 Part Names and Functions

3-1 Part Names

The following table gives the name of each part of the NX-series EtherNet/IP Unit.

(B) (C) (D) (A)

G ) (E) (©)
Symbol Name Function

A X Bus connectors These connectors are used to connect another Unit.

B DIN Track mounting hook | This hook is used to mount the Unit to a DIN Track.

C Unit hookup guides These guides are used to connect two Units.

D Operation status indica- The indicators show the current operating status of the Unit.

tors

E EtherNet/IP ports The communications ports for EtherNet/IP connection. There are two
ports.

F DIP switch This switch is for configuring internal settings of the Unit, but not used
normally. Always keep all pins from SW1 to SW4 in OFF state.

G Unit specifications The specifications of the Unit are given here.
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3 Part Names and Functions

3-2 Part Functions

3-2-1

Operation Status Indicators

The operation status indicators include the Unit status indicators which display the operating status of
the NX-series EtherNet/IP Unit and the EtherNet/IP (Port 1/Port 2) status indicators which display the
status of EtherNet/IP ports.
The specifications of both instructions are given in the following table.

- 72
NX-EIP201 U
RUN
o
BRR
[=}
JBusY|
o
EhorNstNIP
rormt emeriee | I - 11
1
a '
o 1
afl :
:
.
!
\
:
:
:
:

Port 1

Unit Status Indicators

: EtherNet/IP Status Indicators

EtherNet/IP Status Indicators

Port 2

Unit Status Indicators

Indicator | Color Indlca:::r sta- Status of NX-series EtherNet/IP Unit
RUN Green | Lit Power is ON.
Flashing A System Initialization Error occurred.
Not lit Power is OFF, or a Power Supply Error, a Hardware Initialization Error, an
X Bus Unit Hardware Error, or an error for which the user cannot recover
operation occurred in the Unit.
ERR Red Lit An error for which the user cannot recover operation occurred in the Unit.
Flashing An error for which the user can recover operation occurred in the Unit.
Not lit An error not occurred in the Unit.
BUSY Yellow | Flashing Built-in non-volatile memory access in progress.
Not lit Other than the above.

EtherNet/IP (Port 1/Port 2) Status Indicators

Indicator | Color | Indicator status Status of EtherNet/IP port
NET RUN | Green | Lit Normal

Flashing Ethernet communications are in progress.

Not lit Ethernet communications are not possible.
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3 Part Names and Functions

Indicator | Color | Indicator status Status of EtherNet/IP port
NET ERR | Red Lit An error for which the user cannot recover operation occurred.
Flashing An error for which the user can recover operation occurred.
Not lit There are no Ethernet communications errors.
* The power supply is OFF or the Unit was reset.
LINK/ACT | Yellow | Lit The link was established.
Flashing The link is established, and data communications are in progress.
Not lit A link was not established.
* The cable is not connected.
* The power supply is OFF or the Unit was reset.

3-2-2  DIP Switch

Do not use the DIP switch. Always keep all pins from SW1 to SW4 in OFF state.
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Mounting
]

This section describes how to mount the NX-series EtherNet/IP Unit.

4-1 Mounting and Removing NX-series EtherNet/IP Units ........cccccceeiiiccinnnnes 4-2
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4 Mounting

4-1 Mounting and Removing NX-series
EtherNet/IP Units

Refer to Mounting and Removing Units in the NX-series NX502 CPU Unit Hardware User’s Manual
(Cat. No. W629) for how to mount and remove the NX-series EtherNet/IP Unit.
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5-1

Selecting the Network DevVices ... 5-2
5-1-1 Recommended Network DEVICES ........cooiuiiiiiiiiiiiiiee et 5-2
5-1-2 Ethernet SWitCh TYPeS.....o.eeeiiieee e 5-3
5-1-3 Ethernet Switch FUNCHONS........c.eiiiieee e 5-3
5-1-4 Precautions for Ethernet Switch Selection ............cccocoiviiiiie, 5-4

Network Installation ... 5-7
5-2-1 Basic Installation Precautions ..o 5-7
5-2-2 Recommended Network DEVICES ........cooiuviiiiiiiiiiiiee e 5-7
5-2-3 Precautions When Laying Twisted-pair Cable.............ccccooiiiiiiiiiiie. 5-7
5-2-4 Precautions When Installing and Connecting Ethernet Switches................... 5-11

Connecting to the Network..........ooo oo 5-13
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5-3-2 Connecting the Cable.........coceiiiiiii e 5-13
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5 Installing Ethernet Networks

5-1 Selecting the Network Devices

5-1-1 Recommended Network Devices

The following table shows the devices recommended for use with the EtherNet/IP.

® Ethernet Switches

Manufacturer Model Description

OMRON W4S1-05D Packet priority control (QoS): EtherNet/IP control data priority
Ethernet standard: IEEE 802.3 10Base-T, 100Base-TX
Auto-negotiation: Supported

Broadcast storm detection function: Supported

Number of ports: 5

Cisco Systems, | Consult the manufacturer.

Inc. http://www.cisco.com/

Contec USA, Consult the manufacturer.

Inc. http://www.contec.com/
Phoenix Con- Consult the manufacturer.

tact USA https://www.phoenixcontact.com

@ Twisted-pair Cables and Connectors

Applicable EtherNet/IP communications cables and connectors vary depending on the used baud
rate.

For 100Base-TX and 10Base-T, use an STP (shielded twisted-pair) cable of category 5 or higher.
You can use either straight or cross cable.

For 1000Base-T, use an STP (shielded twisted-pair) cable (double shielding with aluminum tape
and braiding) of category 5e or higher. You can use either straight or cross cable.

Cabling materials used for EtherNet/IP communication cables are shown in the table below.
"100Base-TX" in the "Product” column of the table below indicates that either 100Base-TX or
10Base-T can be used.

Product Manufacturer Model

For 1000Base-T | Size and con- | Cable Hitachi Metals, Ltd. NETSTAR-C5E
and 100Base- ductor pairs: SAB 0.5 x 4P CP
X AWG24 x 4 Kuramo Electric Co. KETH-SB

pairs JMACS Japan Co., Ltd. IETP-SB

! RJ45 Connec- | Panduit Corporation MPS588

tors

For 100Base- Size and con- | Cable Kuramo Electric Co., Ltd. KETH-PSB-OMR
X ductor pairs: JMACS Japan Co., Ltd. PNET/B

AWG22x2 | R 45 Assembly | OMRON XS6G-T421-1

pairs’! Connectors

*1.  We recommend that you use cables and connectors in above combinations.

5-2 NX-series EtherNet/IP Unit User's Manual (W627)
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5-1-2  Ethernet Switch Types

® Unmanaged Layer 2 (L2) Ethernet Switches
These Ethernet switches use the Ethernet MAC address to switch ports. Ordinary Ethernet
switches have this function. Ethernet switch functions and settings cannot be changed.

® Managed Layer 2 (L2) Ethernet Switches
These Ethernet switches use the Ethernet MAC address to switch ports. Ethernet switch functions
and settings can be changed with special software tools for Ethernet switches running on a network
node. You can also collect analytical data. These Ethernet switches provide more-advanced func-
tions than unmanaged layer 2 Ethernet switches.

5-1-3 Ethernet Switch Functions

This section describes the Ethernet switch functions that are important for an EtherNet/IP network. For
an EtherNet/IP port, consider whether the Ethernet switch supports the following two functions when
you select the Ethernet switch.

* Multicast filtering

* QoS (Quality of Service) for TCP/UDP port numbers (L4)

® Multicast Filtering
Multicast filtering transfers multicast packets to the specific nodes only. This function is implement-
ed in the Ethernet switch as IGMP snooping or GMRP.
“Specific nodes” are nodes equipped with an IGMP client, and have made transfer requests to the
Ethernet switch. (OMRON EtherNet/IP ports are equipped with an IGMP client.) When the Ethernet
switch does not use multicast filtering, multicast packets are sent to all nodes, just like broadcast
packets, which increases the traffic in the network.
Settings must be made in the Ethernet switch to enable this function. There must be enough multi-
cast filters for the network.

® QoS (Quality of Service) Function for TCP/UDP Port Numbers (L4)
This function controls the priority of packet transmissions so that packets can be sent with higher
priority to a specific IP address or TCP (UDP) port. The TCP and UDP protocols are called trans-
port layer protocols, leading to the name L4 (layer 4) QoS function.
When tag data links and message communications are executed on the same network, tag data
links can be sent at higher priority to prevent problems such as transmission delays due to mes-
sage communications traffic and packet losses due to buffer overflow.
Also, when tag data links and CIP Safety communications are executed on the same network, it is
possible to reduce the impact of tag data link traffic by increasing the priority of CIP Safety commu-
nications with QoS settings.
Refer to 7-6 CIP Settings Display on page 7-16 for details on the QoS settings.
Settings must be made in the Ethernet switch to enable QoS function and give higher priority to tag
data link packets.

These functions are supported by Ethernet switches as described in the table below.
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5 Installing Ethernet Networks

5-1-4

Ethernet switch type Multicast filtering L4 QoS Remarks
Unmanaged L2 Ethernet switch Not supported Not sup-
ported
Managed L2 Ethernet switch Supported Supported | Both functions must be set
with a special software tool.
OMRON Ethernet switch Not supported Supported | L4 QoS is set with a switch.
(W4S1-series Ethernet switches) No software tool is necessa-
ry. 1

*1.  Even QoS settings are made, tag data links and CIP Safety communications are processed with the
same priority.

@ Additional Information

« If you select Multi-cast Connection for the connection type in the connection settings on the
Network Configurator, multicast packets are used. If the connection type is set to a Point to
Point Connection, multicast packets are not used.

Precautions for Ethernet Switch Selection

The functions supported by the Ethernet switch may affect tag data link transmission delays and the
settings in the Controller configurations and setup.

In addition, if the Ethernet switch supports advanced functions, special settings are required for the
functions.

When you select an Ethernet switch, it is necessary to consider what kind of data transmission and
how much traffic you use over the the network.

Refer to the following precautions when you select an Ethernet switch.

Refer to 12-2 Adjusting the Communications Load on page 12-7 to estimate the communications
load for tag data links.

Selecting the Ethernet Switch Based on the Type of Network Com-
munications

® Executing Tag Data Links Only
We recommend that you use an L2 Ethernet switch without multicast filtering or an L2 Ethernet
switch with multicast filtering.
An L2 Ethernet switch with multicast filtering prevents increased traffic due to unnecessary multi-
cast packets, so the tag data links can operate at higher speed.
If either of the following conditions exists, there is no difference in the traffic condition whether mul-
ticast filtering is supported or not.
» The tag data links are set to share the same data with all nodes in the network. (Multicast pack-

ets are transferred to all nodes in the network, just like broadcast transmission.)

» The tag data link settings are all one-to-one (unicast) and multicast packets are not used.
When multicast filtering is used, settings must be made accordingly on the Ethernet switch. There
must be enough multicast filters for the network.

® Executing Tag Data Links and Message Communications
We recommend an L2 Ethernet switch with multicast filtering and L4 QoS.
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5 Installing Ethernet Networks

If you set tag data links for higher-priority transmission, it is possible to prevent problems such as

transmission delays due to message communications traffic and packet losses due to buffer over-
flow.

Refer to 7-6 CIP Settings Display on page 7-16 for details on the QoS settings.

When multicast filtering and L4 QoS are used, settings must be made accordingly on the Ethernet

switch.

@ Executing Tag Data Links and CIP Safety Communications
We recommend an L2 Ethernet switch with multicast filtering and L4 QoS.
If you set CIP Safety packets for higher-priority transmission, it is possible to reduce the impact
from problems such as transmission delays due to tag data link communications traffic and packet
losses due to buffer overflow.
When L4 QoS is used, settings must be made accordingly in the QoS configuration on the Sysmac
Studio and on the Ethernet switch. Refer to 7-6 CIP Settings Display on page 7-16 for details on
configuring QoS on the Sysmac Studio.

s991A8( YJoMIaN 8y} Bunoalag L-

Selecting the Ethernet Switch Based on the Ethernet Switch's Sup-
ported Functions

® L2 Ethernet Switch without Multicast Filtering
We recommend this kind of Ethernet switch when only tag data links are executed and any of the
following conditions is met.
» The tag data links are set to share the same data with all nodes in the network. (Multicast pack-
ets are transferred to all nodes in the network, just like broadcast transmission.)
» The tag data link settings are all one-to-one (unicast) and multicast packets are not used.
» There is little traffic in the tag data links.
No special settings are required for an L2 Ethernet switch without multicast filtering.

@ L2 Ethernet Switch with Multicast Filtering

We recommend this kind of Ethernet switch when only tag data links are executed and the follow-

ing condition is met.

» There are many 1:N links (where N represents some number of nodes in the network) in the tag
data link settings, i.e., there are many multicast packets used, or there is heavy traffic in the tag
data links.

Specific settings are required for an L2 Ethernet switch with multicast filtering. There must be

enough multicast filters for the network.

uoNo8|9S YoUMS 18uley)g 10} suonnesald v-1-

® L3 Ethernet Switch with Multicast Filtering and L4 QoS Functions
We recommend this kind of Ethernet switch when both tag data links and message communica-
tions are executed.
If you set tag data links for higher-priority transmission, you can prevent problems such as trans-
mission delays due to message communications traffic and packet losses due to buffer overflow.
When multicast filtering and L4 QoS are used, settings must be made accordingly on the Ethernet
switch. There must be enough multicast filters for the network.
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Selecting the Ethernet Switch Based on the Network Communica-
tion Speed

® Executing Tag Data Links at a Baud Rate Over 100 Mbps
If you use data tag links with the following conditions, use an Ethernet switch with multicast filtering
or an Ethernet switch that supports a baud rate of 1,000 Mbps.
* Multicast
* Baud rate over 100 Mbps
If there is an Ethernet device on the same network that communicates at a speed of 100 Mbps or
less, the device may affect tag data link communications and cause tag data links to be broken,
even if the device is not related to tag data link communications.

M Precautions for Correct Use

» Ask the Ethernet switch manufacturer for setting procedures for the Ethernet switch.

« Install the Ethernet switch based on its environmental resistance specifications so that the
environmental resistance specifications are fully met. Ask the Ethernet switch manufacturer
for information on the environmental resistance of the Ethernet switch.
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5-2 Network Installation

5-2-1 Basic Installation Precautions

» Take the greatest care when you install the Ethernet System. Be sure to follow ISO 8802-3 specifi-
cations. Be sure you understand them before attempting to install an Ethernet System.

» Unless you are already experienced in installation of communications systems, we strongly recom-
mend that you employ a professional to install your system.

* Do not install Ethernet equipment near sources of noise.

If a noisy environment is unavoidable, take adequate measures against noise interference, such as
installation of network components in metal cases or the use of optical cable in the system.

* When using a shielded cable with the shields on both ends of the cable connected to connector
hoods, ground loops induced by improper grounding methods may decrease noise immunity and
cause device damage. To prevent ground loops caused by differences in potential between device
grounding points, the reference potential between the devices must be stabilized. Design grounding
appropriately so that noise current does not flow to ground lines between the devices.
For grounding methods, refer to the NX-series NX502 CPU Unit Hardware User’s Manual (Cat. No.
W629).

» To obtain information on installing EtherNet/IP cable, contact ODVA.
ODVA web site: http://www.odva.org

» When you install an EtherNet/IP network that combines an information network with the control sys-
tem, and the communications load may be heavy due to tag data links, we recommend that you set
up a network where the load does not affect communications. For example, install the tag data links
in a segment that is separate from the information network.

uone|[eISu| HIOMISN Z-§

5-2-2 Recommended Network Devices
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Refer to 5-1 Selecting the Network Devices on page 5-2 for the devices recommended for use with the
EtherNet/IP port.

5-2-3  Precautions When Laying Twisted-pair Cable

I Connecting the Shield to Connector Hoods

® Between an EtherNet/IP Port and an Ethernet Switch
Connect the shield to connector hoods as described below.

Communications .
Connection
standard
10Base-T * Connect the shield at both ends
100Base-TX or
* Connect the shield only at the Ethernet switch side. A clamp core must be attach-
ed to the EtherNet/IP port side of the cable.

1000Base-T Connect the shield at both ends

e 10Base-T or 100Base-TX
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5 Installing Ethernet Networks

Connect the cable shields to the connector hoods as described in either (1) or (2) below.

1. Connecting the shields at both ends of the cable
Connect the shields to the connector hoods at both ends of the cables.

Ethernet switch )
O Connect shield to connector hood

Connector Connector  Connector

t%?minal J J NX-series
! EtherNet/IP Unit CPU Unit
> O <> 0

EtherNet/IP port
STP Connector

(Shield) O j ,:5.1

NX-series —
EtherNet/IP Unit CPU Unit

EtherNet/IP port
STP Connector

(Shield) ,:5-1

2. Connecting the shields only at the Ethernet switch side
Connect the shields to the connector hoods only at the Ethernet switch side.
A clamp core must be attached to the end of the cable at the EtherNet/IP port side. For a
recommended clamp core and attachment methods, refer to Recommended Clamp Core and
Attachment Method on page 5-10.
To comply with EMC standards, it is mandatory that a clamp core be attached when connect-
ing the shield to the connector hood only at the Ethernet switch side.
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5 Installing Ethernet Networks

Ethernet switch O Connect shield to connector hood

» Do not connect shield to connector hood
Connector Connector  Connector

GR
terminal %J %J NX-series _
! A il EtherNet/IP Unit CPU Unit
1 o) O

ol EtherNet/IP port
sTp 2MP Lol Connector

Ay
[a

[ &
3

(Shield) X A

NX-series ) —
EtherNet/IP Unit CPU Unit

a

Y

EtherNet/IP port z

STP Connector g
A °

< =

(Shield) X N 2
g

)

=

3

@ Additional Information

Noise immunity may be reduced and device damage may occur due to ground loops, which
may be caused by improper shield connections and grounding methods.

When using a baud rate of 100 Mbps or less, it may be possible to alleviate this problem by
connecting the shield only at the Ethernet switch side as described in (2), rather than connect-
ing both ends as described in (1).

+ 1000Base-T
Connect the shields to respective connector hoods at both ends of the cables.
This connection is required for 1000Base-T to ensure compliance with EMC standards.

a|qe) Jied-pajsim| Buike uaypp suonneossid g-z-
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GR

terminall | | |
|

Ethernet switch

Connector  Connector

Connector

(O Connect shield to connector hood

CPU Unit

A’l

CPU Unit

| | |‘ | | NX-series
| il EtherNet/IP Unit
10O [0
EtherNet/IP port
STP Connector
(Shield) O
NX-series
EtherNet/IP Unit
EtherNet/IP port
STP Connector
(Shield) O

® Between Two Ethernet Switches
Regardless of which baud rate is used, check with the Ethernet switch manufacturers for informa-
tion about installing the network between Ethernet switches, and in particular whether or not it is
necessary to connect the cable shields to the connector hoods.

fﬂ

I Other Precautions When Laying the Twisted-pair Cable

Firmly insert the connector until it locks into place when you connect the cable to the Ethernet switch

and the EtherNet/IP port.

Do not install the twisted-pair cable together with high-voltage lines.

Do not install the twisted-pair cable near devices that generate noise.

Do not install the twisted-pair cable in locations subject to high temperatures or high humidity.

Do not install the twisted-pair cable in locations subject to excessive dirt, dust, oil mist or other con-
taminants.

I Recommended Clamp Core and Attachment Method

When you connect the cable shield only with the connector hood of the Ethernet switch, you need to
attach a clamp core to the EtherNet/IP port.
The recommended clamp core and attachment method are given below.

® Recommended Clamp Core

5-10

Manufacturer

Product

Model

NEC TOKIN

Clamp core

ESD-SR-250

ESD-SR-250 dimensions
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5 Installing Ethernet Networks

31.6
L]
CJ

31.5 _ 38.0

13 dia. r

® Recommended Attachment Method
+ Attach a clamp core to the communications cable as shown below.

Make two loops with the cable
as shown.

* Connect the communications cable as shown below.

Etr;terNet/ P Attach close to the cable
po connection as shown.

5-2-4  Precautions When Installing and Connecting Ethernet Switches

I Precautions When Installing Ethernet Switches

» Do not ground the Ethernet switch in the same location as a drive-system component, such as an
inverter.

» Always use a dedicated power supply for the Ethernet switch. Do not use the same power supply for
other equipment, such as an I/O power supply, motor power supply, or control power supply.

» Before installation, check the Ethernet switch's environmental resistance specifications, and use an
Ethernet switch that is appropriate for the ambient conditions. Contact the Ethernet switch manufac-
turer for details on Ethernet switch's environmental resistance specifications.

I Ethernet Switch Connection Methods

» Connect Ethernet switches with twisted-pair cables, as follows: Connect an MDI port to an MDI-X

port with a straight cable. Connect two MDI ports or two MDI-X ports with a cross cable.

Note It is very difficult to distinguish cross cables and straight cables by appearance. Incorrect cables will
cause communications to fail. We recommend cascade connections with straight cables wherever possi-
ble.

NX-series EtherNet/IP Unit User's Manual (W627) 5-11
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5 Installing Ethernet Networks

MDI ports
— — : Straight cable

MDI-X port (cross)\ Ethernet switch o— - Cross cable

(@ qgrrrn ]) Ethernet

switch

o I Ethernet
switch

D W T e D wE DR e

(G i) Ethemet

switch

» Some Ethernet switches can automatically distinguish between MDI and MDI-X. When this kind of
Ethernet switch is used, straight cable can be used between Ethernet switches.

M Precautions for Correct Use

EtherNet/IP port link settings is fixed as the auto negotiation. The following table shows the con-
nection for communications mode of the Ethernet switch.
(Auto-Nego: Auto negotiation, Full: Full duplex, Half: Half duplex)

Communications mode of the Ethernet switch | Connection
Auto-Nego Best
10 Mbps (fixed) Full
Half OK
100 Mbps (fixed) Full
Half OK
1,000 Mbps (fixed) Full
Best = Recommended; OK = Allowed; --- = Not allowed.
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5 Installing Ethernet Networks

5-3 Connecting to the Network

5-3-1 Ethernet Connectors

The following standards and specifications apply to the connectors for the Ethernet twisted-pair cable.

* Electrical specifications: Conforming to IEEE 802.3 standards.

» Connector structure: RJ45 8-pin Modular Connector (conforming to ISO 8877)

» For information on connecting shield wire to connector hoods, refer to 5-1-2 Ethernet Switch Types
on page 5-3.

I 10Base-T and 100Base-TX

yiomjaN ayj} 03 buigosuuo) ¢-g

Connector pin | Signal name Abbr. Signal direction
1 Transmission data + TD+ Output

2 Transmission data - TD- Output

3 Reception data + RD+ Input

4 Not used

5 Not used - -—-

6 Reception data - RD- Input

7 Not used - -—-

8 Not used

| 1000Base-T

$10108UU0J) 18UIBY1T |-€-G

Connector pin | Signal name Abbr. Signal direction
1 Communication data DA+ Bl_DA+ Input/output
2 Communication data DA- Bl_DA- Input/output
3 Communication data DB+ Bl_DB+ Input/output
4 Communication data DC+ BI_DC+ Input/output
5 Communication data DC- Bl_DC- Input/output
6 Communication data DB- BI_DB- Input/output
7 Communication data DD+ Bl_DD+ Input/output
8 Communication data DD- Bl _DD- Input/output

5-3-2  Connecting the Cable

m Precautions for Correct Use

» Turn OFF the Controller's power supply before connecting or disconnecting Ethernet commu-
nications cable.

» Allow extra space for the bending radius of the communications cable.
For the dimensions when the communications cable is connected to the Unit, refer to Installa-
tion Height on page A-3. The required space depends on the communications cable and
connector that are used. Consult the manufacturer or sales agent.

1 Install the twisted-pair cable.
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5 Installing Ethernet Networks

2 Connect the cable to the Ethernet switch.
3 Connect the twisted-pair cable to the connector on the EtherNet/IP port.

Be sure to press the connectors (both the Ethernet switch side and Ethernet side) until they
lock into place.
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6 Device Variables Related to the NX-series EtherNet/IP Unit

6-1

What You Can Check with Device Var-
iables

6-1-1

You can use the device variables that are provided for the NX-series EtherNet/IP Unit in the user pro-
gram to check errors that occur in the NX-series EtherNet/IP Unit and the status of the NX-series
EtherNet/IP Unit.

% Additional Information

This section describes only the device variables that are used to check the errors and status
which are unique to the NX-series EtherNet/IP Unit. Refer to Specifications for Individual Device
Variables in the NJ/NX-series CPU Unit Software User’s Manual (Cat. No. W501) for informa-
tion on the device variables that are used to check the errors and status of the X Bus Unit Com-
mon Function Module.

Checking for Errors in the NX-series EtherNet/IP Unit

You can check for a Communications Port Error and a CIP Communications Error that occur in the
NX-series EtherNet/IP Unit.

The device variables related to errors have a hierarchical structure combined with the system-defined
variables as shown in the following table. The system gives the error status at each level by logically
ORing the error status information in the lower level. For example, the value of ETN_ErrSta in Level 5
changes to TRUE when the value of any of the following five device variables in the lower level is
TRUE.

e ETN_Port1Status.PortErr

* ETN_Port2Status.PortErr

« ETN_TcpAppCfgErr

 ETN_IPRTbIErr

« ETN_DNSCfgErr

From Level 1 to Level 4 are the system-defined variables. Refer to the NJ/NX-series CPU Unit
Software User’s Manual (Cat. No. W501) for details on the specifications of these system-defined vari-
ables.

System-defined variables from Level 1 to Level 4
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6 Device Variables Related to the NX-series EtherNet/IP Unit

Level 1 Level 2 Level 3 Level 4
Variable Name Variable Name Variable Name Variable Name
_ErrSta Controller Er- | _PLC_ErrSta | PLC Func- The rest of levels are omit-
ror Status tion Module ted.
Error Status
_EIP_ErrSta | EtherNet/IP The rest of levels are omit-
Error ted.
_NXB_ErrSta | NX Bus The rest of levels are omit-
Function ted.
Module Error
Status
_XBU_ErrSta | X Bus Func- | _XBU_MstrE | X Bus Func- | The rest of levels are omit-
tion Module r tion Module ted.
Error Status Master Error
Status
_XBU_Uni- X Bus Func- | _XBU_Uni- X Bus Func-
tErr tion Module tErrThl tion Module
Unit Error Unit Error
Status Status Table
Device variables in levels lower than Level 4_XBU_UnitErrTbl
Level 5 Level 6 Level 7
Variable Name Variable Name Variable Name
ETN_Err- Communi- | ETN_Port1 | Communi- | ETN_Port1Status.MacA- | Port1 MAC Address Error
Sta cations Status.Por- | cations drErr
Port Error | tErr Port1 Error | ETN_Port1Status.LanH- | Port! Communications Controller Error
WErT
ETN_Port1Status.EtnCf- | Port1 Basic Ethernet Setting Error
gErr
ETN_Port1Sta- Port1 IP Address Setting Error
tus.IPAdrCfgErr
ETN_Port1Status.IPAdr- Port1 IP Address Duplication Error
DupErr
ETN_Port1Status.Boot- Port1 BOOTP Server Error
pErr
ETN_Port2 | Communi- | ETN_Port2Status.MacA- | Port2 MAC Address Error
Status.Por- | cations drErr
tErr Port2 Error | ETN_Port2Status.LanH- | Port2 Communications Controller Error

wErr

ETN_Port2Status.EtnCf-
gErr

Port2 Basic Ethernet Setting Error

ETN_Port2Sta-
tus.IPAdrCfgErr

Port2 IP Address Setting Error

ETN_Port2Status.IPAdr-
DupErr

Port2 IP Address Duplication Error

ETN_Port2Status.Boot-
pErr

Port2 BOOTP Server Error

ETN_TcpAppCfgErr

TCP Application Setting Error

ETN_IPRTbIErr

IP Router Table Setting Error

ETN_DNSCfgErr

DNS Setting Error

NX-series EtherNet/IP Unit User's Manual (W627)
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6 Device Variables Related to the NX-series EtherNet/IP Unit

6-1-2

Level 5 Level 6 Level 7
Variable Name Variable Name Variable Name
EIP_ErrSta | CIP Com- EIP_Comm | CIP Com- EIP_Comm1Status.lden- | CIP Communications1 Identity Error
munica- 1Status.Ci- | munica- tityErr
tions Error | pErr tions1 Error | EIP_Comm1Sta- CIP Communications1 Tag Data Link
tus.TDLinkCfgErr Setting Error
EIP_Comm1Sta- CIP Communications1 Tag Data Link
tus. TDLinkOpnErr Connection Failed
EIP_Comm1Sta- CIP Communications1 Tag Data Link
tus. TDLinkErr Communications Error
EIP_Comm1Status.TagA- | CIP Communications1 Tag Name Reso-
drErr lution Error
EIP_Comm | CIP Com- EIP_Comma2Status.lden- | CIP Communications2 Identity Error
2Status.Ci- | munica- tityErr
pErr tions2 Error | EIP_ Comm2Sta- CIP Communications2 Tag Data Link
tus.TDLinkCfgErr Setting Error
EIP_Comm2Sta- CIP Communications2 Tag Data Link
tus.TDLinkOpnErr Connection Failed
EIP_Comm2Sta- CIP Communications2 Tag Data Link
tus. TDLinkErr Communications Error
EIP_Comma2Status.TagA- | CIP Communications2 Tag Name Reso-
drErr lution Error
XBU_Err- X Bus Unit | The rest of levels are
Sta*! Common omitted.
Function
Module Er-
ror Status

*1. Refer to Specifications for Individual Device Variables in the NJ/NX-series CPU Unit Software User’s Manual (Cat. No.
W501) for details of specifications.

Checking for Status of the NX-series EtherNet/IP Unit

You can check the status of the NX-series EtherNet/IP Unit such as if the EtherNet/IP port is available
for use, or CIP communications are operating properly.
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6 Device Variables Related to the NX-series EtherNet/IP Unit

6-2 Device Variables

The variables are described in the tables as shown below.

Variable name

Meaning

Function

Data type

Range of
values

Reference

This is the device
variable name.
The prefix gives
the category
name.

This is the mean-
ing of the variable.

The function of the variable is descri-
bed.

The data
type of the
variable is
given.

The range
of values
that the var-
iable can
take is giv-
en.

The page of
the individ-
ual device
variable
specifica-
tions table
is given.

® Functional Classification: NX-series EtherNet/IP Unit Errors

Variable name

Meaning

Function

Data type

Range of
values

Reference

ETN_ErrSta

Communications Port
Error

This is the error status variable for the
communications port.
Represents the collective status of the

following error flags.

* ETN_Port1Status.PortErr (Communi-
cations Port1 Error)

* ETN_Port2Status.PortErr (Communi-
cations Port2 Error)

* ETN_TcpAppCfgErr (TCP Application
Setting Error)

* ETN_DNSCfgErr (DNS Setting Error)

* ETN_IPRTbIErr (IP Router Table Set-
ting Error)

WORD

16#0000 to
16#00F0

page 6-16

ETN_Port1Sta-
tus.PortErr

Communications
Port1 Error

This is the error status variable for the
communications port 1.
Represents the collective status of the
following error flags. 1
¢ ETN_Port1Status.MacAdrErr (Port1
MAC Address Error)
* ETN_Port1Status.LanHwWETrr (Port1
Communications Controller Error)
¢ ETN_Port1Status.EtnCfgErr (Port1
Basic Ethernet Setting Error)
* ETN_Port1Status.IPAdrCfgErr (Port1
IP Address Setting Error)
* ETN_Port1Status.IPAdrDupErr (Port1
IP Address Duplication Error)
* ETN_Port1Status.BootpErr (Port1
BOOTP Server Error)
Note If a Link OFF Detected occurs,
it is recorded in the event log
and then the corresponding bit

turns ON.

WORD

16#0000 to
16#00F0

page 6-17
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Variable name

Meaning

Function

Data type

Range of
values

Reference

ETN_Port2Sta-
tus.PortErr

Communications
Port2 Error

This is the error status variable for the
communications port 2.
Represents the collective status of the

following error flags. !

* ETN_Port2Status.MacAdrErr (Port2
MAC Address Error)

* ETN_Port2Status.LanHwErT (Port2
Communications Controller Error)

* ETN_Port2Status.EtnCfgErr (Port2
Basic Ethernet Setting Error)

* ETN_Port2Status.IPAdrCfgErr (Port2
IP Address Setting Error)

* ETN_Port2Status.IPAdrDupErr (Port2
IP Address Duplication Error)

* ETN_Port2Status.BootpErr (Port2
BOOTP Server Error)

Note If a Link OFF Detected occurs,
it is recorded in the event log
and then the corresponding bit
turns ON.

WORD

16#0000 to
16#00F0

page 6-17

ETN_Port1Sta-
tus.MacAdrErr

Port1 MAC Address
Error

Indicates that an error occurred when the
MAC address was read on the communi-
cations port 1 at startup.

TRUE: Error

FALSE: Normal

BOOL

TRUE or
FALSE

page 6-17

ETN_Port2Sta-
tus.MacAdrErr

Port2 MAC Address
Error

Indicates that an error occurred when the
MAC address was read on the communi-
cations port 2 at startup.

TRUE: Error

FALSE: Normal

BOOL

TRUE or
FALSE

page 6-18

ETN_Port1Sta-
tus.LanHWErr

Port1 Communica-
tions Controller Error

Indicates that a Communications Control-
ler failure occurred on the communica-
tions port 1.

TRUE: Failure

FALSE: Normal

BOOL

TRUE or
FALSE

page 6-18

ETN_Port2Sta-
tus.LanHWErr

Port2 Communica-
tions Controller Error

Indicates that a Communications Control-
ler failure occurred on the communica-
tions port 2.

TRUE: Failure

FALSE: Normal

BOOL

TRUE or
FALSE

page 6-18

ETN_Port1Sta-
tus.EtnCfgErr

Port1 Basic Ethernet
Setting Error

Indicates that the Ethernet communica-
tions speed setting (Speed/Duplex) for
the communications port 1 is incorrect.
Or, a read operation failed.

TRUE: Setting incorrect or read failed.

FALSE: Normal

BOOL

TRUE or
FALSE

page 6-18

ETN_Port2Sta-
tus.EtnCfgErr

Port2 Basic Ethernet
Setting Error

Indicates that the Ethernet communica-
tions speed setting (Speed/Duplex) for
the communications port 2 is incorrect.
Or, a read operation failed.

TRUE: Setting incorrect or read failed.

FALSE: Normal

BOOL

TRUE or
FALSE

page 6-18
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Variable name

Meaning

Function

Data type

Range of
values

Reference

ETN_Port1Sta-
tus.IPAdrCfgErr

Port1 IP Address
Setting Error

Indicates the IP address setting errors for

the communications port 1.

TRUE:

¢ There is an illegal IP address setting.

* Aread operation failed.

* The IP address obtained from the
BOOTP server is inconsistent.

FALSE: Normal

BOOL

TRUE or
FALSE

page 6-19

ETN_Port2Sta-
tus.IPAdrCfgErr

Port2 IP Address
Setting Error

Indicates the IP address setting errors for

the communications port 2.

TRUE:

* There is an illegal IP address setting.

* Aread operation failed.

* The IP address obtained from the
BOOTP server is inconsistent.

FALSE: Normal

BOOL

TRUE or
FALSE

page 6-19

ETN_Port1Sta-
tus.IPAdrDupErr

Port1 IP Address Du-
plication Error

Indicates that the same IP address is as-
signed to more than one node for the
communications port 1.

TRUE: Duplication occurred.

FALSE: Other than the above.

BOOL

TRUE or
FALSE

page 6-19

ETN_Port2Sta-
tus.IPAdrDupErr

Port2 IP Address Du-
plication Error

Indicates that the same IP address is as-
signed to more than one node for the
communications port 2.

TRUE: Duplication occurred.

FALSE: Other than the above.

BOOL

TRUE or
FALSE

page 6-19

ETN_Port1Sta-
tus.BootpErr

Port1 BOOTP Server
Error

Indicates that a BOOTP server connec-
tion failure occurred on the communica-
tions port 1.

TRUE: There was a failure to connect to
the BOOTP server (timeout).

FALSE: The BOOTP is not enabled, or
BOOTP is enabled and an IP address
was normally obtained from the BOOTP
server.

BOOL

TRUE or
FALSE

page 6-20

ETN_Port2Sta-
tus.BootpErr

Port2 BOOTP Server
Error

Indicates that a BOOTP server connec-
tion failure occurred on the communica-
tions port 2.

TRUE: There was a failure to connect to
the BOOTP server (timeout).

FALSE: The BOOTP is not enabled, or
BOOTP is enabled and an IP address
was normally obtained from the BOOTP
server.

BOOL

TRUE or
FALSE

page 6-20

ETN_TcpAppCfgErr

TCP Application Set-
ting Error

TRUE: At least one of the set values for a
TCP application is incorrect. Or, a read
operation failed.

FALSE: Normal

BOOL

TRUE or
FALSE

page 6-20

ETN_IPRTbIErr

IP Router Table Set-
ting Error

Indicates that the default gateway set-
tings or IP router table settings are incor-
rect. Or, a read operation failed.

TRUE: Setting incorrect or read failed.
FALSE: Normal

BOOL

TRUE or
FALSE

page 6-20

ETN_DNSCfgErr

DNS Setting Error

Indicates that the DNS or hosts settings
are incorrect. Or, a read operation failed.
TRUE: Setting incorrect or read failed.
FALSE: Normal

BOOL

TRUE or
FALSE

page 6-20
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Variable name

Meaning

Function

Data type

Range of
values

Reference

EIP_ErrSta

CIP Communications
Error

This is the error status variable for CIP
communications.
Represents the collective status of the

following error flags. !

* EIP_Comm1Status.CipErr (CIP Com-
munications1 Error)

* EIP_Commz2Status.CipErr (CIP Com-
munications2 Error)

WORD

16#0000 to
16#00F0

page 6-21

EIP_Comm1Sta-
tus.CipErr

CIP Communica-
tions1 Error

This is the error status variable for CIP
communications on the communications
port 1.

Represents the collective status of the

following error flags. !

* EIP_Comm1Status.ldentityErr (CIP
Communications1 Identity Error)

* EIP_Comm1Status.TDLinkCfgErr (CIP
Communications1 Tag Data Link Set-
ting Error)

* EIP_Comm1Status.TDLinkOpnErr
(CIP Communications1 Tag Data Link
Connection Failed)

* EIP_Comm1Status.TDLinkErr (CIP
Communications1 Tag Data Link Com-
munications Error)

* EIP_Comm1Status.TagAdrErr (CIP
Communications1 Tag Name Resolu-
tion Error)

WORD

16#0000 to
16#00F0

page 6-21

EIP_Comm2Sta-
tus.CipErr

CIP Communica-
tions2 Error

This is the error status variable for CIP
communications on the communications
port 2.

Represents the collective status of the

following error flags. !

* EIP_Comm2Status.ldentityErr (CIP
Communications2 Identity Error)

¢ EIP_Comm2Status.TDLinkCfgErr (CIP
Communications2 Tag Data Link Set-
ting Error)

* EIP_Comm2Status.TDLinkOpnErr
(CIP Communications2 Tag Data Link
Connection Failed)

* EIP_Comm2Status.TDLinkErr (CIP
Communications2 Tag Data Link Com-
munications Error)

* EIP_Comma2Status.TagAdrErr (CIP
Communications2 Tag Name Resolu-
tion Error)

WORD

16#0000 to
16#00F0

page 6-21

EIP_Comm1Sta-
tus.ldentityErr

CIP Communica-
tions1 Identity Error

Indicates that the identity information for
CIP communications 1 (which you cannot
overwrite) is incorrect. Or, a read opera-
tion failed.

TRUE: Setting incorrect or read failed.
FALSE: Normal

BOOL

TRUE or
FALSE

page 6-21
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Variable name Meaning Function Data type Range of Reference
values
EIP_Comm2Sta- CIP Communica- Indicates that the identity information for | BOOL TRUE or page 6-22
tus.ldentityErr tions2 Identity Error CIP communications 2 (which you cannot FALSE
overwrite) is incorrect. Or, a read opera-
tion failed.
TRUE: Setting incorrect or read failed.
FALSE: Normal
EIP_Comm1Sta- CIP Communica- Indicates that the tag data link settings BOOL TRUE or page 6-22
tus.TDLinkCfgErr tions1 Tag Data Link | for CIP communications 1 are incorrect. FALSE
Setting Error Or, a read operation failed.
TRUE: Setting incorrect or read failed.
FALSE: Normal
EIP_Comm2Sta- CIP Communica- Indicates that the tag data link setting for | BOOL TRUE or page 6-22
tus. TDLinkCfgErr tions2 Tag Data Link | CIP communications 2 are incorrect. Or, FALSE
Setting Error a read operation failed.
TRUE: Setting incorrect or read failed.
FALSE: Normal
EIP_Comm1Sta- CIP Communica- Indicates that establishing a tag data link | BOOL TRUE or page 6-22
tus.TDLinkOpnErr tions1 Tag Data Link | connection for CIP communications 1 FALSE
Connection Failed failed.
TRUE: Establishing a tag data link con-
nection failed due to one of the following
causes.
* The information registered for a target
node in the tag data link parameters is
different from the actual node informa-
tion.
* There was no response from the re-
mote node.
FALSE: Other than the above.
EIP_Comm2Sta- CIP Communica- Indicates that establishing a tag data link | BOOL TRUE or page 6-23
tus. TDLinkOpnErr tions2 Tag Data Link | connection for CIP communications 2 FALSE
Connection Failed failed.
TRUE: Establishing a tag data link con-
nection failed due to one of the following
causes.
* The information registered for a target
node in the tag data link parameters is
different from the actual node informa-
tion.
* There was no response from the re-
mote node.
FALSE: Other than the above.
EIP_Comm1Sta- CIP Communica- Indicates that a timeout occurred in atag | BOOL TRUE or page 6-23
tus. TDLinkErr tions1 Tag Data Link | data link connection for CIP communica- FALSE
Communications Er- | tions 1.
ror TRUE: A timeout occurred.
FALSE: Other than the above.
EIP_Comm2Sta- CIP Communica- Indicates that a timeout occurred in atag | BOOL TRUE or page 6-23
tus. TDLinkErr tions2 Tag Data Link | data link connection for CIP communica- FALSE
Communications Er- | tions 2.
ror TRUE: A timeout occurred.
FALSE: Other than the above.
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6 Device Variables Related to the NX-series EtherNet/IP Unit

Range of
values

EIP_Comm1Sta- CIP Communica- Indicates that the tag resolution for CIP BOOL TRUE or page 6-23
tus.TagAdrErr tions1 Tag Name communications 1 failed (i.e., the ad- FALSE
Resolution Error dress could not be identified from the tag
name).

TRUE: Tag resolution failed (i.e., the ad-

dress could not be identified from the tag

name). The following causes are possi-
ble.

* The size of the network variable is dif-
ferent from the tag settings.

* The I/O direction that is set in the tag
data link settings does not agree with
the 1/O direction of the variable in the
NX-series EtherNet/IP Unit.

* There is no network variable in the
NX-series EtherNet/IP Unit that corre-
sponds to the tag setting.

FALSE: Other than the above.

EIP_Comm2Sta- CIP Communica- Indicates that the tag resolution for CIP BOOL TRUE or page 6-24
tus.TagAdrErr tions2 Tag Name communications 2 failed (i.e., the ad- FALSE
Resolution Error dress could not be identified from the tag
name).

TRUE: Tag resolution failed (i.e., the ad-

dress could not be identified from the tag

name). The following causes are possi-
ble.

* The size of the network variable is dif-
ferent from the tag settings.

* The I/O direction that is set in the tag
data link settings does not agree with
the 1/O direction of the variable in the
NX-series EtherNet/IP Unit.

* There is no network variable in the
NX-series EtherNet/IP Unit that corre-
sponds to the tag setting.

FALSE: Other than the above.

*1. Refer to Meanings of Error Status Bits on page 6-10 for the meanings of the error status bits.

Variable name Meaning Function Data type Reference

® Meanings of Error Status Bits
The meanings of the individual bits in the following error status are the same.
* ETN_ErrSta (Communications Port Error)
» EIP_ErrSta (CIP Communications Error)
» ETN_Port1Status.PortErr (Communications Port1 Error)
* ETN_Port2Status.PortErr (Communications Port2 Error)
* EIP_Comm1Status.CipErr (CIP Communications1 Error)
* EIP_Comm2Status.CipErr (CIP Communications2 Error)

The meanings of the individual bits are shown in the following table.

Bitt 151413121110 9 8 7 6 5 4 3 2 1 0
WORD | - -1 - |
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Bit

Description

15to 6

Reserved.

This bit indicates whether a minor fault level Controller error has occurred.
TRUE: A minor fault level Controller error has occurred.
FALSE: A minor fault level Controller error has not occurred.

This bit indicates whether an observation level Controller error has occurred.
TRUE: An observation level Controller error has occurred.
FALSE: An observation level Controller error has not occurred.

3to0

Reserved.

® Functional Classification: NX-series EtherNet/IP Unit Status

Variable name

Meaning

Function

Data type

Range of
values

Reference

ETN_Port1Status.Et-
nOnlineSta

Port1 Online

Indicates that the EtherNet/IP port's com-
munications can be used via the commu-
nications port 1 (that is, the link is ON, IP
address is defined, and there are no er-
rors.)

TRUE: The EtherNet/IP port’s communi-
cations can be used.

FALSE: The EtherNet/IP port's communi-
cations is disabled due to an error in ini-
tial processing, restart processing, or link
OFF status.

BOOL

TRUE or
FALSE

page 6-24

ETN_Port2Status.Et-
nOnlineSta

Port2 Online

Indicates that the EtherNet/IP port's com-
munications can be used via the commu-
nications port 2 (that is, the link is ON, IP
address is defined, and there are no er-
rors.)

TRUE: The EtherNet/IP port’s communi-
cations can be used.

FALSE: The EtherNet/IP port's communi-
cations is disabled due to an error in ini-
tial processing, restart processing, or link
OFF status.

BOOL

TRUE or
FALSE

page 6-24

EIP_Comm1Sta-
tus.TDLinkRunSta

CIP Communica-
tions1 Tag Data Link
Communications Sta-
tus

Indicates that at least one connection is
in normal operation in CIP communica-
tions 1.

TRUE: Normal operation

FALSE: Other than the above.

BOOL

TRUE or
FALSE

page 6-24

EIP_Comm2Sta-
tus.TDLinkRunSta

CIP Communica-
tions2 Tag Data Link
Communications Sta-
tus

Indicates that at least one connection is
in normal operation in CIP communica-
tions 2.

TRUE: Normal operation

FALSE: Other than the above.

BOOL

TRUE or
FALSE

page 6-25

EIP_Comm1Sta-
tus.TDLinkAlIRunSta

CIP Communica-
tions1 All Tag Data
Link Communications
Status

Indicates that all tag data links are com-
municating in CIP communications 1.
TRUE: Tag data links are communicating
in all connections as the originator.
FALSE: An error occurred in at least one
connection.

BOOL

TRUE or
FALSE

page 6-25

EIP_Comm2Sta-
tus.TDLinkAlIRunSta

CIP Communica-
tions2 All Tag Data
Link Communications
Status

Indicates that all tag data links are com-
municating in CIP communications 2.
TRUE: Tag data links are communicating
in all connections as the originator.
FALSE: An error occurred in at least one

connection.

BOOL

TRUE or
FALSE

page 6-25
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6 Device Variables Related to the NX-series EtherNet/IP Unit

Variable name

Meaning

Function

Data type

Range of
values

Reference

EIP_Comm1Sta-
tus.RegTarget-
Sta[255]

CIP Communica-
tions1 Registered
Target Node Informa-
tion

Gives a list of nodes for which
EtherNet/IP connections are registered
for CIP communications 1.

This variable is valid only when the
EtherNet/IP port is the originator.
Array[x] is TRUE:

The connection to the node with a target
node ID of x is registered.

Array[x] is FALSE:

The connection to the node with a target
node ID of x is not registered.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 6-25

EIP_Comm2Sta-
tus.RegTarget-
Sta[255]

CIP Communica-
tions2 Registered
Target Node Informa-
tion

Gives a list of nodes for which
EtherNet/IP connections are registered
for CIP communications 2.

This variable is valid only when the
EtherNet/IP port is the originator.
Array[x] is TRUE:

The connection to the node with a target
node ID of x is registered.

Array[x] is FALSE:

The connection to the node with a target
node ID of x is not registered.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 6-26

EIP_Comm1Sta-
tus.EstbTarget-
Sta[255]

CIP Communica-
tions1 Normal Target
Node Information

Gives a list of nodes that have normally
established EtherNet/IP connections for
CIP communications 1.

Array[x] is TRUE:

The connection to the node with a target
node ID of x was established normally.
Array[x] is FALSE:

The connection to the node with a target
node ID of x was not established, or an
error occurred.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 6-26

EIP_Comm2Sta-
tus.EstbTarget-
Sta[255]

CIP Communica-
tions2 Normal Target
Node Information

Gives a list of nodes that have normally
established EtherNet/IP connections for
CIP communications 2.

Array[x] is TRUE:

The connection to the node with a target
node ID of x was established normally.
Array[x] is FALSE:

The connection to the node with a target
node ID of x was not established, or an
error occurred.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 6-26

EIP_Comm1Sta-
tus.TargetPLCMo-
deSta[255]

CIP Communica-
tions1 Target PLC
Operating Mode

Shows the operating status of the target
node Controllers that are connected for
CIP communications 1, with the Ether-
Net/IP port as the originator.

The array elements are valid only when
the corresponding Normal Target Node
Information is TRUE. If the corresponding
Normal Target Node Information is
FALSE, it indicates the previous operat-
ing status.

Array[x] is TRUE:

This is the operating state of the target
Controller with a node address of x.
Array[x] is FALSE:

Other than the above.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 6-26
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Variable name

Meaning

Function

Data type

Range of
values

Reference

EIP_Comm2Sta-
tus.TargetPLCMo-
deSta[255]

CIP Communica-
tions2 Target PLC
Operating Mode

Shows the operating status of the target
node Controllers that are connected for
CIP communications 2, with the Ether-
Net/IP port as the originator.

The array elements are valid only when
the corresponding Normal Target Node
Information is TRUE. If the corresponding
Normal Target Node Information is
FALSE, it indicates the previous operat-
ing status.

Array[x] is TRUE:

This is the operating state of the target
Controller with a node address of x.
Array[x] is FALSE:

Other than the above.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 6-27

EIP_Comm1Sta-
tus.TargetPL-
CErr[255]

CIP Communica-
tions1 Target PLC Er-
ror Information

Shows the error status (logical OR of fa-
tal and non-fatal errors) of the target
node Controllers that are connected for
CIP communications 1, with the Ether-
Net/IP ports as the originator. The array
elements are valid only when the corre-
sponding Normal Target Node Informa-
tion is TRUE. The immediately preceding
value is retained if this variable is FALSE.
Array[x] is TRUE:

A fatal or non-fatal error occurred in the
target Controller with a target node ID of
X.

Array[x] is FALSE:

Other than the above.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 6-27

EIP_Comm2Sta-
tus.TargetPL-
CErr[255]

CIP Communica-
tions2 Target PLC Er-
ror Information

Shows the error status (logical OR of fa-
tal and non-fatal errors) of the target
node Controllers that are connected for
CIP communications 2, with the Ether-
Net/IP ports as the originator. The array
elements are valid only when the corre-
sponding Normal Target Node Informa-
tion is TRUE. The immediately preceding

value is retained if this variable is FALSE.

Array[x] is TRUE:

A fatal or non-fatal error occurred in the
target Controller with a target node ID of
X.

Array[x] is FALSE:

Other than the above.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 6-27
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6 Device Variables Related to the NX-series EtherNet/IP Unit

Variable name

Meaning

Function

Data type

Range of
values

Reference

EIP_Comm1Sta-
tus.TargetNo-
deErr[255]

CIP Communica-
tions1 Target Node
Error Information

Indicates that the connection for the Reg-
istered Target Node Information for CIP
communications 1 was not established or
that an error occurred in the target Con-
troller.

The array elements are valid only when
the Registered Target Node Information
is TRUE.

Array[x] is TRUE:

A connection was not normally establish-
ed with the target node for a target node
ID of x (the Registered Target Node Infor-
mation is TRUE and the Normal Target
Node Information is FALSE), or a con-
nection was established with the target
node but an error occurred in the target
Controller.

Array[x] is FALSE:

The target node is not registered for a
target node ID of x (the Registered Target
Node Information is FALSE), or a con-
nection was normally established with the
target node (the Registered Target Node
Information is TRUE and the Normal Tar-
get Node Information is TRUE). An error
occurred in the target Controller (the Tar-
get PLC Error Information is TRUE).

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 6-28

EIP_Comm2Sta-
tus.TargetNo-
deErr[255]

CIP Communica-
tions2 Target Node
Error Information

Indicates that the connection for the Reg-
istered Target Node Information for CIP
communications 2 was not established or
that an error occurred in the target Con-
troller.

The array elements are valid only when
the Registered Target Node Information
is TRUE.

Array[x] is TRUE:

A connection was not normally establish-
ed with the target node for a target node
ID of x (the Registered Target Node Infor-
mation is TRUE and the Normal Target
Node Information is FALSE), or a con-
nection was established with the target
node but an error occurred in the target
Controller.

Array[x] is FALSE:

The target node is not registered for a
target node ID of x (the Registered Target
Node Information is FALSE), or a con-
nection was normally established with the
target node (the Registered Target Node
Information is TRUE and the Normal Tar-
get Node Information is TRUE). An error
occurred in the target Controller (the Tar-
get PLC Error Information is TRUE).

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 6-28
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6 Device Variables Related to the NX-series EtherNet/IP Unit

m Precautions for Correct Use

Communications Status with Target Node
The communications status of the communications port 1 of the NX-series EtherNet/IP Unit and
the target node is shown by the combination of the values of the following four device variables.
EIP_Comm1Status.RegTargetSta[255] (CIP Communications1 Registered Target Node Infor-

mation)

EIP_Comm1Status.EstbTargetSta[255] (CIP Communications1 Normal Target Node Informa-

tion)

EIP_Comm1Status.TargetPLCErr[255] (CIP Communications1 Target PLC Error Information)
EIP_Comm1Status.TargetNodeErr[255] (CIP Communications1 Target Node Error Informa-

tion)
Value of Value of Eu\:agj:r:rfm Elzagljn?;ﬂ
EIP_Comm1Sta- | EIP_Comm1Sta- » » Communications status
Status.Tar- Status.Tar- .
tus.RegTarget- tus.EstbTarget- with target node
Sta[255] Sta[255] getPL- getNo-
CErr[255] deErr[255]

TRUE TRUE FALSE FALSE A connection with the target
node was established normal-
ly and there is no error in the
target PLC.

TRUE TRUE A connection with the target
node was established but
there is an error in the target
PLC.

FALSE TRUE A connection with the target
node was not established nor-
mally.

FALSE - - - The information is not valid

because the target node is not
registered.

The same applies for the case of communications port 2.
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6 Device Variables Related to the NX-series EtherNet/IP Unit

6-3 Specifications for Individual Device
Variables

The specifications for each device variable are given as described below.

Variable name This is the device variable name. The pre- | Members The member names are given
fix gives the category name. for structure variables.
Meaning This is the meaning of the variable. Globall/local Global: Global variable, Local:
Local variable
Function The function of the variable is described.
Data type The data type of the variable is given. Range of values The range of values that the var-
iable can take is given.
R/W access R: Read on- | Retained The Retain | Network Publish The Network Publish attribute of
ly, attribute of the variable is given.
RW: Read/ the variable
write is given.
Usage in user Whether you | Related in- The instructions that are related to the variable are given.
program can use the | structions If you cannot use the variable directly in the user program, the instruc-
variable di- tions that access the variable are given.
rectly in the
user pro-
gram is
specified.

® Functional Classification: NX-series EtherNet/IP Unit Errors

Variable name ETN_ErrSta
Meaning Communications Port Error | Globall/local | Global
Function This is the error status variable for the communications port.

It represents the collective status of the following error flags.

¢ ETN_Port1Status.PortErr (Communications Port1 Error)

¢ ETN_Port2Status.PortErr (Communications Port2 Error)

¢ ETN_TcpAppCfgErr (TCP Application Setting Error)

* ETN_DNSCfgErr (DNS Setting Error)

¢ ETN_IPRTDIErr (IP Router Table Setting Error)

Note Refer to Meanings of Error Status Bits on page 6-10 for the meanings of the error status bits.
Data type WORD Range of values 16#0000 to 16#00F0
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in-
gram structions

6-16
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Variable name

ETN_Port1Status.PortErr

Meaning

Communications Port1 Error | Global/local Global

Function

This is the error status variable for the communications port 1.

It represents the collective status of the following error flags.

* ETN_Port1Status.MacAdrErr (Port1 MAC Address Error)

* ETN_Port1Status.LanHwWErTr (Port1 Communications Controller Error)

* ETN_Port1Status.EtnCfgErr (Port1 Basic Ethernet Setting Error)

* ETN_Port1Status.IPAdrCfgErr (Port1 IP Address Setting Error)

* ETN_Port1Status.IPAdrDupErr (Port1 IP Address Duplication Error)

* ETN_Port1Status.BootpErr (Port1 BOOTP Server Error)

Note If a Link OFF Detected occurs, it is recorded in the event log and then the corresponding bit
turns ON. Refer to Meanings of Error Status Bits on page 6-10 for the meanings of the error
status bits.

Data type

WORD Range of values 16#0000 to 16#00F0

R/W access

R Retained Not retained. Network Publish Do not publish.

Usage in user pro-
gram

Related in-
structions

Possible.

Variable name

ETN_Port2Status.PortErr

Meaning

Communications Port2 Error | Global/local Global

Function

This is the error status variable for the communications port 2.

It represents the collective status of the following error flags.

* ETN_Port2Status.MacAdrErr (Port2 MAC Address Error)

¢ ETN_Port2Status.LanHwErT (Port2 Communications Controller Error)

* ETN_Port2Status.EtnCfgErr (Port2 Basic Ethernet Setting Error)

* ETN_Port2Status.IPAdrCfgErr (Port2 IP Address Setting Error)

* ETN_Port2Status.IPAdrDupErr (Port2 IP Address Duplication Error)

* ETN_Port2Status.BootpErr (Port2 BOOTP Server Error)

Note If a Link OFF Detected occurs, it is recorded in the event log and then the corresponding bit
turns ON. Refer to Meanings of Error Status Bits on page 6-10 for the meanings of the error
status bits.

Data type

WORD Range of values 16#0000 to 16#00F0

R/W access

R Retained Not retained. | Network Publish Do not publish.

Usage in user pro-
gram

Related in- -
structions

Possible.

Variable name

ETN_Port1Status.MacAdrErr

Meaning Port1 MAC Address Error Globall/local Global

Function Indicates that an error occurred when the MAC address was read on the communications port 1 at startup.
TRUE: Error
FALSE: Normal

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions
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6 Device Variables Related to the NX-series EtherNet/IP Unit

Variable name

ETN_Port2Status.MacAdrErr

Meaning Port2 MAC Address Error Globall/local Global

Function Indicates that an error occurred when the MAC address was read on the communications port 2 at startup.
TRUE: Error
FALSE: Normal

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions

Variable name

ETN_Port1Status.LanHWErTr

Meaning Port1 Communications Controller Error Globall/local Global
Function Indicates that a Communications Controller failure occurred on the communications port 1.
TRUE: Failure
FALSE: Normal
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in-
gram structions

Variable name

ETN_Port2Status.LanHWErT

Meaning Port2 Communications Controller Error Globall/local Global
Function Indicates that a Communications Controller failure occurred on the communications port 2.
TRUE: Failure
FALSE: Normal
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in- -
gram structions

Variable name

ETN_Port1Status.EtnCfgErr

Meaning Port1 Basic Ethernet Setting Error | Globall/local | Global

Function Indicates that the Ethernet communications speed setting (Speed/Duplex) for the communications port 1 is incor-
rect. Or, a read operation failed.
TRUE: Setting incorrect or read failed.
FALSE: Normal

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions

Variable name

ETN_Port2Status.EtnCfgErr

Meaning Port2 Basic Ethernet Setting Error | Globall/local | Global

Function Indicates that the Ethernet communications speed setting (Speed/Duplex) for the communications port 2 is incor-
rect. Or, a read operation failed.
TRUE: Setting incorrect or read failed.
FALSE: Normal

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions
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Variable name

ETN_Port1Status.IPAdrCfgErr

Meaning Port1 IP Address Setting Error Globall/local Global
Function Indicates the IP address setting errors for the communications port 1.

TRUE:

* There is an illegal IP address setting.

* A read operation failed.

* The IP address obtained from the BOOTP server is inconsistent.

FALSE: Normal
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in-
gram structions

Variable name

ETN_Port2Status.IPAdrCfgErr

Meaning Port2 IP Address Setting Error Global/local Global
Function Indicates the IP address setting errors for the communications port 2.

TRUE:

* There is an illegal IP address setting.

* Aread operation failed.

* The IP address obtained from the BOOTP server is inconsistent.

FALSE: Normal
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in- -
gram structions

Variable name

ETN_Port1Status.IPAdrDupErr

Meaning Port1 IP Address Duplication Error Globall/local Global

Function Indicates that the same IP address is assigned to more than one node for the communications port 1.
TRUE: Duplication occurred.
FALSE: Other than the above.

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions

Variable name

ETN_Port2Status.IPAdrDupErr

Meaning Port2 IP Address Duplication Error Global/local Global

Function Indicates that the same IP address is assigned to more than one node for the communications port 2.
TRUE: Duplication occurred.
FALSE: Other than the above.

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions
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6 Device Variables Related to the NX-series EtherNet/IP Unit

Variable name

ETN_Port1Status.BootpErr

Meaning Port1 BOOTP Server Error Globall/local | Global

Function Indicates that a BOOTP server connection failure occurred on the communications port 1.
TRUE: There was a failure to connect to the BOOTP server (timeout).
FALSE: The BOOTP is not enabled, or BOOTP is enabled and an IP address was normally obtained from the
BOOTP server.

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions

Variable name

ETN_Port2Status.BootpErr

Meaning Port2 BOOTP Server Error | Globalllocal | Global

Function Indicates that a BOOTP server connection failure occurred on the communications port 2.
TRUE: There was a failure to connect to the BOOTP server (timeout).
FALSE: The BOOTP is not enabled, or BOOTP is enabled and an IP address was normally obtained from the
BOOTP server.

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions

Variable name

ETN_TcpAppCfgErr

Meaning TCP Application Setting Error Globall/local Global

Function TRUE: At least one of the set values for a TCP application is incorrect. Or, a read operation failed.
FALSE: Normal

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions

Variable name

ETN_IPRTbIErr

Meaning IP Router Table Setting Error Globall/local Global

Function Indicates that the default gateway settings or IP router table settings are incorrect. Or, a read operation failed.
TRUE: Setting incorrect or read failed.
FALSE: Normal

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions

Variable name

ETN_DNSCfgErr

Meaning DNS Setting Error Globall/local Global
Function Indicates that the DNS or hosts settings are incorrect. Or, a read operation failed.
TRUE: Setting incorrect or read failed.
FALSE: Normal
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
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Variable name EIP_ErrSta
Meaning CIP Communications Error | Globall/local Global
Function This is the error status variable for CIP communications.

It represents the collective status of the following error flags.

* EIP_Comm1Status.CipErr (CIP Communications1 Error)

* EIP_Commz2Status.CipErr (CIP Communications2 Error)

Note Refer to Meanings of Error Status Bits on page 6-10 for the meanings of the error status bits.
Data type WORD Range of values 16#0000 to 16#00F0
R/W access R Retained Not retained. Network Publish Do not publish.
Usage in user pro- Possible. Related in-
gram structions

Variable name

EIP_Comm<1Status.CipErr

Meaning CIP Communications1 Error Global/local | Global
Function This is the error status variable for CIP communications on the communications port 1.

It represents the collective status of the following error flags.

* EIP_Comm1Status.ldentityErr (CIP Communications1 Identity Error)

* EIP_Comm1Status.TDLinkCfgErr (CIP Communications1 Tag Data Link Setting Error)

¢ EIP_Comm1Status. TDLinkOpnErr (CIP Communications1 Tag Data Link Connection Failed)

* EIP_Comm1Status.TDLinkErr (CIP Communications1 Tag Data Link Communications Error)

* EIP_Comm1Status.TagAdrErr (CIP Communications1 Tag Name Resolution Error)

Note Refer to Meanings of Error Status Bits on page 6-10 for the meanings of the error status bits.
Data type WORD Range of values 16#0000 to 16#00F0
R/W access R Retained Not retained. Network Publish Do not publish.
Usage in user pro- Possible. Related in-
gram structions

Variable name

EIP_Commz2Status.CipErr

Meaning CIP Communications2 Error Globall/local | Global
Function This is the error status variable for CIP communications on the communications port 2.

It represents the collective status of the following error flags.

* EIP_Comm2Status.ldentityErr (CIP Communications2 Identity Error)

* EIP_Comma2Status.TDLinkCfgErr (CIP Communications2 Tag Data Link Setting Error)

¢ EIP_Comm2Status.TDLinkOpnErr (CIP Communications2 Tag Data Link Connection Failed)

* EIP_Comm2Status.TDLinkErr (CIP Communications2 Tag Data Link Communications Error)

* EIP_Comm2Status.TagAdrErr (CIP Communications2 Tag Name Resolution Error)

Note Refer to Meanings of Error Status Bits on page 6-10 for the meanings of the error status bits.
Data type WORD Range of values 16#0000 to 16#00F0
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in- ---
gram structions

Variable name

EIP_Comm1Status.ldentityErr

Meaning CIP Communications1 Identity Error Globall/local | Global

Function Indicates that the identity information for CIP communications 1 (which you cannot overwrite) is incorrect. Or, a
read operation failed.
TRUE: Setting incorrect or read failed.
FALSE: Normal

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions
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Variable name EIP_Comm2Status.ldentityErr
Meaning CIP Communications2 Identity Error Globall/local | Global
Function Indicates that the identity information for CIP communications 2 (which you cannot overwrite) is incorrect. Or, a

read operation failed.
TRUE: Setting incorrect or read failed.
FALSE: Normal

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in-
gram structions
Variable name EIP_Comm1Status.TDLinkCfgErr
Meaning CIP Communications1 Tag Data Link Setting Global/local Global
Error
Function Indicates that the tag data link settings for CIP communications 1 are incorrect. Or, a read operation failed.

TRUE: Setting incorrect or read failed.
FALSE: Normal

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in-
gram structions
Variable name EIP_Comm2Status.TDLinkCfgErr
Meaning CIP Communications2 Tag Data Link Setting Globall/local Global
Error
Function Indicates that the tag data link setting for CIP communications 2 are incorrect. Or, a read operation failed.

TRUE: Setting incorrect or read failed.
FALSE: Normal

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in- -
gram structions
Variable name EIP_Comm1Status.TDLinkOpnErr
Meaning CIP Communications1 Tag Data Link Connec- Globall/local Global
tion Failed
Function Indicates that establishing a tag data link connection for CIP communications 1 failed.

TRUE: Establishing a tag data link connection failed due to one of the following causes.

¢ The information registered for a target node in the tag data link parameters is different from the actual node
information.

* There was no response from the remote node.

FALSE: Other than the above.

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Do not publish.
Usage in user pro- Possible. Related in-

gram structions
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Variable name EIP_Commz2Status.TDLinkOpnErr

Meaning CIP Communications2 Tag Data Link Connec- Globall/local Global
tion Failed

Function Indicates that establishing a tag data link connection for CIP communications 2 failed.

TRUE: Establishing a tag data link connection failed due to one of the following causes.

* The information registered for a target node in the tag data link parameters is different from the actual node
information.

* There was no response from the remote node.

FALSE: Other than the above.

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Do not publish.
Usage in user pro- Possible. Related in-

gram structions

Variable name EIP_Comm1Status.TDLinkErr

Meaning CIP Communications1 Tag Data Link Communi- | Global/local Global

cations Error

Function Indicates that a timeout occurred in a tag data link connection for CIP communications 1.
TRUE: A timeout occurred.
FALSE: Other than the above.
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Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in-

gram structions

Variable name EIP_Commz2Status.TDLinkErr

Meaning CIP Communications2 Tag Data Link Communi- | Global/local Global

cations Error

Function Indicates that a timeout occurred in a tag data link connection for CIP communications 2.
TRUE: A timeout occurred.
FALSE: Other than the above.

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Do not publish.

Usage in user pro- Possible. Related in- ---

gram structions

Variable name EIP_Comm1Status.TagAdrErr

Meaning CIP Communications1 Tag Name Resolution Global/local Global
Error

Function Indicates that the tag resolution for CIP communications 1 failed (i.e., the address could not be identified from the
tag name).
TRUE: Tag resolution failed (i.e., the address could not be identified from the tag name). The following causes are
possible.

* The size of the network variable is different from the tag settings.

* The I/O direction that is set in the tag data link settings does not agree with the I/O direction of the variable in
the NX-series EtherNet/IP Unit.

* There is no network variable in the NX-series EtherNet/IP Unit that corresponds to the tag setting.

FALSE: Other than the above.

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in-

gram structions
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Variable name

EIP_Comm2Status.TagAdrErr

Meaning CIP Communications2 Tag Name Resolution Globall/local Global
Error
Function Indicates that the tag resolution for CIP communications 2 failed (i.e., the address could not be identified from the
tag name).
TRUE: Tag resolution failed (i.e., the address could not be identified from the tag name). The following causes are
possible.
* The size of the network variable is different from the tag settings.
* The I/O direction that is set in the tag data link settings does not agree with the 1/0O direction of the variable in
the NX-series EtherNet/IP Unit.
¢ There is no network variable in the NX-series EtherNet/IP Unit that corresponds to the tag setting.
FALSE: Other than the above.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in- ---
gram structions

® Functional Classification: NX-series EtherNet/IP Unit Status

Variable name

ETN_Port1Status.EtnOnlineSta

Meaning Port1 Online | Globall/local | Global

Function Indicates that the EtherNet/IP port's communications can be used via the communications port 1 (that is, the link
is ON, IP address is defined, and there are no errors.)
TRUE: The EtherNet/IP port’s communications can be used.
FALSE: The EtherNet/IP port's communications is disabled due to an error in initial processing, restart process-
ing, or link OFF status.

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions

Variable name

ETN_Port2Status.EtnOnlineSta

Meaning Port2 Online | Globall/local Global

Function Indicates that the EtherNet/IP port's communications can be used via the communications port 2 (that is, the link
is ON, IP address is defined, and there are no errors.)
TRUE: The EtherNet/IP port's communications can be used.
FALSE: The EtherNet/IP port's communications is disabled due to an error in initial processing, restart process-
ing, or link OFF status.

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions

Variable name

EIP_Comm1Status.TDLinkRunSta

Meaning CIP Communications1 Tag Data Link Communi- | Global/local Global
cations Status
Function Indicates that at least one connection is in normal operation in CIP communications 1.
TRUE: Normal operation
FALSE: Other than the above.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in- ---
gram structions
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Variable name EIP_Commz2Status.TDLinkRunSta

Meaning CIP Communications2 Tag Data Link Communi- | Global/local Global
cations Status

Function Indicates that at least one connection is in normal operation in CIP communications 2.
TRUE: Normal operation
FALSE: Other than the above.

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in-

gram structions

Variable name EIP_Comm1Status. TDLinkAllRunSta

Meaning CIP Communications1 All Tag Data Link Com- Globall/local Global

munications Status

Function Indicates that all tag data links are communicating in CIP communications 1.
TRUE: Tag data links are communicating in all connections as the originator.
FALSE: An error occurred in at least one connection.
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Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in-

gram structions

Variable name EIP_Comm2Status. TDLinkAlIRunSta

Meaning CIP Communications2 All Tag Data Link Com- Global/local Global

munications Status

Function Indicates that all tag data links are communicating in CIP communications 2.
TRUE: Tag data links are communicating in all connections as the originator.
FALSE: An error occurred in at least one connection.

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in- -
gram structions
Variable name EIP_Comm1Status.RegTargetSta[255]
Meaning CIP Communications1 Registered Target Node | Global/local Global
Information
Function Gives a list of nodes for which EtherNet/IP connections are registered for CIP communications 1.

This variable is valid only when the EtherNet/IP port is the originator.
Array[x] is TRUE: The connection to the node with a target node ID of x is registered.
Array[x] is FALSE: The connection to the node with a target node ID of x is not registered.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in- ---

gram structions
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Variable name EIP_Comm2Status.RegTargetSta[255]
Meaning CIP Communications2 Registered Target Node | Global/local Global
Information
Function Gives a list of nodes for which EtherNet/IP connections are registered for CIP communications 2.

This variable is valid only when the EtherNet/IP port is the originator.
Array[x] is TRUE: The connection to the node with a target node ID of x is registered.
Array[x] is FALSE: The connection to the node with a target node ID of x is not registered.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in- -
gram structions
Variable name EIP_Comm1Status.EstbTargetSta[255]
Meaning CIP Communications1 Normal Target Node In- | Global/local Global
formation
Function Gives a list of nodes that have normally established EtherNet/IP connections for CIP communications 1.

Array[x] is TRUE: The connection to the node with a target node ID of x was established normally.
Array[x] is FALSE: The connection to the node with a target node ID of x was not established, or an error occur-

red.
Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in- -
gram structions
Variable name EIP_Comm2Status.EstbTargetSta[255]
Meaning CIP Communications2 Normal Target Node In- | Global/local Global
formation
Function Gives a list of nodes that have normally established EtherNet/IP connections for CIP communications 2.

Array[x] is TRUE: The connection to the node with a target node ID of x was established normally.
Array[x] is FALSE: The connection to the node with a target node ID of x was not established, or an error occur-

red.
Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in- -
gram structions
Variable name EIP_Comm1Status.TargetPLCModeSta[255]
Meaning CIP Communications1 Target PLC Operating Globall/local Global
Mode
Function Shows the operating status of the target node Controllers that are connected for CIP communications 1, with the

EtherNet/IP port as the originator.

The array elements are valid only when the corresponding Normal Target Node Information is TRUE. If the corre-
sponding Normal Target Node Information is FALSE, it indicates the previous operating status.

Array[x] is TRUE: This is the operating state of the target Controller with a node address of x.

Array[x] is FALSE: Other than the above.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in-

gram structions
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Variable name

EIP_Comm2Status.TargetPLCModeSta[255]

Meaning CIP Communications2 Target PLC Operating Globall/local Global
Mode

Function Shows the operating status of the target node Controllers that are connected for CIP communications 2, with the
EtherNet/IP port as the originator.
The array elements are valid only when the corresponding Normal Target Node Information is TRUE. If the corre-
sponding Normal Target Node Information is FALSE, it indicates the previous operating status.
Array[x] is TRUE: This is the operating state of the target Controller with a node address of x.
Array[x] is FALSE: Other than the above.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions

Variable name

EIP_Comm1Status.TargetPLCErr[255]

Meaning CIP Communications1 Target PLC Error Infor- Globall/local Global
mation

Function Shows the error status (logical OR of fatal and non-fatal errors) of the target node Controllers that are connected
for CIP communications 1, with the EtherNet/IP ports as the originator. The array elements are valid only when
the corresponding Normal Target Node Information is TRUE. The immediately preceding value is retained if this
variable is FALSE.
Array[x] is TRUE: A fatal or non-fatal error occurred in the target Controller with a target node ID of x.
Array[x] is FALSE: Other than the above.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. Network Publish Do not publish.

Usage in user pro- Possible. Related in-

gram structions

Variable name

EIP_Comm2Status.TargetPLCEr[255]

Meaning CIP Communications2 Target PLC Error Infor- Global/local Global
mation

Function Shows the error status (logical OR of fatal and non-fatal errors) of the target node Controllers that are connected
for CIP communications 2, with the EtherNet/IP ports as the originator. The array elements are valid only when
the corresponding Normal Target Node Information is TRUE. The immediately preceding value is retained if this
variable is FALSE.
Array[x] is TRUE: A fatal or non-fatal error occurred in the target Controller with a target node ID of x.
Array[x] is FALSE: Other than the above.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. Network Publish Do not publish.

Usage in user pro- Possible. Related in- -

gram structions
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Variable name EIP_Comm1Status.TargetNodeErr[255]
Meaning CIP Communications1 Target Node Error Infor- | Global/local Global
mation
Function Indicates that the connection for the Registered Target Node Information for CIP communications 1 was not es-

tablished or that an error occurred in the target Controller.

The array elements are valid only when the Registered Target Node Information is TRUE.

Array[x] is TRUE: A connection was not normally established with the target node for a target node ID of x (the
Registered Target Node Information is TRUE and the Normal Target Node Information is FALSE), or a connection
was established with the target node but an error occurred in the target Controller.

Array[x] is FALSE: The target node is not registered for a target node ID of x (the Registered Target Node Infor-
mation is FALSE), or a connection was normally established with the target node (the Registered Target Node
Information is TRUE and the Normal Target Node Information is TRUE). An error occurred in the target Controller
(the Target PLC Error Information is TRUE).

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in- -
gram structions
Variable name EIP_Comm2Status.TargetNodeErr[255]
Meaning CIP Communications2 Target Node Error Infor- | Global/local Global
mation
Function Indicates that the connection for the Registered Target Node Information for CIP communications 2 was not es-

tablished or that an error occurred in the target Controller.

The array elements are valid only when the Registered Target Node Information is TRUE.

Array[x] is TRUE: A connection was not normally established with the target node for a target node ID of x (the
Registered Target Node Information is TRUE and the Normal Target Node Information is FALSE), or a connection
was established with the target node but an error occurred in the target Controller.

Array[x] is FALSE: The target node is not registered for a target node ID of x (the Registered Target Node Infor-
mation is FALSE), or a connection was normally established with the target node (the Registered Target Node
Information is TRUE and the Normal Target Node Information is TRUE). An error occurred in the target Controller
(the Target PLC Error Information is TRUE).

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Do not publish.
Usage in user pro- Possible. Related in- -

gram structions
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Sysmac Studio Settings for the
EtherNet/IP Port

This section describes the EtherNet/IP port settings with the Sysmac Studio.

7-1  Outline of EtherNet/IP Port Settings.......ccccccirimriiiiicccccsmecer e 7-2
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7-4 SNMP Settings Display ........ccocmriiiiiiirniiniirs s 712
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7-6  CIP Settings DiSpPlay ......cccceveeemrerrrrssrrerrssssee s e sssmre e s ssssssr e s s ssssmne e s sssssmessssnsnns 7-16
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7-1 Outline of EtherNet/IP Port Settings

The EtherNet/IP port settings are made on the Sysmac Studio for each NX-series EtherNet/IP Unit
that is connected to the CPU Unit. Make the EtherNet/IP port settings on the Sysmac Studio under
Configurations and Setup - CPU/Expansion Racks - CPU Rack: X Bus - Unit No.: NX-EIP201 () -
EtherNet/IP Port Settings.

When you transfer the EtherNet/IP port settings configured in Sysmac Studio to the CPU Unit, transfer
the X Bus Unit settings, too. The following procedure is used.

1 Connect the Sysmac Studio online to the CPU Unit.
Refer to Online Connection on page 8-7 for the procedure to connect them online.

2 Select Synchronization from the Controller menu.
The data on the computer and the data in the Controller are compared automatically.

3 Since the settings for the X Bus Unit must be transferred, uncheck the Do not transfer the
following. (All items are not synchronized.) checkbox on the Synchronization Window.

Compare

sferred when this option is changed.

Transfer To Controller  Transfer From Controller

Do not select.

4 Click the Transfer to Controller Button.
The EtherNet/IP port settings configured in Sysmac Studio are downloaded to the CPU Unit.
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7-2 TCPI/IP Settings Display

¥ |P Address - Port 1

O Fixed setting

[T LI 192, 168. 250, 1
Subnet m: 55. 255 . 255 10

@ Obtain from BOOTI er.
@ Fixatthe IPad ained from BOOTP server.

» IP Address - Port 2

» Default Gateway

» Operation at IP Address Duplication
» Host name

P DNS

B Host Mame - IP Address

B Keep Alive

» P Router Table

» Port Forward

» TCP/UDP Port Transfer

B Packet Filter

Ke|dsiq sbumes di/doL z-L

Reset all to default.

N

@ IP Address - Port 1
Set an IP address for the EtherNet/IP port 1.

Setting Description Default
IP address setting Select one of the following IP address setting methods for Fixed setting
method the EtherNet/IP port 1.

* Fixed setting
* Obtain from BOOTP server.
* Fix at the IP address obtained from BOOTP server.

IP address”’ Set the IP address for the EtherNet/IP port 1. "2 192.168.250.1
Set the subnet mask for the EtherNet/IP port 1. 255.255.255.0

Subnet mask?

*1.  This setting is required if you set IP address setting method to Fixed setting.
*2.  Refer to 8-1-2 EtherNet/IP Port IP Address Settings on page 8-4 for details on setting IP addresses.

@ IP Address - Port 2
Set an IP address for the EtherNet/IP port 2.

Setting Description Default
Use Port 2 Select the check box to use the EtherNet/IP port 2. Selected
(use)
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Setting Description Default

IP address setting Select one of the following IP address setting methods for the Ether- | Fixed setting
method Net/IP port 2.

* Fixed setting

* Obtain from BOOTP server.

* Fix at the IP address obtained from BOOTP server.

IP address” Set the IP address for the EtherNet/IP port 2. "2 192.168.251.1
Subnet mask'2 Set the subnet mask for the EtherNet/IP port 2. 255.255.255.0

*1.  This setting is required if you set IP address setting method to Fixed setting.
*2.  Refer to 8-1-2 EtherNet/IP Port IP Address Settings on page 8-4 for details on setting IP addresses.

M Precautions for Correct Use

If you select the Use option for IP Forward for Port Forward, Ethernet communications via NX-
series EtherNet/IP Unit can be relayed by the CPU Unit.

In such usage, IP addresses of the EtherNet/IP ports on multiple NX-series EtherNet/IP Units
connected by X Bus and the EtherNet/IP port built in the CPU Unit cannot have the same net-
work address. If the same network address is set to multiple ports, communications to the in-
tended communications port may not be performed. Set the IP address of the EtherNet/IP port
of each unit to have different network addresses for communications.

For details on port forward through the NX-series EtherNet/IP Unit, refer to 8-5 IP Routing via
NX-series EtherNet/IP Unit on page 8-21.

® Default Gateway

Setting Description Default
Default gateway"! Set the IP address of the default gateway for the EtherNet/IP None
port. "2
This setting is not required when the default gateway is not used.

*1.  If you select Obtain from BOOTP server or Fix at the IP address obtained from BOOTP server for
the IP address setting method, the default gateway obtained from a BOOTP server is enabled.
*2.  Even if you are using both of port 1 and port 2, you can set the default gateway for only one of the ports.

@ Operation at IP Address Duplication

Setting Description Default
Use of duplicated IP ad- | When you set an IP address for the EtherNet/IP port and find an | Stop
dress IP address conflict with another node, select whether to stop the
use of the IP address.
* Stop

If the IP address conflict is not resolved for a certain length of
time, the use of the IP address is stopped, and an IP Address
Duplication Error will occur.

* Do not stop
IP Address Duplication Error does not occur and you continue
to use the IP address that you set. This setting is used if you
want to avoid that communications are stopped because the
same IP address is assigned to more than one node.
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m Precautions for Correct Use

If this setting is Do not stop, it is not notified that the same IP address is assigned to more than
one node to the user. Also, if the same IP address is assigned to more than one node while this
setting is Do not stop, the communications may become unstable, such as being temporarily
unavailable. If it is unacceptable for the communication to be unstable, detect that the same IP
address is assigned to more than one node to the remote node.

® Host Name

Setting Description Default

Host Name Set the host name for the local Unit. The local host name can be | Nope*3
set for each Unit. The set host name is set to sysName of the
system group and /ldpLocSysName of the lldp group in the MIB

(Management Information Base). 12
(Single-byte alphanumeric characters, dots, and hyphens: 63
characters max.)

*1. Since the local host name identifies the Unit, set the name so that it does not use the same name in the
same network.

*2.  Refer to 11-1-4 MIB Specifications on page 11-4 for details on the MIB. :
*3. If you do not set the local host name, the model of the Unit will be the local host name. §
3
e DNS e
Setting Description Default é
Use/ When you specify a host name for SNMP function, select the Do not use _%
Do not use DNS Use Option if you use DNS for resolving host name. )
A DNS server is required to use DNS.
Priority DNS server’! Set the IP address of the DNS server. None 7
Secondary DNS server You can set priority and secondary IP addresses. None
Domain name”! Set the domain name of the domain to which the EtherNet/IP None
port belongs.
(Single-byte alphanumeric characters, dots, and hyphens: 48
characters max.)
*1. These settings are required if you select the Use Option for DNS.
® Host Name - IP Address
Setting Description Default
Host Name Addresses are converted according to this setting when a host None
name is used to specify remote communications nodes.
Host names can be set whether DNS is used or not.
You can set up to six host names.
(Single-byte alphanumeric characters, dots, and hyphens: 200
characters max. with up to 63 single-byte alphanumeric charac-
ters between dots.)
IP Address Set the IP address of the registered host name. None
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® Keep Alive

Setting

Description

Default

Keep Alive

Set whether to use the remote node Keep Alive function of con-
nected servers and clients (such as Sysmac Studio and FINS/
TCP) for each connection number.

If the Use Option is selected for Keep Alive and no communica-
tions are performed with the remote node for the Keep Alive
monitoring time, transmission of Keep Alive packets is started.
The connection will be disconnected if the remote node does not
respond for longer than five times the total time of Keep Alive

packet transmission + five seconds for resending.”

The connection to the remote node is left open if the power sup-
ply to the remote node is turned OFF without warning. Select the
Use Option for Keep Alive wherever possible.

* Use

* Do not use

Use

Keep Alive monitoring
time

This is a set period of time before the transmission of Keep Alive
packets is started.
Setting range: 1 to 65,535 (seconds)

300

Linger option

Set whether to specify the Linger Option.

If the Linger Option is specified, the port number is immediately
opened even before the port number is released after the TCP
port closes (approx. 1 minute).

* Specify

* Do not specify

Do not specify

*1.  If the remote node does not respond, the connection is disconnected after the Keep Alive monitoring

time + 30 seconds.

® IP Router Table

Setting Description Default
Destination IP Address | Set these settings when the EtherNet/IP port is used for tag data | None
Destination Mask IP Ad- | links or CIP message communications with nodes on other IP
dress network segments via an IP router.

Gateway Address You can set up to 64 combinations of an IP address and a gate- None

way address.
Specify 0 for the host portions of the IP addresses.

7-6
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@ Additional Information

IP Router Table Setting Example

When the EtherNet/IP port built-in the NX-series EtherNet/IP Unit performs Ethernet communi-
cations, such as communications instructions and CIP message communications, with a remote
node via an IP router, set an IP router table as follows for the EtherNet/IP port. By configuring
the IP router table, the EtherNet/IP port can send packets to the gateway address

130.25.36.253.
130. 25. XX. XX 130. 26. XX. XX
NX-series
EtherNet/IP Unit 130.25.36.253 130.26.2.254 Destination Node
EtherNet/IP Port IP router

¥ IP Router Table

Destination IP Address | Destination Mask IP Address | Gateway Address
~
0
-
S
The host fields are set to 0 in the destination IP address. %
»
o
g‘.
@
® Port Forward o
-1
Setting Description Default &
IP Forward Select whether to transfer IP packets between communications Do not use
ports. 7

The following shows the applications that are not supported by the NX-series EtherNet/IP Unit, and
they are classified by whether this function is valid or invalid. In applications for which this function
is invalid, the IP packets are not transferred even if the Use Option is selected.

Valid/Invalid Application

Valid Socket communications, secure socket communications, FTP server, FTP client, NTP client,
DB connection service, Modbus/TCP communications, MQTT communications

Invalid FINS/UDP, FINS/TCP, DHCP client, OPC UA, SECS/GEM connection service, Robot inte-
grated

® TCP/UDP Port Transfer

Setting Description Default
Port Set the TCP port or UDP port that is used for TCP/IP communi- None
cations if you want to access the CPU Unit via the EtherNet/IP
port on the NX-series EtherNet/IP Unit from an external device
such as a computer. This setting is set for each EtherNet/IP port.
o
* Port1
* Port2
Protocol Set the protocol used for communications. None
* TCP
* UDP
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Setting

Description

Default

Port Number

Setting range: 1 to 65,535

Set the port number used for communications. "3

None

*1.  To use this function, select the Use Option for IP Forward in the port forward. If the Do not use Option
is selected, the sent frames will be discarded.
*2. On the client side of the external device, specify the IP address of the EtherNet/IP port on the NX-series
EtherNet/IP Unit and send the frame.
*3.  Specify a port number that is not used by the NX-series EtherNet/IP Units. Refer to A-7 TCP/UDP Port
Numbers Used for the NX-series EtherNet/IP Unit on page A-56 for details on the TCP/UDP port num-
bers that are used by the NX-series EtherNet/IP Units.

The following shows the applications that are not supported by the NX-series EtherNet/IP Unit, and
they are classified by whether this function is valid or invalid. The invalid applications cannot ac-
cess the CPU Unit even if the Protocol or Port Number are set.

Valid/Invalid

Application

Valid

Socket communications, secure socket communications, FTP server, MQTT communications

Invalid

FTP client, NTP client, FINS/UDP, FINS/TCP, DB connection service, Modbus/TCP commu-
nications, DHCP client, OPC UA, SECS/GEM connection service, Robot integrated

® Packet Filter

For information on usage and restrictions of Packet Filter, refer to 8-4 Packet Filter on page 8-16.

Setting Description Default
Packet Filter Select whether to use Packet Filter or not. Do not use
Use
Do not use
Source Set the conditions for the source. ---
IP Address Specifi- | Select the method for specifying the IP address of the source. any
cation Method any"!
IP address specification
IP Address If the IP address specification method is IP address specification, set | None
the source IP address."
Mask If the IP address specification method is IP address specification, set | None
the mask of source IP address.™
Destination Set the conditions for the destination. ---
IP Address Specifi- | Same as those for the source.
cation Method
IP Address
Mask
Protocol Set the communications protocol. any
any™
tcp
udp
igmp”®
icmp®
Source Port If tcp or udp is selected for Protocol, set the source port conditions. -

7-8
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Setting Description Default
Specification Select the method for specifying the IP packets of the source port. any
Method any’?
Port specification
Range Speci- | Specify whether or not to set the port range if the specification method | No check.
fication selected is Port specification.
If it is selected, reception from the source ports from the Start Number
to the End Number is allowed.
If it is not selected, reception from the source port specified by the
Start Number is allowed.
No check.
Checked.
Start Number | Set the start number when Port specification is selected for the speci- | None
fication method.
1 to 65535
End Number Set the end number when the specification method is Port None
specification and the range specification is selected.
1 to 65535
Destination Port Set the conditions for the destination port if tcp or udp is selected for Protocol. :
Specification Same as the settings for the source port. 3
Method =
Range Speci- @
fication §
Q
Start Number g
End Number -g
<

*1. If you select any, packets from any IP addresses will be allowed.

*2.  The allowed IP address is calculated by the logical AND of the IP address and the Mask. If you want to
allow more than one IP address, mask a part of the IP address by setting the Mask. In this case, set 0 to 7
the bits to be masked in the IP address and Mask.

The following is an example of how to calculate the allowed IP addresses.

Example 1. Allowing IP address 192.168.250.1
If you want to allow one IP address, set 255.255.255.255 to the mask.

Setting | Decimal notation Binary notation
IP address | 192.168.250.1 11000000.10101000.11111010.00000001
Mask 255.255.255.255 | 11111111.11111111.11111111.11111111

Example 2. Allowing IP address 192.168.250.***
Set 255.255.255.0 to the mask to mask the lower 8 bits of the IP address.

Setting | Decimal notation Binary notation
IP address | 192.168.250.0 11000000.10101000.11111010.00000000
Mask 255.255.255.0 11111111.11111111.11111111.00000000

Example 3. Allowing IP address 192.168.250.1 to 192.168.250.31
Set 255.255.255.224 to the mask to mask the lower 5 bits if the IP address.

Setting | Decimal notation Binary notation
IP address | 192.168.250.0 11000000.10101000.11111010.00000000
Mask 255.255.255.224 | 11111111.11111111.11111111.11100000

*3. Set 0 to the bits to be masked in Mask. Multiple bits can be masked, but only bits from the least signifi-
cant can be masked. It is not possible to mask the higher bits, such as 0.255.255.255, or the middle bits,
such as 255.0.255.255.

The following are examples of setting a mask.

NX-series EtherNet/IP Unit User's Manual (W627) 7-9



7 Sysmac Studio Settings for the EtherNet/IP Port

7-10

*4.
*5.

*B.
7.

Example 1. Masking the lower 8 bits
Set 0 to the lower 8 bits.

Setting

Decimal notation

Binary notation

Mask

255.255.255.0

11111111.11111111.11111111.00000000

Example 2. Masking the lower 24 bits
Set 0 to the lower 24 bits.

Setting

Decimal notation

Binary notation

Mask

255.0.0.0

11111111.00000000.00000000.00000000

If you select any, packets from tcp, udp, igmp, and icmp will be allowed.

Select igmp when EtherNet/IP tag data links are used for multicast and the EtherNet/IP is specified as
the originator.
Select icmp for receiving Ping requests.

If you select any, packets from any TCP/UDP port are allowed.
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7-3 LINK Settings Display

¥ LINK Settings - Port 1
LINK settings |
¥ LINK Settings - Port 2
LINK settings [

¥ LLDP Settings - Port 1
LDP O Use @ Donotuse

¥ LLDP Settings - Port 2
LUDP O Use @ Do notuse

o
Reset all to default. E
=
=
7
o
@ Link Settings - Port 1 and Port 2 a
Set for each EtherNet/IP port. =
-]
0}
Setting Description Default =
LINK settings Set the baud rate for the EtherNet/IP ports. Auto
e Auto 7

® LLDP Settings - Port 1 and Port 2
Set for each EtherNet/IP port.

Setting Description Default
LLDP*! Select whether to use LLDP (Link Layer Discovery Protocol) Use
function.
* Use
* Do not use

*1.  When the LLDP function is used, the Controller can exchange various information such as identification
information with the network devices that are located within the range of physical communication. Infor-
mation on network devices can be obtained with the SNMP function.
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7-4 SNMP Settings Display

SNMP service & Do notuse
Port No. 161
Address ]
Location
Send a recognition trap. [T

¥ Recegnition 1
Recognition method () IP address ® Host name

IP address |GG

Host name N

Community name

¥ Recognition 2

Recognition 2 ) Do not use ® Use

Recognition method & IP add| ® Host name
IP address S O o SO ¢

Host name
Community name

Reset all to default.

® SNMP Service

Setting Description Default

SNMP service Specify whether to use the SNMP monitor service." Do not use
If the Do not use Option is selected, an SNMP manager cannot
connect from an external device.

Port No.™2 Set the port number to use to connect to the SNMP server thatis | 161
used to connect from an SNMP manager.
This setting does not normally need to be changed.

Address Set the communications device administrator’'s name and instal- | None
Location lation location as text information. You do not necessarily have to | None
input all items. This information is read by the SNMP manager.

(You can input up to 255 single-byte alphanumeric characters for

each item.)
Send a recognition Set whether to send an authentication trap. Not selected
trap If you select Send a recognition trap and there is access from

an SNMP manager that is not set in Recognition 1 or Recognition
2, an authentication trap is sent to the SNMP manager.

If you select Send a recognition trap, specify the SNMP trap
settings on the SNMP Trap Tab.

*1.  If you select the Use Option for the SNMP service, you also have to set Recognition 1 and 2 as descri-
bed below.

*2.  The following ports are used by the system and cannot be set by the user: 25, 53, 68, 110, 2222, 2223,
2224, 9600, and 44818.

@ Additional Information

Refer to Section 11 SNMP Agent on page 11-1 for details on the SNMP service.
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® Recognition 1

Setting Description Default

Recognition method Set the method to use to specify SNMP managers for which ac- | IP address
cess is permitted.

* |P address

* Host name

Make these settings to permit access by only certain SNMP
managers.

Access is not allowed unless an IP address or host name is set.

IP address Set the IP address of the SNMP manager. None
If the default setting of 0.0.0.0 is used, access by all SNMP man-
agers is permitted.

(Set this setting if Recognition method in Recognition 1 is set to
the IP address Option.)

Host name Set the host name of the SNMP manager. None
(Set this setting if Recognition method in Recognition 1 is set to
the Host name Option.)

(Single-byte alphanumeric characters, dots, and hyphens: 200
characters max. with up to 63 single-byte alphanumeric charac-
ters between dots.)

Community name Set the community name to enable the SNMP manager to ac- public
cess information from the EtherNet/IP port.

(Single-byte alphanumeric characters, dots, and hyphens: 255
characters max.)

Ke|dsig sbumes dINNS -

® Recognition 2

Setting Description Default

N

Recognition 2 Specify whether to use the recognition 2 settings. Do not use
* Use
* Do not use

Recognition method | Set the method to use to specify SNMP managers for which ac- IP address
cess is permitted.

* |P address

* Host name

Make these settings to permit access by only certain SNMP man-
agers.

Access is not allowed unless an IP address or host name is set.

IP address Set the IP address of the SNMP manager. None
If the default setting of 0.0.0.0 is used, access by all SNMP man-
agers is permitted.

(Set this setting if Recognition method in Recognition 2 is set to
the IP address Option.)

Host name Set the host name of the SNMP manager. None
(Set this setting if Recognition method in Recognition 2 is set to
the Host name Option.)

(Single-byte alphanumeric characters, dots, and hyphens: 200
characters max. with up to 63 single-byte alphanumeric charac-
ters between dots.)

Community name Set the community name to enable the SNMP manager to ac- public
cess information from the EtherNet/IP port.

(Single-byte alphanumeric characters, dots, and hyphens: 255
characters max.)
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7-5 SNMP Trap Settings Display

SNMPtrap Do not use @ Use
Port No.
¥ Trap1
Specifying method ) P address ® Host name
IP address

Communi

¥ Trap 2
Trap 2 O Do not use

Specifying method ) [P address ® Host name
1P addres: [
Host name [N

Community name

Reset all to default.

® SNMP Trap
Setting Description Default

SNMP trap Specify whether to use the SNMP trap (network error detec- Do not use
tion)."
If the Do not use Option is selected for SNMP trap, SNMP traps
are not sent to the SNMP manager

Port No. 2 Set the port number to use to connect to the SNMP server. 162
It is normally not necessary to change this setting.

*1.  If you specify to use the SNMP trap, you also have to set Trap 1 and Trap 2 as described below.
*2.  The following ports are used by the system and cannot be set by the user: 25, 53, 68, 110, 2222, 2223,
2224, 9600, and 44818.

@ Additional Information

Refer to 11-1-1 Overview on page 11-2 for details on the SNMP trap.

® Trap 1
If the Use Option is selected for SNMP trap, you need to make the following settings.
Setting Description Default

Specifying method Set the specifying method for the SNMP manager destination for | IP address
SNMP traps.
* |P address
* Host name

IP address Set the IP address of the SNMP manager. None
(Set this setting if the Specifying method in the Trap 1 settings
is set to the IP address Option.)
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Setting

Description

Default

Host name

Set the host name of the SNMP manager.

(Set this setting if the Specifying method in the Trap 1 settings
is set to the Host name Option.)

(Single-byte alphanumeric characters, dots, and hyphens: 200
characters max. with up to 63 single-byte alphanumeric charac-
ters between dots.)

None

Community name

Set the community name.
(You can use up to 255 single-byte alphanumeric characters.)

public

Version

Set the version of the SNMP manager.
* SNMPv1
* SNMPv2C

SNMPv2C

® Trap 2

If the Use Option is selected for SNMP trap, you need to make the following settings.

Setting

Description

Default

Trap 2

Specify whether to use the Trap 2 settings.
* Use
e Do not use

Do not use

Specifying method

Set the specifying method for the SNMP manager destination for
SNMP traps.
* |P address
* Host name

IP address

IP address

Set the IP address of the SNMP manager.
(Set this setting if the Specifying method in the Trap 2 settings
is set to the IP address Option.)

None

Host name

Set the host name of the SNMP manager.

(Set this setting if the Specifying method in the Trap 2 settings
is set to the Host name Option.)

(Single-byte alphanumeric characters, dots, and hyphens: 200
characters max. with up to 63 single-byte alphanumeric charac-
ters between dots.)

None

Community name

Set the community name.
(You can use up to 255 single-byte alphanumeric characters.)

public

Version

Set the version of the SNMP manager.
* SNMPv1
* SNMPv2C

SNMPv2C
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7-6 CIP Settings Display

CiP

¥ CIP Message Server
CIP message server O Use @ Donotuse
¥ QoS

Prioritize CIP safety communications @ Yes QO No

¥ Use CIP Safety communications and Tag Data Link communications together

Allow/Deny @ Allow

QO Deny

Reset all to defaults

® CIP Message Server

Setting

Description Default

CIP Message Server

+ UDP 2222
« UDP 44818
« TCP 44818

Specify whether to use the CIP message server or not.
If the Use Option is selected, the following ports will be opened.

Use

Refer to 10-3 Server Function of CIP Message Communications on page 10-18 for restrictions
when the Do not use Option is selected for CIP message server.

® QoS

Setting

Description Default

Prioritize CIP Safety
communications

Select whether to prioritize CIP Safety communications in QoS.

No

@ Use CIP Safety communications and Tag Data Link communications to-

gether

Setting

Description Default

Use CIP Safety commu-
nications and Tag Data
Link communications
together

e Allow
* Deny

Select whether to permit the mixed CIP Safety communications
and tag data link communications.

Deny

M Precautions for Correct Use

If Use CIP Safety communications and Tag Data Link communications together is set to

Allow, the following restrictions occur:

» The packet interval of tag data links can only be set to 100 ms or less.
* Allowed communications bandwidth per Unit becomes 6,000 pps.
Make sure that these restrictions are allowed before selecting the Allow option for this setting .

7-16
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L~ Version Information

Use CIP Safety communications and Tag Data Link communications together is valid for
the NX-series EtherNet/IP Unit with unit version 1.01 or later and the NX502 CPU Unit with unit

version 1.66 or later.
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8-1 Determining IP Addresses

8-1-1 IP Addresses

I IP Address Configuration

IP addresses are made up of 32 bits of binary data that specify the network number (net ID) and host
number (host ID). The net ID is an address used for identifying a network. The host ID is an address

used for identifying a host (node).

IP addresses are divided into three classes, A, B, and C, so that the address system can be selected
according to the scale of the network. (Classes D and E are not used.)

Bit 31 23 0
ClassA o] NetworkD (7bits) | Host ID (24 bits) |
Bit 31 15 0
Class B \ 1 \ 0 | Network ID (14 bits) \ Host ID (16 bits) \
Bit 31 7 0
ClassC  [1]1]0] Network ID (21 bits) \ Host ID (8 bits) \
Bit 31 0
Class D ‘ 1 ‘ 1 ‘ 1 ‘ 0 ‘ Multicast address ‘ (Cannot be used.)
Bit 31 0
Class E ‘ 1 ‘ 1 ‘ 1 ‘ 1 ‘ Experimental address ‘ (Cannot be used.)

The number of networks in each class and the number of hosts possible on the network differ accord-
ing to the class.

Class Number of networks Number of hosts
Class A Small 224-2 max. (16,777,214 max.)
Class B Medium 216-2 max. (65,534 max.)
Class C Large 28-2 max. (254 max.)

The 32 bits of binary data in an IP address are divided into four sections of eight bits each. IP address-
es are represented by the decimal equivalent of each of the four octets in the 32-bit address, each
separated by a period.

For example, the binary address 10000010 00111010 00010001 00100000 would be represented as
130.58.17.32.

I Allocating IP Addresses

You must assign IP addresses nodes so that each IP address is assigned only once in the network or
between several networks.
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I Subnet Mask

Operation and management of a network can become very difficult if too many nodes are connected
on a single network. In such a case it can be helpful to configure the system so that a single network is
divided up into several subnetworks. Internally the network can be treated as a number of subnet-
works, but from the outside it acts as a single network and uses only a single network ID.

To establish subnetworks, the host ID in the IP address is divided into a subnet ID and a host ID by
using a setting called the subnet mask.

The subnet mask indicates which part of the host ID is to be used as the subnet ID. All bits in the sub-
net mask that correspond to the bits in the IP address used either as the network ID or subnet ID are
set to "1", and the remaining bits, which correspond to the bits in the IP address actually used for the
host ID, are set to "0".

The following example shows the subnet mask for an 8-bit subnet ID used in the class-B IP address.

Bit 31 15 0
ClassB [1]0] Network ID (14 bits) \ Host ID (16 bits) \

Subnetmask 1111111111111111 1111111100000000 =FFFFFFO00
D
Network ID Subnet ID Host ID

Set the same subnet mask for all of the nodes on the subnetwork. The EtherNet/IP port supports
CIDR (Classless Inter-Domain Routing). The subnet mask can be set to 192.0.0.0 to 255.255.255.252.
If subnetworks are not used, set the following subnet mask values for IP address classes A to C.

Class Subnet mask
Class A 255.0.0.0
Class B 255.255.0.0
Class C 255.255.255.0

sassalppy d| Buluiwisyaq -8

A network address is information derived from a subnet mask and used to identify each network. A
network address enables users to determine whether multiple nodes belong to the same network. A
network address is calculated by performing a logical AND operation on the IP address and subnet
mask of a node.

The following are examples of network address calculation.

In this example, the IP address of node 1 is set to 192.168.250.20, the IP address of node 2 is set to
192.168.245.30, and the subnet mask is set to 255.255.240.0. The network addresses of the two no-
des are calculated as follows.

 Calculating network address of node 1

$9$S3IPPY dI L-1L-8

Item Decimal notation Binary notation
IP address 192.168.250.20 11000000.10101000.11111010.00010100
Subnet Mask 255.255.240.0 11111111.11111111.11110000.00000000
Network address 192.168.240.0 11000000.10101000.11110000.00000000

 Calculating network address of node 2

Item Decimal notation Binary notation
IP address 192.168.245.30 11000000.10101000.11111010.00010100
Subnet Mask 255.255.240.0 11111111.11111111.11110000.00000000
Network address 192.168.240.0 11000000.10101000.11110000.00000000
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As shown in the above tables, node 1 and node 2 have the same network address, which means
these nodes belong to the same network.

| cior

CIDR, or classless interdomain routing, is used to assign IP addresses that do not use classes.

IP addresses that use classes are separated into blocks according to network IDs and host IDs, result-
ing in inefficient usage of IP address space.

CIDR does not use classes, so IP address space can be divided as required to more efficiently use IP
address space.

For example, using a subnet mask setting with CIDR enables building a horizontally distributed net-
work exceeding 254 nodes even if a class C address block (e.g., 192, 168...) is used.

Subnet Mask Range
192.0.0.0 to 255.255.255.252

8-1-2  EtherNet/IP Port IP Address Settings

I Determining IP Addresses

Use one of the following methods to set an IP address of an EtherNet/IP port.

® Setting a User-specified IP Address
If you need to change the default IP address of the EtherNet/IP port or if you need to use the Ether-
Net/IP port with another EtherNet/IP node, set the IP address to a required value.
You cannot set IP addresses that make two EtherNet/IP ports belong to the same network.

@ Automatically Obtaining an IP Address from the BOOTP Server
There are two methods to automatically obtain an IP address.
* Obtain an IP address from the BOOTP server each time the power is turned ON.

* Obtain an IP address from the BOOTP server at initial power on and set the address as a fixed
IP address.

BOOTP server

l BOOTP command Ethernet

I,

NJ/NX-series Controller NJ/NX-series Controller
IP address

BOOTP client

e e a
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I Setting IP Addresses

Use the Sysmac Studio to set an IP address of the EtherNet/IP port.

1 Select a method for setting the IP address.
Select the IP address setting method as follows on the TCP/IP Settings Display under
Configurations and Setup - CPU/Expansion Racks - CPU Rack: X Bus - Unit No.: NX-
EIP201 () - EtherNet/IP Port Settings.

¥ IP Address - Port 1
Lins © Fixed setting \L o
IP address Used to set a user-specified |P address.
) J( Used to obtain the IP address from the BOOTP
@ o e E server each time the power is turned ON.
Used to obtain the IP address from the BOOTP
il il server and use the address without changing it.
i Use Port 2
O Fixed setting
(L LI 192, 168,251, 1
LS 255 . 255 .255. _ 0
@ Obtain from BO: T,
. Fix at the IP address obtained from BOOTP server.

@ Fixa ned from BOOTP server.

The IP addresses must be set separately for EtherNet/IP ports 1 and 2.

m Precautions for Correct Use

* You cannot set IP addresses that make two EtherNet/IP ports belong to the same network.

* You can set IP addresses that make EtherNet/IP ports on two or more NX-series EtherNet/IP
Units that are connected by the X Bus belong to the same network. However, in that case,
you cannot perform communications by specifying the destination by the IP via the NX-series
EtherNet/IP Units.

sassalppy d| Buluiwisyaq -8

2 Connect the Sysmac Studio.

3 Connect the Sysmac Studio online to the CPU Unit.
Refer to Online Connection on page 8-7 for the procedure to connect online.

4 Select Synchronization from the Controller menu.
The data on the computer and the data in the physical Controller are compared automatically.

5 Since the settings for the X Bus Unit must be transferred, uncheck the Do not transfer the
following. (All items are not synchronized.) checkbox on the Synchronization Window.

sbujeg ssaippy dl Hod dIfeNIeua Z-1-8
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8 TCP/IP Functions

Compare

Transfer To Controller  Transfer From Controller

Do not select.

6 Click the Transfer to Controller Button.

The IP address settings configured in Sysmac Studio are downloaded to the CPU Unit.
Note Use the "synchronization" of the Sysmac Studio to upload and download data.

7 After the IP address settings are downloaded, the IP address is reflected in the NX-series

EtherNet/IP Unit as follows:

» Setting a User-specified IP Address
After the IP address settings are downloaded, the set IP address is automatically reflect-
ed in the NX-series EtherNet/IP Unit.

* Obtaining the IP Address from the BOOTP Server Each Time the Power Is Turned ON
After the IP address settings are downloaded, the IP address from the BOOTP server is
automatically reflected in the NX-series EtherNet/IP Unit.

Each time the power supply is turned ON, the IP address from the BOOTP server is auto-
matically reflected in the NX-series EtherNet/IP Unit.

@ Additional Information

If the Unit cannot obtain the IP address from the BOOTP server or the obtained IP address is
not correct, select the Fixed setting Option in the IP Address Area and manually set the IP
address, subnet mask, and default gateway.

Requests to the BOOTP server for an IP address will continue if connecting to the BOOTP
server fails.

* Obtaining the IP Address from the BOOTP Server When the Power Is Turned ON and
Fixing at It
After the IP address settings are downloaded, the IP address from the BOOTP server is
automatically reflected in the Controller and set for Fixed setting.
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8 TCP/IP Functions

@ Additional Information

» The TCP/IP Settings Display is not updated even if the IP address is obtained normally from
the BOOTP server.

To check the IP address that was obtained from the BOOTP server, upload the project from
the NJ/NX-series Controller and check the Controller Status Pane.

* If you cannot obtain the IP address from the BOOTP server, the Fix at the IP address
obtained from BOOTP server Option is selected on the TCP/IP Settings Display.

To stop obtaining the IP address from the BOOTP server, select Fixed setting in the IP
Address Area and manually set the IP address, subnet mask, and default gateway.

+ If the Controller power supply is turned OFF and then ON after the IP address was not nor-
mally obtained from the BOOTP server, the setting remains at Fix at the IP address
obtained from BOOTP server.

» After you select Fix at the IP address obtained from BOOTP server and download the IP
address from the BOOTP server, the EtherNet/IP port IP address setting is automatically set
to Fixed setting. Therefore, the IP address will not match when the program is verified on
the Sysmac Studio.

» To use the Packet Filter, you must allow packets (UDP:68) used for BOOTP. Refer to
8-4-4 Settings for Devices That Access the Controller on page 8-18 for details on the set-
tings.

I Online Connection

Connect the Sysmac Studio online to the CPU Unit.

@ Additional Information

For the procedure to go online to the CPU Unit from the Sysmac Studio, refer to Online
Connections to a Controller in the Sysmac Studio Version 1 Operation Manual (Cat. No. W504).

sassalppy d| Buluiwisyaq -8

@ Types of Connection between the CPU Unit and Computer That Runs the
Sysmac Studio

The CPU Unit and the computer that runs Sysmac Studio are connected via Ethernet as shown

below:

®
o
Direct C ti ia Eth t(1:1C ti m
irect Lonnection ‘_"a ernet ( onnection Ethernet Connection via a Hub (1:N Connection) 3
with Auto IP) z
= -
] 2
&y  Ethernet % 3
=3
. T
il i z
oy
g
*1. An Ethernet switch is required to connect. Refer o
to 5-1-4 Precautions for Ethernet Switch Selec- 2
*1. An Ethernet switch is not necessarily required. tion on page 5-4 for details. é

*2. You can use a straight or cross Ethernet cable to

connect.
*3. 1:1 connection is supported only for the built-in
EtherNet/IP port 1 on the NX502 CPU Units.
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M Precautions for Correct Use

If you connect the computer that runs the Sysmac Studio to the EtherNet/IP port on the NX-
series EtherNet/IP Unit, you cannot use direct connection via Ethernet. Use the Ethernet con-
nection via a hub through an Ethernet switch. In that case, you must specify the destination IP
address.

M Precautions for Correct Use

If there is more than one node with the same IP address in the EtherNet/IP network, the Ether-
Net/IP port will connect to the node that is detected first.
Note that an IP Address Duplication Error will not be detected in this case.

® Online Connection Procedure

Connect the CPU Unit and the computer that runs the Sysmac Studio via Ethernet, and then per-
form the following procedure.

1 Select Controller - Communications Setup and click the OK Button in the Sysmac Studio
Project Window.

1:1 Connection 1:N Connection
Direct Connection Ethernet Connection
Direct connection via Ethernet Ethernet connection via a hub

@ Additional Information

If there is any error in the set IP address, the CPU Unit behaves as follows:

» The NET RUN indicator on the CPU Unit does not light and the NET ERR indicator flashes
red. Indicators will indicate the status of each EtherNet/IP port.

* An IP Address Setting Error is recorded in the event log.

M Precautions for Correct Use

« If the IP address is duplicated or not set correctly, communications are not possible via the
EtherNet/IP network. Set the IP address again.
» The IP address range shown below is used by the system and cannot be specified.
169.254.0.0 to 169.254.255.255
192.168.255.0 to 192.168.255.255
» Due to Ethernet restrictions, you cannot specify the following IP addresses.
a) An IP address thatis all O's or all 1's
b) IP addresses that start with 127, 0, or 255 (decimal)
c) IP addresses that have a host ID that is all 0's or all 1's
d) Class-D IP addresses (224.0.0.0 to 239.255.255.255)
e) Class-E IP addresses (240.0.0.0 to 255.255.255.255)
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® Connecting from a Saved Project

The connection configuration that is set (via EtherNet/IP) is saved in the project.
When you open a saved project on the Sysmac Studio, you can connect to the EtherNet/IP network
without redoing the settings.

I Checking the Current IP Address

The current IP address can be confirmed in the Controller Status Pane of the Sysmac Studio, whether
it is manually set or obtained from the BOOTP server.

* Basic Controller Status Pane * Controller Status Pane with Details

Controller Status

Nor

ONLINE 192.168.1.1; 192.168.250.1
ERR/ALM

@ Not synchronized/Not executed

PORTL: 192.168.1.1 / PORT2: 192.168.250.1
55.255.255.0 / PORT2 255.0

fons are stopped, or no connection setting.

¥ List of Controllers Connected

1 IP address Ic
PORTL: 192.168.1.1 / PORT2: 192.168.250.1

@ Additional Information

« If the IP address of the EtherNet/IP port is not registered due to the following reasons, the IP
address field shows "0.0.0.0".
* The IP address was not obtained from the BOOTP server.
* The EtherNet/IP port is disabled. Refer to 7-2 TCP/IP Settings Display on page 7-3 for de-
tails on the settings for the IP address of the EtherNet/IP port.
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8-1-3 Private and Global Addresses

I Private and Global Addresses

There are two kinds of IP addresses, private and global.

Global address These are IP addresses that connect directly to the Internet. Allocated by applica-
tion to NIC, each address is unique in the world, and as many as 4.3 billion can be
allocated worldwide.

Private address These are IP addresses for Intranet (LAN) use. Direct connection to the Internet is
not possible. Frames that include private IP addresses are restricted by the router
from being sent outside the LAN.

S8SSAIPPY [BAOID) PUE SJBAld €-1-8

Generally, as shown below, global addresses in the intranet are allocated only to IP routers (such as
broadband routers) interfaced with the Internet. All other nodes in the intranet, which includes the
EtherNet/ IP port, are allocated private addresses.
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@ Intranet

@ ® Internet  [5iobal address | (required)

@ Intranet

Personal computer
(e.g., Sysmac Studio) .

LT
IP router Private address
’T‘ Private address l

Cannot connect to Internet

Cannot connect to Internet

L=~ Global address
IP router Private address
.

Firewall

— Private address Personal computer
(e.g., Sysmac Studio)

Ethernet (EtherNet/IP)

—

|
Sy
&

Controller

Private address Private address

I Using a Private Address for the EtherNet/IP Port

e Intranet

CIP clienton a -
computer, such as Explicit message

Sysmac Studio or .
Network Configurator

Ethernet(EtherNet/IP)

—

o |

- l Communications in intranet
i

- ; Controller

IP router

1
I

EtherNet/IP port: Private address

6 < e Internet

e Intranet
T Explicit message
IP router CIP clienton a
computer, such as
1 pu u

[ Frowal ] TF]

Sysmac Studio or
Network Configurator

I
5

Communications in intranet

Ethernet(EtherNet/IP)

Controller

[ & Controller

-
Communications in
intranet

EtherNet/IP port: Private address EtherNet/IP port: Private address
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® Conditions for Communications Applications
If the EtherNet/IP port uses a private address, you can use explicit message communications serv-
ice under the following conditions.
* The explicit message communications service can be executed on the intranet between Ether-
Net/IP ports with private addresses only.
» A device such as a personal computer (CIP applications including the Network Configurator)
cannot connect online and communicate over the Internet with an EtherNet/IP port that has a pri-

vate address.
Explicit message communications are also not possible over the Internet between EtherNet/IP

ports with private addresses.

M Precautions for Correct Use

» To set up an intranet through a global address involves network security considerations. Be
sure to consult with a network specialist in advance and consider installation of a firewall.

+ Some communication applications may not be available depending on the firewall settings
made by the communications company. If there are communication applications that cannot
be used, be sure to check with your communications company.

* When sending and receiving data over a global address, use secure communications, such
as secure socket communications and OPC UA, that ensure confidentiality and integrity.

I Using a Global Address for the EtherNet/IP Port

sassalppy d| Buluiwisyaq -8

@ Intranet
CIP client on a computer,
such as Network
Configurator
_ | 1 Ethernet (EtherNet/IP)
by |7
Communications
over Internet
(-
Private address
IP router
| !

\§ i Cannot connect to Internet
Q ® Intemet [Giopal address| (required) '
l "

Cannot connect to Internet

@ Intranet
P \j“\‘Glo al address I
router Private address
L == Private address

_ Ethernet (EtherNet/IP)
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Communications
in intranet

| Controller

EtherNet/IP port: Global address

® Conditions for Communications Applications
You can use the explicit message communications service over the Internet under the following
conditions.
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» A device such as a personal computer (a CIP application including the Network Configurator)
can connect online and communicate over the Internet with an EtherNet/IP port that has a global
address.

* The TCP port number (44818) or UDP port number (44818) that is used for EtherNet/IP cannot
be used because it is prohibited by a firewall in the communications path.

M Precautions for Correct Use

» To set a global IP address for an EtherNet/IP port involves network security considerations. It
is recommended that the user contract with a communications company for a dedicated line,
rather than for a general line such as a broadband line. Also, be sure to consult with a net-
work specialist and consider security measures such as a firewall.

* Some communication applications may not be available depending on the firewall settings
made by the communications company. If there are communication applications that cannot
be used, be sure to check with your communications company.

* When sending and receiving data over a global address, use secure communications, such
as secure socket communications and OPC UA, that ensure confidentiality and integrity.
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8 TCP/IP Functions

8-2 Default States of TCP/UDP Ports and
the Changing Procedure

The following table shows the applications that use TCP/UDP ports for which a user can change the
port state, port numbers, default port states, usages, and how to change a port from open to close and

close to open.

Refer to A-7 TCP/UDP Port Numbers Used for the NX-series EtherNet/IP Unit on page A-56 for infor-
mation on all TCP/UDP ports of the NX-series EtherNet/IP Unit.

UDP TCP De-
AT port port fault T How to change from How to change from
num- num- port open to close close to open
ber ber state
SNMP 161 --- Close | Used when On the Sysmac Studio, On the Sysmac Studio,
using the select EtherNet/IP Port | select EtherNet/IP
SNMP agent. | Settings - SNMP Port Settings - SNMP
Settings, and then se- Settings, and then se-
lect Do not use for lect Use for SNMP
SNMP service. service.
HTTPS serv- | --- 443 Open | Used for com- | yse the Packet Filter. 1 | Use the Packet Filter.
er munications
with the Sys-
mac Studio.
Sysmac Stu- | 9600 Open | Used for com- | yse the Packet Filter. 2 | Use the Packet Filter.
dio munications
with the Sys-
mac Studio.
CIP messag- | 44818 | 44818 | Open Used for the On the Sysmac Studio, | On the Sysmac Studio,
es CIP messag- | select EtherNet/IP Port | select EtherNet/IP
es. Settings - CIP Port Settings - CIP

Settings, and then se-
lect Do not use for CIP
Message Server.

Settings, and then se-
lect Use for CIP
Message Server.

*1. Closing the port may prevent communications with the Sysmac Studio and the NA-series HMI. Refer to
Troubleshooting when support software cannot go online in the NJ/NX-series Troubleshooting Manual (Cat.

No. W503) on how to make corrections.

*2.  Closing the port may prevent communications with the Sysmac Studio. Refer to Troubleshooting When You
Cannot Go Online from the Sysmac Studio in the NJ/NX-series Troubleshooting Manual (Cat. No. W503) on
how to make corrections.

NX-series EtherNet/IP Unit User's Manual (W627)

8-13

ainpadsoud BuiBueys ayj pue spod dan/doOL J0 s8jes Jinejeqd z-8




8 TCP/IP Functions

8-3 Testing Communications

8-3-1

8-3-2

8-3-3

8-14

If the basic settings (in particular the IP address and subnet mask) are made correctly for the Ether-
Net/IP port, then it is possible to communicate with nodes on the EtherNet/IP network.

This section describes how to use the PING command to test communications with the EtherNet/IP
port.

PING Command

The PING command sends an echo request packet to a remote node and receives an echo response
packet to confirm that the remote node communications are normal. The PING command uses the
ICMP echo request and response. The echo response packet is automatically returned in the ICMP.
The PING command is normally used to check the connections of remote nodes when you set up a
network. The EtherNet/ IP port supports both the ICMP echo request and response functions.

If the remote node returns a normal response to the PING command, then the node is physically con-
nected correctly and Ethernet node settings are correct.

Remote node
(e.g., host computer)

EtherNet/IP port
TCP UDP

ICMP P

Ethernet
Echo request l
L

Echo response

Using the PING Command

The EtherNet/IP port automatically returns an echo response packet in response to an echo request
packet by a PING command sent by another node (e.g., host computer).

|EI Precautions for Correct Use

When the Use Option is selected for Packet Filter of the EtherNet/IP port, PING command can-
not be received unless icmp is selected for Protocol of Pacekt Filter settings. Refer to Packet
Filter on page 7-8 for details on the settings.

Host Computer Operation

The PING command can be executed from the host computer to an EtherNet/IP port.
The following example shows how to use the PING command in the host computer.

NX-series EtherNet/IP Unit User's Manual (W627)



8 TCP/IP Functions

I Application Method

Input the following command at the host computer's prompt ($):

$ ping IP_address (host_name)
The destination is specified by its IP address or host name.

@ Additional Information

The PING command is not supported by some host computers.

I Application Example

In this example, a PING command is sent to the node at IP address 130.25.36.8.
The "$" in the example represents the host computer prompt.

® Normal Execution

ﬁping 130.25.36.8 <« Executes the PING comm%

PING 130.25.36.8:56 data bytes
64 bytes from 130.25.36.8: icmp_seq=0. time=0.ms
64 bytes from 130.25.36.8: icmp_seq=0. time=0.ms

64 bytes from 130.25.36.8: icmp_seq=0. time=0.ms
« Press the Ctrl+C Keys to cancel execution.

----130.25.36.8 PING Statistics ----
9 packets transmitted, 9 packets received, 0% packets loss

Qund-trip (ms)  minfavg/max = 0/1/16
s /

® Error

suonesunwwo) bunsa) ¢-g

$ ping 130.25.36.8 « Executes the PING command.

PING 130.25.36.8:56 data bytes
<« Press the Ctrl+C Keys to cancel execution.

----130.25.36.8 PING Statistics ----
9 packets transmitted, O packets received, 100% packets loss
$

uonesadQ Jendwo?) 1soH £-¢-8

Refer to the command reference manual for your computer's OS for details on using the PING
command.
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8-4 Packet Filter

This section provides an overview of Packet Filter, explains the specifications, settings, and usage ex-
amples.

8-4-1 Introduction to Packet Filter

IP packets are filtered in the receive processing at the EtherNet/IP ports.

Packet Filter settings are configured in the permit list. If any is set in Packet Filter, all packets are al-
lowed. If a value other than any is set in Packet Filter, the received packet is compared with Packet
Filter settings. When a matching packet is received, reception is permitted. When a non-matching
packet is received, reception is prohibited and the packet is discarded. Packet Filter settings include
the source IP address, destination IP address, and TCP/UDP port number.

Support software or a device

Ethernet

Packet

Source IP address | Destination IP address| Source port |Destination port

If matched: allow to receive the packet
If not matched: reject reception and discard the packet
EtherNet/IP port H Packet Filter settings

t Compare packets in order from No.1 in the list.

1 * ok ok ok * ok ok ok Hkk ek

mi‘a No. |Source IP address |Destination IP address| Source port | Destination port
]

Packet Filter function

2 * ok ok ok * ok ok ok Hkk ek

M Precautions for Correct Use

« If you cannot go online with the Sysmac Studio because of forgetting the registered IP ad-
dress, you can disable this function tentatively by starting the Unit in Safe Mode. Refer to
Troubleshooting When You Cannot Go Online from the Sysmac Studio in the NJ/NX-series
Troubleshooting Manual (Cat. No. W503) for details.

» The Packet Filter function supports the stateful inspection. Therefore, for DNS, DB connec-
tion services, and communication instructions, where the Controller is specified as a client,
you do not need to add the responses from other devices to Packet Filter settings.

8-4-2  Packet Filter Specifications

The specifications for Packet Filter are given below.

Item Specification Remarks

Filtering system Permit list The system enables reception of
packets registered in Packet Filter
settings and prohibits reception of
unregistered packets.
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Item

Specification

Remarks

Location to perform filtering

Receive processing at the Ether-
Net/IP port

(The setting can be configured for
each EtherNet/IP port.)

* No filtering is applied to the

sending process of the
EtherNet/IP port.
e Stateful inspection is supported.

Number of Packet Filter tables

32

Settings for Packet Filter tables

¢ Source IP Address/Mask

* Destination IP Address/Mask

* Protocol (tcp, udp, igmp, icmp)
If tcp or udp is selected for Proto-
col, specify the source port and
destination port.

Range specification can be set for
the IP address and TCP/UDP ports.

8-4-3  Packet Filter Settings

For details on Packet Filter settings, refer to Packet Filter on page 7-8.

@ Additional Information

» For set values of Destination Port for each communication, refer to 8-4-4 Settings for Devi-

ces That Access the Controller on page 8-18.
» Refer to Case Where Packet Filter Is Used in the NJ/NX-series CPU Unit Built-in EtherNet/IP
Port User’s Manual (Cat. No. W506) for set values for each case of using the Packet Filter.

NX-series EtherNet/IP Unit User's Manual (W627)
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8-4-4  Settings for Devices That Access the Controller

This section shows the set values of Packet Filter for each device that accesses the Controller.

I Settings for Connecting Sysmac Studio

The following table shows the setting values for the destination port of Packet Filter when the Sysmac
Studio is connected.

Destination port settings
Connection Destination Port Destination Port Destination Destination
type™! Protocol | Specification Meth- | Range Specifica- Port Port
od tion Start Number End Number
Ethernet connec- | tcp Port specification No check. 443 -—-
tion via a hub

*1. Select Controller - Communications Setup — Connection type on the Sysmac Studio to make this set-
ting.

Settings for Connecting Support Software Other Than Sysmac Stu-
dio

The settings for connecting the Support Software other than Sysmac Studio are as follows.

Destination port settings
. Destination Destination Destination | Destination
Support Connection
Port Port Port Port
Software type Protocol
Specification | Range Speci- | Start Num- End Num-
Method fication ber ber

Network Ethernet I/F tcpSettings for Port specifica- | No check. 44818 -
Configura- Connecting Sup- | tion
tor for port Software
EtherNet/I Other Than Sys-
P mac Studio on

page 8-18

udp’" Port specifica- | No check. 44818 -—

tion

icmpSettings for | --- - - -

Connecting Sup-

port Software

Other Than Sys-

mac Studio on

page 8-18
Sysmac Ethernet Same settings as for Sysmac Studio. Refer to Settings for Connecting Sysmac
Conrtoller | connection Studio on page 8-18 for settings for the Sysmac Studio.
Log Up- via a hub Allow tcp: 443 for the destination port.
load Tool

*1.  When filtering by IP address is used, allow the following IP addresses.
Source IP address: Computer’s IP address, Destination IP address: Local broadcast to the computer’s net-
work (When the computer’s IP address is 192.168.250.100/24, allow 192.168.250.255.)
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I Settings for Connecting a Programmable Terminal

The settings for connecting Programmable Terminals are as follows.

Destination port settings

Programmable Destination Port Destination Port L Destination
. e . i Destination Port
Terminal Protocol | Specification Meth- | Range Specifica- Port
i Start Number
od tion End Number
NA-series tcp Port specification No check. 80 or 443"1 -

*1.

For NA Runtime version 1.161 and NAS system program version 10.0.0 or higher, set the destination port

start number to 443.

I Settings for Each Communications Protocol

The settings for each communications protocol are as follows.

Destination port settings

Communications Destination Port Destination Port Destination Destination
protocol Protocol | Specification Meth- | Range Specifica- Port Port
od tion Start Number | End Number
BOOTP client udp Port specification No check. 68 -
SNMP agent udp Port specification Checked. 161*1 1621
*1.  If the port number has been changed, the new port number must be set.
I Settings for Using EtherNet/IP Communications
Make the following settings to use EtherNet/IP communications.
Destination port settings
. Destinati
. Communi- Destination estination Destina- | Destina-
Communica- . o Port , .
: cations Condition Port tion Port | tion Port
tions Protocol e e Range
protocol Specification Soamiron Start End
Method P i Number Number
tion
CIP messages | UCMM Server tcp Port specifica- | No check. 44818 -—-
tion
icmp” - -
Class3 Server tcp Port specifica- | No check. 44818 -
tion
icmp™ - -
Tag data links Class1 Originator | jgmp™2 --- - - ---
Target tcp Port specifica- | No check. 44818 -
tion
icmp™ - -
CIP Safety Class0 Originator | jgmp*2 -— -—
communica- Target tcp Port specifica- | No check. 44818 ---
tions ti
ion
*1.  Select this if CX-Compolet/SYSMAC Gateway is a client.
*2.  Select this for Multicast.
8-19
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*3. Select this when SYSMAC Gateway is the originator.
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8-5 IP Routing via NX-series EtherNet/IP
Unit

The NX-series EtherNet/IP Unit supports IP routing. This function provides the following three types of
IP routing between the NX502 CPU Unit and external devices and between multiple external devices
routing through the NX-series EtherNet/IP Unit.

» The CPU Unit used as a client accesses the external device, which is the server, via the EtherNet/IP
port on the NX-series EtherNet/IP Unit. In this case, IP routing is performed between the CPU Unit
and the NX-series EtherNet/IP Unit.

» The external device used as a client accesses the server function in the CPU Unit via the
EtherNet/IP port on the NX-series EtherNet/IP Unit. In this case, IP routing is performed between
the NX-series EtherNet/IP Unit and the CPU Unit.

» The CPU Unit or an NX-series EtherNet/IP Unit plays roles of a relay device, and the EtherNet/IP
port built-in the CPU Unit and the EtherNet/IP port on the NX-series EtherNet/IP Unit perform IP
routing. Or, IP routing is performed between EtherNet/IP ports on multiple NX-series EtherNet/IP
Units.

When you use these types of IP routing, you must select the Use Option for IP Forward. Select

EtherNet/IP Port Settings - TCP/IP Settings - Port Forward for this setting on the Sysmac Studio.

Also, IP addresses must be set so that each Unit does not have the same network address.

8-5-1 IP Routing with CPU Unit as Client

When a CPU Unit used as a client accesses an external device, which is a server, with special instruc-
tions such as FTP client instructions or socket communications instructions, the access can be made
through the EtherNet/IP port on the NX-series EtherNet/IP Unit instead of the built-in EtherNet/IP port
on the CPU Unit.

The IP packets are transferred from the CPU Unit to the EtherNet/IP port on the NX-series EtherNet/IP
Unit by specifying the IP address of the external device, which is the server, with each special instruc-
tion. Also, the response IP packets that the NX-series EtherNet/IP Unit received from the external de-
vice are transferred to the CPU Unit.

The applicable FTP communications mode depends on the connection configuration of the communi-
cations network.

Hnun difaNJaylg sales-XN elA Buinoy di 6-8

Applicable FTP

Case Network connection configuration communica-
tions mode
Case 1 | When accessing to the FTP server from the EtherNet/IP port on the NX-series Passive Mode

EtherNet/IP Unit that is connected to a CPU Unit, passing through the Ethernet port
on the PC and then the built-in EtherNet/IP port on another CPU Unit

Case 2 | When accessing from the built-in EtherNet/IP port on a CPU Unit to the FTP server | Active Mode
on another CPU Unit passing through the EtherNet/IP port on the NX-series Ether-
Net/IP Unit that is connected to the latter CPU Unit

JusIID se Hun NdD ynm Bunnoy di 1-G-8
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I Case 1

As shown in the following figure, the FTP servers are accessed from the EtherNet/IP port on the NX-
series EtherNet/IP Unit that is connected to the CPU Unit via the Ethernet port on the computer, then
via the built-in EtherNet/IP port on the other CPU Unit in order.

NX-series EtherNet/IP Unit

/N all

Unit No. 4 Unit No. 3 Unit No. 2 Unit No. 1 CPU Unit
192.168.250.1
IP Forward: Use Port 1
FTP client
instructions
Port 2
192.168.251.1
Port1 [ [port 2 [Port 1 [—Port 2 [ Port 1 [Port 2 [ Port 1 —portof LI Forward: Use
|192.168.40.1 | [192.168.41.1 ]192.168.50.1 | [192.168.51.1 |[192.168.60.1 | [192.168.61.1 J192.168.70.1 | [192.168.71.1 |
Hub
| Hub Hub
192.168.40.200 ‘ |—|192'168'41'200
- il
2 PC1 a3 NJ/NX-series CPU Unit
FTP server FTP server

When the CPU Unit executes the FTP client instruction specifying PC1 with IP address
192.168.40.200, an IP packet is transferred to PC1, which is the FTP server, via the EtherNet/IP port 1
on the NX-series EtherNet/IP Unit with unit number 4 in the same network segment.

You need to set the FTP communications mode to Passive Mode for this configuration. Active Mode is
not applicable. The details of the settings are as follows.

FTP communications .
Setting
mode
Active Mode Not applicable.
Passive Mode e Set IP Forward in Port Forward to Use for both the CPU Unit and the NX-ser-
ies EtherNet/IP Unit.
* Execute the FTP client instruction in Passive Mode.
I Case 2

As shown in the following figure, the FTP server on the other CPU Unit is accessed from the built-in
EtherNet/IP port on the CPU Unit via the EtherNet/IP port on the NX-series EtherNet/IP Unit that is
connected to the other CPU Unit.
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NX502 CPU Unit

192.168.250.1

Port 1
FTP client
instructions

Port 2
|192.168.251.1 I

IP Forward: Use

92.168.41.200

NX502 CPU Unit

e
T

192.168.250.20 i ]

FTP server

/
NX-series EtherNet/IP Unit

When the CPU Unit executes the FTP client instruction specifying the NX5 CPU Unit with IP address
192.168.41.200, an IP packet is transferred to the NX5 CPU Unit, which is the FTP server, via the
EtherNet/IP port 1 on the NX-series EtherNet/IP Unit in the same network segment.

You need to set the FTP communications mode to Active Mode for this configuration. Passive Mode is
not applicable. The details of the settings are as follows.

(=]
&
T
Pl
o
s
=
«
<.
FTP communica- o
Settin Z
tions mode ng 3’<
Active Mode * Set IP Forward in Port Forward to Use for both CPU Units and the NX-series %-
EtherNet/IP Unit on the remote node. ,‘.",.,
* Execute the FTP client instruction in Active Mode. a
* Set TCP/UDP Port Transfer of the remote node NX-series EtherNet/IP Unit as follows. z
Port: Port1 =
Protocol: TCP S
Port Number: 20 -
Passive Mode Not applicable.
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M Precautions for Correct Use

As in the following figure, if the connection was configured so that packets are transferred via the
EtherNet/IP port on the NX-series EtherNet/IP Unit on both the FTP client and FTP server sides,

the FTP communications cannot be performed in either of Active Mode or Passive Mode.
NX-series EtherNet/IP Unit

Unit No. 3 Unit No. 2 Unit No. 1 CPU Unit
|%2.168A250.1
Port 1
FTP client
instructions
Port 2
[192.168.251.1
Port 17 [Port 2 [ Port 1 [{Port 2 [ Port 1 —Port 2 [P Forward: Use]
|192.168.50.1 | [192.168.51.1 |[192.168.60.1 | [192.168.61.1 J192.168.70.1 | [192.168.71.1 | Hub

192.168.41.200

NX502 CPU Unit

192.168.40.200

/
NX-series EtherNet/IP Unit

FTP server

8-5-2  IP Routing with External Device as Client

In IP routing where the external device is a client, an access from an external device such as a com-
puter is made to the server of the CPU Unit through the EtherNet/IP port on the NX-series EtherNet/IP
Unit. In this case, when the TCP or UDP port that is used with TCP/IP communications is specified,
TCP or UDP frames received by the NX-series EtherNet/IP Unit are transferred to the CPU Unit. The
TCP and UDP ports to be used must be specified for each EtherNet/IP port on the NX-series Ether-
Net/IP Units. The external device that is the client must specify the IP address of the EtherNet/IP port
on the NX-series EtherNet/IP Unit to pass through.

To specify the TCP and UDP ports, select EtherNet/IP Port Settings - TCP/IP Settings - TCP/UDP
Port Transfer on the Sysmac Studio.

If the Do not use Option for IP Forward is selected under EtherNet/IP Port Settings - TCP/IP
Settings - Port Forward on the Sysmac Studio, the port forward is not performed. The frame received
by the NX-series EtherNet/IP Unit is discarded.

To perform FTP communications with the CPU Unit using TCP/UDP Port Transfer, use FTP communi-
cations in Active Mode. Passive Mode is not applicable.

The setting items differ depending on the connection configuration of the communication network.

Case Network connection configuration

Case 1 | The EtherNet/IP port of the NX-series EtherNet/IP Unit is connected to the same network as external
devices such as PCs.

Case 2 | The EtherNet/IP port of the NX-series EtherNet/IP Unit and external devices such as PCs are connect-
ed to different networks via an IP router.
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I Case 1

In the configuration below, a PC and the EtherNet/IP port 1 of the unit number 4 NX-series EtherNet/IP
Unit is connected to the same network via a hub.

This configuration shows the case where the PC used as a client specifies 192.168.40.1, which is the
IP address of the EtherNet/IP port 1 of the unit number 4 NX-series EtherNet/IP Unit. The frame re-
ceived by the NX-series EtherNet/IP Unit is transferred to the CPU Unit.

NX-series EtherNet/IP Unit

N\

The following settings are required for this configuration.
» Set IP Forward under Port Forward to Use for both the CPU Unit and the NX-series EtherNet/IP
Unit.
» Set TCP/UDP Port Transfer of the unit number 4 NX-series EtherNet/IP Unit as follows.
Port: Port 1
Protocol: TCP
Port number: 40000

Unit No. 4 Unit No. 3 Unit No. 2 Unit No. 1 CPU Unit
IP Forward: Use Port 1 |192.168.250.1|
Server: TCP 40000
Port 2 [192.168.251.1]
b
(3]
Port 1 Port Port 1 ort 2 Port 1 Port 2 Port 1 ort 2 LIP Forward: Use o
ot 1] [Portq [P i 1 1 M i 2
[192.168.40.1 | [192.168.41.1 192.168.30.1 | |192.168.31.1 |[192.168.20.1 | [192.168.21.1 [192.168.10.1 | [192.168.11.1 | e
s
=
«
<.
[Hub 2
4
x
192.168.40.100 ]
(1]
=
[ ] 2
(7]
£ pC E
Client °
=
(]
=
o
c
3.
=

I Case 2

In the configuration below, a PC and the EtherNet/IP port 1 of the unit number 4 NX-series EtherNet/IP
Unit is connected to different networks via an IP router.

This configuration shows the case where the PC used as a client specifies 192.168.40.1, which is the
IP address of the EtherNet/IP port 1 of the unit number 4 NX-series EtherNet/IP Unit. The frame re-
ceived by the NX-series EtherNet/IP Unit is transferred to the CPU Unit.

In this case, in order to return a response from the CPU Unit, it is necessary to set an IP router table
for the CPU Unit. Specify the IP address of the internal communication port as the gateway address in
the IP router table. For IP address settings for internal communication ports, refer to /P Address -
Internal Network (NX502 CPU Unit) in the NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s
Manual (Cat. No. W506).
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NX-series EtherNet/IP Unit

_— N\

Unit No. 4 Unit No. 3 Unit No. 2 Unit No. 1 CPU Unit

IP Forward: Use Port 1 |192.168.250.1 |

/
Internal Port Server: TCP 40000

192.168.254.100

Internal Port Port 2 |192.168A25‘I.1|
192.168.254.4
/
Port1’—‘[|] —Port 2| Port 1 —Port 2 [ Port1 —Port 2 [ Port 1 —port2| |IP Forward: Use
[192.168.40.1 ] [192.168.41.1 J192.168.30.1 | [192.168.31.1 |[192.16820.1 | [192.168.21.1 [192.168.10.1 | [192168.11.1 |

192.168.40.100

Client

|_Prouter

192.168.140.100

192.168.140.1

PC

The following settings are required for this configuration.
» Set IP Forward under Port Forward to Use for both the CPU Unit and the NX-series EtherNet/IP
Unit.
» Set TCP/UDP Port Transfer of the unit number 4 NX-series EtherNet/IP Unit as follows.
Port: Port 1
Protocol: TCP
Port number: 40000
» Set the IP Router Table of the unit number 4 NX-series EtherNet/IP Unit as follows.
Destination IP address: 192.168.140.0
Destination mask IP address: 255.255.255.0
Gateway address: 192.168.40.100
» Set the IP Router Table of the CPU Unit as follows.
Destination IP address: 192.168.140.0
Destination mask IP address: 255.255.255.0
Gateway address: 192.168.254.4

8-5-3  IP Routing Between CPU Unit and NX-series EtherNet/IP Unit or

8-26

Between Multiple NX-series EtherNet/IP Units

IP routing can be performed between the EtherNet/IP port built-in the CPU Unit and an EtherNet/IP
port on the NX-series EtherNet/IP Unit, or between Ethernet/IP ports on multiple NX-series
EtherNet/IP Units.

If the network addresses of the Units are duplicated, the IP router table settings are required. If there
are no duplicates, no IP router table settings are required.

The following figure shows communications between PC2 and PC3 and between PC3 and PC4.

In this case, PC2 needs to make route settings to PC3 192.168.11.100. Similarly, PC3 needs to make
route settings to PC2 192.168.20.100 and PC4 192.168.251.100, and PC4 needs to make route set-
tings to PC3 192.168.11.100.
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NX-series EtherNet/IP Unit

Hub
Unit No. 4 Unit No. 3 Unit No. 2 Unit No. 1 CPU Unit
Port 1 |192.168.250.‘I I
IP Forward: Use
IP Forward: Use IP Forward: Use
Por12|192.168.251.1 I
FTP server
Port 1 Port Port 1 Port 2 Port 1 Port 2 Port 1 Port 2 .
’—‘ M 2| - — 7 M - 3 |IP Forward: Usel —
|192.168.40.1 | [192.168.41.1 ]192.168.30.1 | [192.168.31.1 |[192.168.20.1f] [192.168.21.1 J192.168.10.1 | ff192.168.11.1]]

[Fuo_ ] o] | [ ]

y y y Wi PC4
192.168.40.100 192.168.20.100 192.168.11.100
£ pCA PC2 PC3
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9-1 Introduction to Tag Data Links

9-1

-1  Tag Data Links

Tag data links enable cyclic tag data exchanges on an EtherNet/IP network between Controllers or be-
tween Controllers and other devices. Variables are assigned to tags. (You can also assign 1/0 memory
addresses to tags.)

The settings for tag data links are made with the Network Configurator. Refer to 9-2 Setting Tag Data
Links on page 9-17 for information on how to make the settings.

@ Additional Information

You can also use the Sysmac Studio to set the tag data links.
Refer to A-3 Use the Sysmac Studio to Set the Tag Data Links (EtherNet/IP Connections) on
page A-6 for details on setting the tag data links on the Sysmac Studio.

With a tag data link, one node requests the connection of a communications line to exchange data
with another node.

The node that requests the connection is called the originator, and the node that receives the request
is called the target.

NX502 CPU Unit CJ-series
+ NX-series EtherNet/IP Unit EtherNet/IP Unit  CJ-series CPU Unit
Input Output
Connection
Tag set name: AB Tag set name: OUT1
VO refreshing ([~Varna ] g[S [0S | « Var-Outt(DMO)
[Varinb | l&————[*Varinb u utpu « Var-Out2 < N \Var-Out2(DM100!
Qarinb ] -V:;_I:_c . I Varouts /0 refreshing | : .
: )J Var-Out3(DM200)
L Target 3
Output Input DM00200
Connection
Tag set name: XYZ Tag set name: IN1 b WR300
ar_Out_e 1/O refreshint
\J/O refreshing (IBZTEEN « DM00200 9 DM20100
S R ouw e | [ mono: S| 1
« Var_out_f : + DM20100
______ : Controller status
Controller status \\:I'?r_gfzt__/ I
,J—‘ EtherNet/IP ,J—‘
L L

For communications between Controllers, the connection information is set in the EtherNet/IP port of
the Controller that receives (consumes) the data (i.e., the originator).

@ Additional Information

For communications between a Controller and an I/O device, the connection information is set
in the EtherNet/IP port that is the originator. If an I/O device is used, the Network Configurator
must have an EDS file installed that includes connection information for the I/O device. Refer to
A-4 EDS File Management on page A-44 for the installation procedure.
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The output words and input words for each node for which data is exchanged must be set in the con-
nection information. These words are called an output tag set and an input tag set, respectively. Each
tag set must contain at least one tag.

The size of data for data exchange is the total size of tags included in the tag set. The size of the out-
put tag set and the size of the input tag set must match.

m Precautions for Correct Use

» Select the Use Option for the CIP message server of the EtherNet/IP port. If the Do not use
Option for the CIP message server is selected, tag data links cannot be performed. For the
details on the settings, refer to CIP Message Server on page 7-16.

« If the Use Option is selected for Packet Filter of the EtherNet/IP port, make sure to permit
packets to be used for tag data links. If they are not permitted, tag data links are not possible.
For the details on the settings, refer to Packet Filter on page 7-8.

» For details on the communications performance of tag data links, refer to 712-3 Tag Data Link
I/O Response Time on page 12-23.

9-1-2 Data Link Data Areas

I Tags

A tag is a unit that is used to exchange data with tag data links.
Data is exchanged between the local network variables and remote network variables specified in the
tags or between specified I/0O memory areas.

M Precautions for Correct Use

To maintain concurrency in the values of network variables that are assigned to tags, you must
set refreshing tasks.
Refer to 9-1-7 Concurrency of Tag Data Link Data on page 9-12 for details.

syur ejeq Be| 0} uoonponu| -6

I Tag Sets

When a data link connection is established, one or more tags (up to eight tags including Controller sta-
tus) are configured as a collective set of tags for the connection. This is called a tag set. Each tag set
represents a unit of data for one tag data link connection.

Tag data links are therefore created through a connection between one tag set and another tag set. A

tag set name must be set for each tag set.
Note A connection is used to exchange data as a unit within which data concurrency is maintained.
Thus, data concurrency is maintained for all the data exchanged for one or more tags in one tag set.

sealy ejeq Hul ejed ¢-1-6

m Precautions for Correct Use

Data with tags is exchanged in the order that the tags are registered in the tag set. Register the
tags in the same order of the input and output tag sets.

® Example
In the following example, input tags "a" to "g" at the originator are a tag set named SP7_IN and
output tags "I" and "ii" are a tag set named SP71_OUT. A connection is set between these two tag
sets.
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Originator device

Controller Status

Tag a

Tag b

Tag ¢

Connection Information

- Target IP address: N

- Originator tag set SP1_IN
- Target tag set: SP1_OUT
- Packet interval (RPI)

Tag set (input)
Tag set name: SP1_IN

|

Target device

Tag set name: SP1_OUT

IP address: N

Tag set (output)

v
Connection
<0
U
EtherNet/IP

|

Controller Status

Tag i

Tag ii

There are input (consume) and output (produce) tag sets. Each tag set can contain either input
tags or output tags. The same input tag cannot be included in more than one input tag set.

Number of Tags in Tag Sets

You can set one or more tags for each of the input and output tag sets for one connection.
For example, you can set the input tag set with one tag, and the output tag set with more than one

tag.

» Tag Set with Only One Tag Each
With basic Network Configurator procedures, each tag set contains only one tag.
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CPU Unit + EtherNet/IP Unit CJ-series CPU Unit
1/0 memory

Tag set SP1_IN Tag set SP1_OUT
(tag @) (tag c)

Connection

emes (] ) SRR

Individual tags

Tag set SP2_OUT Tag set SP2_IN

(tag b) (tag d|
Connection

vaior || e s

EtherNet/IP

» Tag Sets Each with Multiple Tags
As shown below, multiple tags can be grouped. You can assign up to eight tags (up to 722 words
in total) in one tag set.

CPU Unit + EtherNet/IP Unit CJ-series CPU Unit

1/0 memory
Tag set SP1_IN

(group of tags a, b, and c) Tag set SP1_OUT

Variable a Variable f x

Connection

0 Y

Variable b < V) ] \/\ Variable gy

syur ejeq Be| 0} uoonponu| -6

Variable ¢ Variable h <+—— Individual tags

Tag set SP2_OUT

(group of tags d and e) Tag set SPZ_IN

1LY

®

N

. ]

Variable d Connection Wenesn D
Q

f\ S —

VI ] J 3

Variable e Variable j o
Q

o

>

[¢]

Q

/2]

EtherNet/IP

Note To enable a connection, each tag set must include only one of ether input tags or output tags. (Both in-
put and output tags cannot be included in one tag set.)
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9-1-3

9-6

Tag Data Link Functions and Specifications

The tag data link and performance specifications of the NX-series EtherNet/IP Unit are given below.

Specification

Item

NX-EIP201

Communications type

Standard EtherNet/IP implicit communications (connection-type cyclic
communications)

Setting method

After you have set tags, tag sets, and connections with the Network Con-
figurator, you must download tag data link parameters to all devices on
the EtherNet/IP network. After the parameters are downloaded, the
EtherNet/IP Units are restarted to start the tag data links.

You can export network variables that you created on the Sysmac Studio
to a CSV file.

You can then import the file to the Network Configurator and assign the
network variables to the tags.

Tags'! | Supported variable types | you can specify the following network variables as tags. 2, "3
* Global variables
Maximum number of 722 words (1,444 bytes)
words per tag
Maximum number of tags | 1,024
(total of 2,048 with two ports)
Tag sets | Maximum number of tags | 64 (63 when Controller status is included)
per tag set
Maximum number of 722 words (1,444 bytes)
words per tag set
Maximum number of tag | 256 (total of 512 with two ports)
sets
Connection Maximum number of connections per Unit: 512 (256 per port)

Connection type

Each connection can be set for 1-to-1 (unicast) or 1-to-N (multicast)
communications.

Packet interval (RP1)™

1.0 to 10,000 ms in 1.0-ms increments
The packet interval can be set separately for each connection.

Allowed communications bandwidth
per Unit (pps)

40,000 pps™> 6
Note: The heartbeat and the CIP Safety routing are included.

*1. When you specify a specific I/O memory address for a tag, create a variable with an AT specification for the
1/0 memory address on the Sysmac Studio, and then specify the variable with the AT specification for the
tag. You need to set memory used for CJ-series Unit to use the I/O memory address.

For details on memory settings used for CJ-series Unit, refer to the NJ/NX-series CPU Unit Software User’s
Manual (Cat. No. W501).

*2. You can import network variables created in the Sysmac Studio to the Network Configurator as tags.

If variables for which Network publish attribute is set on the Sysmac Studio contain I/O memory addresses,
such as "0000" and "H0000", they are not exported to CSV files.

*3. The following table lists variables that you can specify as tags.

Data types Example Specification
Variables with basic data types aaa Supported
Enumerated variables bbb Supported
Array variables Arrays cce Supported
Elements ccel2] Supported
Structure variables Structures ddd Supported
Members ddd.xxx Supported
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Data types Example Specification
Union variables Unions eee Supported
Members eee.yyy Supported

*4. The approximate I/O response time of the tag data link is determined by the relationship between the packet
interval and the number of connections. Refer to 12-3 Tag Data Link I/O Response Time on page 12-23 for
details.

*5.  If the two EtherNet/IP ports are used simultaneously, the maximum communications data size means the
maximum data size of the total of the two ports.

*6.  When the Unit is performing tag data link communications where the allowable communications bandwidth
per Unit is close to or greater than 30,000 pps, the following functions may not be used properly. In that
case, use the built-in EtherNet/IP port on the CPU Unit or an EtherNet/IP port of a different NX-series Ether-
Net/IP Unit.

* Connecting the Sysmac Studio online from the EtherNet/IP port of the NX-series EtherNet/IP Unit

* Connecting the Network Configurator online from the EtherNet/IP port of the NX-series EtherNet/IP Unit

* Connecting the NA-series Programmable Terminal online from the EtherNet/IP port of the NX-series
EtherNet/IP Unit

* Port forward via the NX-series EtherNet/IP Unit

* CIP message communications

* SNMP function

These functions of the NX-series EtherNet/IP Unit can be used via X Bus from the built-in EtherNet/IP port

on the CPU Unit or an EtherNet/IP port of a different NX-series EtherNet/IP Unit.

9-1-4  Overview of Operation

In this manual, the connection information that is set is called tag data link parameters.
This section describes how to set tag data links with the Sysmac Studio and the Network Configurator.

I Setting Network Variables (Sysmac Studio)

First, create any variables that you want to use for tag data links as network variables on the Sysmac
Studio.

syur ejeq Be| 0} uoonponu| -6

1 Set the Network Publish attribute to Input or Output in the Global Variable Table for variables
you want to use for tag data links (i.e., as tags).

2 To maintain concurrency in tag data within a tag set, set all tags (i.e., variables with a Network
Publish attribute) within the same tag set as follows:
Set a refreshing task for variables with a Network Publish attribute to maintain concurrency for
tag data link data as described below.
* Maintain concurrency in the tag data in a tag set.
» The timing of updating network variables that are assigned to tags is synchronized with the

execution period of a program that accesses the network variables.

Refer to 9-1-7 Concurrency of Tag Data Link Data on page 9-12 for details on the concurren-
cy of tag data link data.
In addition to ensuring concurrency, set the tasks in which to perform 1/O refreshing to reduce
the effect of 1/0O refresh time on the task execution time. Refer to I/O Refreshing of X Bus
Function Module in the NJ/NX-series CPU Unit Software User’s Manual (Cat. No. W501) for
details on the settings.

uonesadQ JO MBIABAQ p-1-6
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9-8

@ Precautions for Correct Use

« If a variable with an AT specification is used as a tag, you do not need to set a refreshing
task.

It is refreshed in the primary periodic task.

* You cannot use the following notation, which specifies an I/O memory address, in the variable
name of any variable used in a tag data link.

a) Variable names that contain only single-byte numerals (Example: 001)
b) Variable names with the following single-byte letters (uppercase or lowercase) followed by
single-byte numerals
1) H (Example: H30)
2) W (Example: w30)
3) D (Example: D100)
4) EO_toE18_

» When the server function of CIP message communications is disabled, the tag data links can-
not be used. Enable the server function of CIP message communications. Refer to CIP Mes-
sage Server on page 7-16 for details on setting CIP message server.

* NX-series EtherNet/IP Unit with unit version 1.00 performs 1/O refreshing in synchronization
with the task of the CPU Unit. If the event I/O Refreshing Timeout Error (65900000 hex) oc-
curs, it means that the processing load in the NX-series EtherNet/IP Unit is high and 1/O re-
freshing synchronized with the task cycle cannot be executed. In that case, take measures
such as setting tasks in which to perform 1/O refreshing for tag sets to use exclusive control of
variables in tasks. Refer to I/O Refreshing of X Bus Function Module in the NJ/NX-series
CPU Unit Software User’s Manual (Cat. No. W501) for details on the settings. For more infor-
mation about the event I/O Refreshing Timeout Error (65900000 hex), refer to the NJ/NX-
series Troubleshooting Manual (Cat. No. W503).

Setting and Downloading Tag Data Link Parameters (Network Con-
figurator or Sysmac Studio)

The following tag data link parameters (e.g., connection information) are created with the Network
Configurator or the Sysmac Studio, and then the parameters are downloaded to all originator devices
on the EtherNet/IP network.

When the tag data links are used on EtherNet/IP ports, use the Network Configurator to make the fol-
lowing settings.

1 Creating the Configuration Information
Register EtherNet/IP ports and EtherNet/IP Units to create connections that define the tag data
links. For details, refer to 9-2-3 Registering Devices on page 9-19.

2 Setting Tags
Create CPU Unit variables for input (consume) tags and output (produce) tags.
You can import and export network variables that are created on the Sysmac Studio to CSV
files. This allows you to register them as tags on the Network Configurator.
Output (produce) tags can be defined to clear output data to 0 or to hold the output data from
before the error when a fatal error occurs in the CPU Unit.

3 Setting Tag Sets
Create output tag sets and input tag sets and assign tags to them. (You can create up to eight
I/O tag sets.) You can specify the Controller status that indicates the CPU Unit's operating sta-
tus (operating information and error information) in a tag set.
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4 Setting connections
Link the output tag sets for the target device and the input tag sets for the originator device as
connections.

® Connection Setting Parameters
The connection settings in step 4 above have the following setting parameters.

» Setting the Requested Packet Interval (RPI)
The RPI (Requested Packet Interval) is the 1/0 data refresh cycle on the Ethernet line when tag
data links are established. With EtherNet/IP, data is exchanged on the communications line at
the RPI that is set for each connection, regardless of the number of nodes.
With the EtherNet/IP port, you can set RPI for each connection.

» Setting Multi-cast or Unicast Communications
You can select a multicast connection or unicast (point-to-point) connection as the connection
type in the tag data link connection settings.
With a multicast connection, you can send an output tag set in one packet to multiple nodes and
make allocations to the input tag sets.
A unicast connection separately sends one output tag set to each node, and so it sends the
same number of packets as the number of input tag sets.
Therefore, multicast connections can decrease the communications load if one output tag set is
sent to multiple nodes.
To use a multicast connection and send an output tag set in one packet to multiple nodes, the
following settings for the receiving node must be the same as the settings of the sending node:
the connection type (multicast), the connection 1/O type, packet internal (RPI), and timeout value.

M Precautions for Correct Use

» The performance of communications devices is limited to some extent by the limitations of
each product's specifications. Consequently, there are limits to the packet interval (RPI) set-
tings.

Refer to 12-2 Adjusting the Communications Load on page 12-7Checking the Device Band-
width Usage on page A-26 and set an appropriate packet interval (RPI).

« If multicast connections are used, however, use an Ethernet switch that has multicast filtering,
unless packets are received by all nodes in the network.

If an Ethernet switch without multicast filtering is used, multicast packets are broadcast to the
entire network, and so the packets are sent to nodes that do not require them, which will
cause the communications load on those nodes to increase.

+ If you use data tag links with multicast traffic at a baud rate over 100 Mbps, use an Ethernet
switch that supports a baud rate of 1000 Mbps.

If there is an Ethernet device on the same network that communicates at 100 Mbps or less,
the device may affect tag data link communications and cause tag data links to be broken,
even if the device is not related to tag data link communications.
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@ Additional Information

» To calculate the number of connections of each connection type, refer to 12-1-2 Calculating
the Number of Connections on page 12-5.

+ If the maximum number of connections is exceeded, you must review the number of connec-
tions for the built-in EtherNet/IP port, or the number of nodes. Also consider adding NX-series
EtherNet/IP Units.
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9-1-5  Starting and Stopping Tag Data Links

Tag data links are automatically started when the data link parameters are downloaded from the Net-
work Configurator and the power supply to the CPU Unit is turned ON.

Thereafter, you can start and stop tag data links for the entire network or individual devices from the
Network Configurator. Starting and stopping tag data links for individual devices must be performed for
the originator.

Furthermore, you can execute instructions from the user program to start and stop the entire network.
Refer to 9-2-12 Starting and Stopping Tag Data Links on page 9-64 for details.

9-1-6 Controller Status

You can include the Controller status as a member of a tag set in the data sent and received.

The Controller status is a set of flags that indicate the operating status of the CPU Unit (operating in-
formation, error information, Controller error level).

If the Controller status is specified as an output (produce) tag, the Controller status is added to the
start of the tag set in the following format.

(Select the Include Option for Controller Status in the upper right of the Edit Tag Set Dialog Box.)

15 14 13 12 11 10 8 7 5 4 3 2 1 0
[ofolofofofofofol T [ Jofofol ]

Controller Operating Flag

Minor fault level
Controller error

Controller Error Flag

Partial fault level Controller error

Major fault level
Controller error

Note Of the flags in bits 5 to 7 that indicate the current error level, only the flag for the highest error level changes
to TRUE.
For example, if a minor fault level Controller error and a major fault level Controller error occur at the same
time, only the flag for the major fault level Controller error (bit 7) will change to TRUE and the flag for the
minor fault level Controller error (bit 5) will remain as FALSE.

To receive the Controller status, specify the Controller status for the In - Consume Tab Page in the
dialog box used to edit the receive tag set.

(Select the Include Option for Controller Status in the upper right of the Edit Tag Set Dialog Box.)
When a tag data link is started, the contents of the Controller status is stored in the device variables
that are given below.

» CIP Communications1 Target PLC Operating Mode: EIP_Comm1Status. TargetPLCModeSta[255]
* CIP Communications2 Target PLC Operating Mode: EIP_CommZ2Status. TargetPLCMode Sta[255]
* CIP Communications1 Target PLC Error Information: EIP_Comm1Status. TargetPLCErr[255]

* CIP Communications2 Target PLC Error Information: EIP_Comm2Status. TargetPLCErr[255]

Example: Using an NX-series EtherNet/IP Unit with unit number 1 to send the CIP Communications1
Target PLC Operating Mode of the Target Node with an IP Address of 192.168.250.2
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EIP_Comm1Status.TargetPLCModeSta[2]
(CIP Communications1 Target PLC Operating Mode)

0
Value of last byte = 2 1

l 2

Target node ID =#002

IP address = 192.168.250.2)

254
255

Controller status

NX-series EtherNet/IP Unit CJ-series CPU Unit
:.‘/ Controller status (when included)

l—
Controller Status
1/0 memory

Output tag set Input tag set
Variable a l l Variable f

Connection

. A \ :
Variable b U T\ Variable g
Variable ¢ Variable h

%.——— Target data link status

Controller status (when included)

Y

EtherNet/IP

@ Additional Information
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The target node ID may be duplicated depending on the IP address of the target node. In this
case, it is necessary to change the target node ID on the Network Configurator so that the
same address could not be used by more than one node.

For information on how to change the target node ID, refer to Step 4 under Registering Devices
in the Register Device List in Connection Settings in 9-2-5 Connection Settings on page 9-34.

When you use multiple connections to communicate with one specific node, the information of the
Controller status is stored in the following variables if the Controller status is specified in the input tags
and the output tags for all the connections.

SNJE}S J9]|0U0D 9-1-6
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Controller sta-
tus

Variable name

Description of operation

Controller Oper-
ating Flag

* EIP_Comm1Status. TargetPLCMo

deSta[255] (CIP Communica-
tions1 Target PLC Operating
Mode)

EIP_Comm2Status. TargetPLCMo
deSta[255] (CIP Communica-
tions2 Target PLC Operating
Mode)

This flag shows the operation information of the
Controller at the target node.

(When the EtherNet/IP Port Is the Originator of the
Connection)

The array element that corresponds to the target
node ID at the target is set to TRUE when all infor-
mation for all the connections to the relevant target
node shows operating status.

You can change the target node ID for the IP ad-
dress from the Network Configurator.

This status information is enabled when the Control-
ler status is included in the communications data for
both the originator and the target node.

This variable is updated when necessary.

Controller Error
Flag

EIP_Comm1Status. TargetPLCEr
255] (CIP Communications1 Tar-
get PLC Error Information)
EIP_Comm?2Status.TargetPLCErr
255] (CIP Communications2 Tar-
get PLC Error Information)

This variable shows the error status (logical OR of
fatal and non-fatal errors) of the target node Control-
lers.

(When the EtherNet/IP Port Is the Originator of the
Connection)

You can change the target node ID for the IP ad-
dress from the Network Configurator.

The Controller Error Flags are enabled when the
Controller status is included in the communications
data for both the originator and target node.

This variable is updated when necessary.

@ Additional Information

Even if you specify including the Controller status in output (produce) tags, you do not necessa-
rily need to include the Controller status in input (consume) tags.

If you do not include the Controller status in an input (consume) tag, the contents of the Control-
ler status are not updated in the Target PLC Operating Mode and Target PLC Error Information
variables, but they are sent in the input (consume) tag.

Therefore, you can use the Controller status data that was received in the input (consume) tag
as receive data.

9-1-7  Concurrency of Tag Data Link Data

To maintain the concurrency of data in a tag data link, you must set a refreshing task for each network

variable that is assigned to a tag.

» Maintain concurrency in tag data in a tag set.

» The timing of updating network variables that are assigned to tags is synchronized with the execu-
tion period of the program that accesses the network variables

@ Additional Information

A refreshing task maintains concurrency of the value of a global variable from all tasks that ac-
cess that global variable. This is achieved by specifying a single task that can write to that glob-
al variable and not allowing any other task to write to that global variable.

For details on refreshing tasks, refer to the NJ/NX-series CPU Unit Software User’s Manual
(Cat. No. W501).
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I Maintaining Concurrency in the Tag Data in a Tag Set

To maintain concurrency in the values of multiple tags in a tag set, the tags (variables with a Network

Publish attribute) must satisfy all of the following conditions.

a. The tags must be assigned to the same tag set (connection).

b. A refreshing task must be set for network variables assigned to the tags, and the refreshing task
must be the same for all the tags in the tag set.

» Setting Refreshing Tasks for Tags (Network Variables)
Concurrency of the tags in the tag set is maintained.

NJ/NX-series Controller NJ/NX-series Controller
Refreshing task Refreshing task
Value of variable r — Tagset — | r — Tagset — | Value of variable
\ \
. | : Connection ‘ :
Variable a m Variable d 10
o] | H | | ;
) [ - VA [ i The values of the
| ‘ | ‘ are refreshed at
o — — — \ o — — — \ ©
—
£
=
EtherNet/IP 2
g
=
=]
S
* Not Setting Refreshing Tasks for Tags (Network Variables) 5
. . o @
Concurrency of the tags in the tag set is not maintained. o
)
NJ/NX-series Controller NJ/NX-series Controller 5
a
Refreshing task Refreshing task
Value of variable — — Tagset —, — — Tagset — | | Value of variable
\ \ The ©
‘ . ‘ values of -
Variable a |[ 100]- [10] L Variablea | | A Connection \ ‘ } Variable d ‘ | ‘ 10 ‘ Refreshed. | tags in 2
: \ =: | the tag g
Variable b || 100|— Variable b | | Tag data links updated. —( Variable e ‘ \ 10 ‘ Refreshed. set are e
! | ! | not 3
\ \ refreshed 3
Variable ¢ | [ 100]-5[10] ! —,—1 Variable f ‘ ! ‘ 100 ‘Not refreshed.) at the S
- \ - — — \ same o
time. 8
g
EtherNet/IP )
C
>
=)
o
o)
)
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@ Precautions for Correct Use

For a tag set that contains variables assigned to the setting for exclusive control of variables in
tasks, whether or not processing is included in the 1/O refresh processing time of the primary
periodic task depends on the setting. Consider the effect on task execution time and configure
the settings for exclusive control of variables in tasks.

Synchronizing the Update Timing of Tags (Network Variables) with
the User Program Execution Period

To have the values of tags (network variables) updated to the latest tag data values each time the user

program that accesses those network variables is executed, set the refreshing task for the tags (net-

work variables) to the same type of the task as for the user program that accesses the tags (network

variables).

The difference between the operation of tags with a refreshing task that is the same as the user pro-

gram and tags without a refreshing task is described below.

» The tag with a refreshing task is refreshed each time the user program with the task that is set as
the refreshing task is executed.

» The tag (network variable) without a refreshing task is updated by the tag data link refresh service
for X Bus Units. It is not synchronized with the execution timing of the user program.

Note The description in this section is based on the specifications for the NX502 CPU Unit with unit version Ver.
1.66 or later, and the NX-series EtherNet/IP Unit with version Ver. 1.01 or later.
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(1) Execution timing of the program
(2) Refresh timing of network variables (tags) with the primary periodic task set as the refreshing task*
(3) Refresh timing of network variables (tags) that do not have the primary periodic task set as the refreshing task

(1 @ (1 @ (1 @ 1 @ (1 @)

Execution Primary period | | |

priority
High
Primary 10|UPG| oluPG 10{UPG| 10UPG} I0{UPG]
A periodic task

Execution interval of the communucations bridge servic
»
>

(]

Nl

Communications
bridge service
< ‘—\ Execution time
of the compnhunucations bridge service
2
Tag data link
service

Execution time of the tag data link service
Tag data is read

from the tag set.

Tag data link

refresh service
Execution time of the tag data link refresh

for X Bus Unitj
service for X Bus Units

(3)
Tag data link
variable
access service|

T Execution time of the tag data link variable
access service

| Task period
Profity-17 | | | o
periodic task UPG | Pausing :ﬂ

Low *: Refreshed during system common processing 2 in the task processing.
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I Required Processing Time to Maintain Concurrency

When you set a refreshing task for tags (network variables) to maintain the concurrency of data link
data, the processing time required for that specified task increases. Due to this increase in task proc-
essing time, tag data link data may not be refreshed at the packet interval (RPI) period set for each
connection.

Therefore, you need to adjust the packet interval (RPI) settings to match the period of the task speci-
fied as the refreshing task.

Refer to 12-3-4 Relationship between Packet Intervals (RPIs) and Task Periods on page 12-27 for de-
tails.

I Task Settings

The operation method for task settings is shown below.

eleq yuI ereq ey Jo Aouaunouo) /-1-6

1 Set the global variables for which to specify a refreshing task, and set the refreshing tasks and
accessing tasks in the Settings for Exclusive Control of Variables in Tasks in the Task
Settings on the Sysmac Studio.
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2 Set the variable access time for each refreshing task.
Refer to NJ/NX-series CPU Unit Software User’s Manual (Cat. No. W501) for details.
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9-2 Setting Tag Data Links

@ Additional Information

You can also use the Sysmac Studio to set the tag data links.
Refer to A-3 Use the Sysmac Studio to Set the Tag Data Links (EtherNet/IP Connections) on
page A-6 for details on setting the tag data links on the Sysmac Studio.

9-2-1  Starting the Network Configurator

I Procedure

Tag data links are set from the Network Configurator. Use the following procedure to start the Network
Configurator.

@ Using the Windows Start Menu
To start the Network Configurator, select OMRON — Sysmac Studio — Network Configurator for

EtherNetIP — Network Configurator.
When the Network Configurator starts, the following window is displayed.

& 'Untitled - Network Configurator -101 |
File Edit View Network Device EDSFie Tools Option Help
| D= (2R s e & h Xt
| xpE|adle=vex@a] @xamzas| o
* | O ethernvetip_1 | 7))
[ B Network Configurator - ®
=-E} EtherNet/IP Hardware =
=@ Vendor S
(=}, OMRON Corporation «Q
= (= DeviceType o
[l Communioations Adapter QO
- gy Generic Device = & «Q
o
Y]
-
(Y
c
=]
F3
(7]
~ Usage of Device Bandwidth
*
Message Code | Date | Deseription |
[Ready L:EtherNet/IP  T:Unknown |OMRO:TOOLBUS  [CJ2-CPUxx [115200 Bitls offdne [ [ [ M i

JojeInByuod 3IoMBaN au} BUILEIS L-Z-6

I Main window

The Main Window consists of a Hardware List and a Network Configuration Pane, as shown in the
following diagram.
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& untitled - Hetwork Configurator =loix]
Fle Edt View MNetwork Device ED§Fle Tools Option Help

|DedEEla @ ew 8l aax |
| Xp|cses|E| 2 25| OED% 86

x ) Ethernet/tp_1 |
[ B Netwark Configurator

=] EtherNet/IP Hardware
=-{8, Yendor =
=-(8, OMRON Corporation

TIGAZENT  1S2IEAZE02 1921602603
= ‘*'!E" '"S'ﬂ;?;”;mama' NEDABO0  CIMERZI  ClwEiP2!
) R a1 1 1 a
El Revz
Bl B EIRICI)
| cizera
Bl cimerz
2 Bl cswern
L[5 Revt
5] Revz

5] NJ501-1300
B MJ501-1400
B MI501-1500
5

=] SYSMAL Gateway
Fl 8% Generic Device
FZ Series
=8 DeviceType
o Communications Adapter
o Generic Device

~Usage of Device Banduidih

Message Cod [ Date [ Description |

= LEbeNeyP Tilrkonn [OMROTOOLEUS  [co2-coln (1152006 (O ofdne | | | N[

To manage two or more networks, you can select Network — Add. You can add a new Network Con-
figuration Pane.

Z untitled - Network Configurator [ ol x|

Fle Edit View Network Device EDSFie Tools QOpton Help

|DSE|as|& s lee| € & somx|F

| R Eas]s s bm=Ea ] as ] n]E]
* [ O 0 2

‘

(B8] Network Carfiguator
=8 EtherNet/IP Hardware
=@ Vendor
=[5, OMRON Corporation
& Communications Adapter
=[5 CiwEIP1
(5] Rev1 B a

o[Z] Rev2
) CIwEIPZ1(CI2)
[§) CleB-EIP21
E) ClemEIP21

=B CHWEIPZ
T8 Revi
~[F] Reva2

[§) NJsm1-1300
) MJs1-1400
-|g) NJ501-1500

To change the network name displayed in the Network Tab Page, select Network — Property. You can
change the network name as set in the Comment Field of the Network Property Dialog Box.

Network Property ll

Generic |

= Type : EtherNet/IP

OK I Cancel
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9-2-2 Tag Data Link Setting Procedure

This section describes the procedure to set tag data links (i.e., connection information).
For data links between Controllers, the connection information is set only in the originator, i.e., the
node that receives data.

1 Create the network configuration.

1. Register all the EtherNet/IP ports for which to create connections, in the EtherNet/IP Network
Configuration Pane. (Refer to 9-2-3 Registering Devices on page 9-19.)
Note If a system has already been installed, connect online to the EtherNet/IP network and up-
load the network configuration. (Refer to 9-2-10 Uploading Tag Data Link Parameters on
page 9-57)

2 Create the tag and tag set connections.

1. Create tags and tag sets for all the registered devices (EtherNet/IP ports). (Refer to 9-2-4 Creat-
ing Tags and Tag Sets on page 9-21.)

2. Create a connection for the originator device (i.e., the registered device that receives data as in-
put data). (Refer to 9-2-5 Connection Settings on page 9-34)

!
3 Download the tag data link parameters. (Refer to 9-2-9 Downloading Tag Data Link Parameters
on page 9-54)
|
4 Make sure that the tag data links are operating normally, by using the indicators for the Ether-

Net/IP port (refer to the NJ/NX-series Troubleshooting Manual (Cat. No. W503)) and the device
monitor function of the Network Configurator. (Refer to 74-6-1 The Network Configurator's De-
vice Monitor Function on page 14-47.)

!
5 Make sure that the output tag data is reflected in the input tags by checking the Watch Tab
Page on the Sysmac Studio.
Refer to the Sysmac Studio Version 1 Operation Manual (Cat. No. W504) for the procedure.

@ Additional Information

If the tag data links are performed with a device that do not have EDS files, use the Generic

Device to make the settings.
Refer to A-6 Tag Data Link Settings with Generic Devices on page A-51 for information on how
to make the settings with the Generic Device.

9-2-3  Registering Devices

Register all of the devices required in the equipment (such as EtherNet/IP Units performing tag data
links) in the network configuration.

1 Register the devices that will participate in the tag data links by dragging the devices from the
Hardware List and dropping them in the Network Configuration Pane on the right. (To drag and
drop an icon, click and hold the left mouse button over the icon, move the icon to the destina-
tion, and release the mouse button.)

You can also select a device in the Hardware List and press the Enter Key to register it. The
icon of the device is displayed in the Network Configuration Pane, as shown in the following

picture.
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* | () EtherNet/IF 1 |
@ Metmwork, Configurator

= @ EtherNet/IP Hardware
= “endor i

= COMROMN Corporation
=g Communications Adapter 132.165.2501

3 CJ1W-EIP? MJ501-1500

=| GJ1W-EIP21(G)2) & I

=| GJ1W-EIPZ1(ND

| CJ2E-EIF21

i CJZM-EIPZT
T CS1W-EIP2T Drag icons from the
hardware list. Select

N.J207-1100 device icons with the
same major CIP

revision (Rev ).
~

[>

lzage of Device Bandwidth

Dietail..

W

The device names and major CIP revisions (Rev [1) are displayed in the hardware list.
For the NJ/NX-series Controllers, device names of Units and major CIP revisions are as shown
in the following table.

. . CIP revisions
Device name in . )
i Unit version . L. Revision name in
Hardware List Major revision .
Hardware List
NX701 Unit version 1.10 or later 2 None
NX502-00000 Unit version 1.60 or later 2 None
NX102-0000 Unit version 1.30 or later 2 None
NX1P2 Unit version 1.13 or later 2 None
NJ501-CJ0O00 Unit version 1.00 to 1.02 1 Rev1
Unit version 1.03 or later 2 Rev2
NJ301-CJO00 Unit version 1.01 or 1.02 1 Rev1
Unit version 1.03 or later 2 Rev2
NJ101 Unit version 1.10 or later 2 None
NX-EIP201 Unit version 1.00 or later 2 None
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m Precautions for Correct Use

Make sure that you select the devices with the same device names and the same major CIP

revisions as the devices you use in the actual operation. The following will occur if any device

name or CIP revision is incorrect when you attempt to download tag data link parameters on the

Network Configurator.

+ If a device name is incorrect, an error message will be displayed saying “Specified device
can not be accessed, or wrong device type”, and the download will fail.

« If a revision is incorrect, a message will be displayed saying “Wrong unit revision”, and the
download will fail.

Similarly, the above will occur when performing upload or comparison of the tag data link pa-

rameters.

In any of the above cases, refer to 9-2-17 Changing Devices on page 9-73 and change the

device.

2 Right-click the registered device’s icon to display the pop-up menu, and select Change IP
Address.

Change IP Address x|

MHew P Address

3 Set the IP address to match the node address (IP address) actually used in the device, and
click the OK Button.

4 Repeat steps 1 to 3, and register all devices to which tag data links are made.

* () Etherhet/IP1 |

B} Network Gonfiguratar ~
=& EtherNet/IP Hardware i
= (3, vendar i = i i
-3 OMRON Gerporation b ‘ ‘
S & Commncatns i i P
] GJw-EfP2

B cw-EIP21(C.02) o 1 1 &=
B GIw-EIP21 (N0
E) cuze-Elr21
E| GJzm-ElP21
& cs1w-EIP2t y
| NJ30T-1100
5| NJ3o1-1200
NJB01-1300
N.J501-1400
2| NJ501-1500 ~
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T AR ERRR

B B R

Messaee Gode Date Description

9-2-4  Creating Tags and Tag Sets

You must create tag sets and member tags that are required to create connections for a registered
EtherNet/IP port and EtherNet/IP Unit. You can set the network variables used in control programs for
tags.

This section first describes the basic procedure to create tags and tag sets, as described in (1) below.
Then it explains how to import variables with a Network Publish attribute from the Sysmac Studio to
the Network Configurator, as described in (2) below.

s}og Be| pue sbe| Buieal) y-z-6

1. Creating Tags and Tag Sets with the Network Configurator’s Device Parameter Editing Function
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2. Importing Variables with a Network Publish Attribute Created in the Sysmac Studio to the Network

Configurator

(1) Creating Tags and Tag Sets with the Network Configurator's De-
vice Parameter Editing Function

® Creating a Tag Set
1 Double-click the icon of the device for which to create a tag set to display the Edit Device
Parameters Dialog Box. Or, right-click the icon to display the pop-up menu, and select

Parameter — Edit.

() EtherNet/lP_1

EFI“

Parameter 4 @( Wizard...
leset & open..
#d Save as...
ﬁ Mamtenance Infarmaton...
Register to other Device
External Data
& cut
Copy
¥ Delete
Change Mode Address. ..

Change Device Comment...

Change Device Type. ..

Z& property...

2 Click the Tag Sets Tab at the top of the Edit Device Parameters Dialog Box.
There are two kinds of tag sets: input (consume) and output (produce).
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x
Connections  Tag Sets |
In - Consume | Out - Produce |
Name | Fault | Size | Bit | D |
pew. | | Edt. || e | Expernd 411 | | Callapserl |
Edit Tags... | Delete all of unused Tag Sets | Usage Court - 0/32 It | To/From File |
Corce

@ Creating and Adding Tags

1 Click the Edit Tags Button.

. . o . . ©
The Edit Tags Dialog Box is displayed. Register input (consume) tags and output (produce) o
tags separately. e
g‘.

E ‘;'
In - Consume |DulrF'mduca| 2
o

Mame | Faull..l Sizal B\tl ,ﬂ.’,.

1Y

[

=]

2

(7]

e

N

SN

o)

@

2

=

«

3

Hew... | Edit... | Dielete | %

g

Uszage count:  0/256 oK. E | o
[ o | o | s

«Q

w

o

[

2 Click the In - Consume Tab, and then click the New Button.
The Edit Tag Dialog Box is displayed.
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x

Mame : IVET_M_EJ

Size:l 2_% Byte

[ UseBi Data

Bit Size : | =

= Fault &ction
= Hold % Clear

Reaist I LCloze

L

Eit

3 Enter the variable name directly into the Name Box. (Example: Var_In_a)

@ Additional Information

* You can use the following characters in tag names.

0109, Ato Z, ato z, single-byte kana, _ (underbar), and multi-byte characters (e.g., Japa-
nese)

* You cannot use the following characters in tag names.
V“#$&()*+,-./1:;<=>2@[]"" % spaces or text strings that start with numerals (0 to
9)

* The maximum length of a tag name is 255 bytes.

» Specify array variables, structure variables, and union variables, if any, as shown below.

» Specifying array elements

Example: array [2][3] (or array [2,3]) and array [2][3][4] (or array [2,3,4])
+ Specifying structure members

Example: Struct.member (Separate the member name with a period.)
+ Specifying union members

Example: Union.member (Separate the member name with a period.)
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m Precautions for Correct Use

» To specify an I/O memory address for a tag, create a variable with an AT specification of the
I/O memory address on the Sysmac Studio, and then specify the variable with the AT specifi-
cation for the tag.

You need to set memory used for CJ-series Unit to use the I/O memory address. For details
on memory settings used for CJ-series Unit, refer to the NJ/NX-series CPU Unit Software
User’s Manual (Cat. No. W501).

« If you enter the following 1/0O memory addresses for tag names on the Network Configurator,
the tags are directly assigned to the I1/O memory addresses in the CPU Unit, and not to the
variables. Always specify variable names for tags.

a) Variable names that contain only single-byte numerals from 0000 to 6143
b) Variable names with the following single-byte letters (uppercase or lowercase) followed
by single-byte numerals
+ H (HOO0O to H511)
« W (W000 to W511)
« D (D00000 to D32767)
+ EO_to E18_ (E0_00000 to EO_32767, to E18_00000 to E18_32767)
You can check the memory address or variable to which a tag is assigned, with icons in the
Edit Tags Dialog Box.

Edit Tags

I - Consunne | Out - Praduce |

M arne |
I Qooo ——  Tag that is directly assigned to an I/O memory address
¥l Input_Sighal ————— Tag that is assigned to a variable with a Network Publish attribute

4 Input the size of the tag in bytes in the Size Field.
Specify the tag size to be the same as the data type size of the variable.
To use a BOOL variable, select the Use Bit Data Check Box, and enter 7 in the Size Field.

syur ejeq bel bumes z-6

5 Click the Regist Button to register the tag.
If an 1/O memory address is specified as the tag name, another Edit Tag Dialog Box will be
displayed with the next address as the tag name so that you can register the next tag consecu-

tively.
After you register the tags, click the Close Button.

6 Click the Out - Produce Tab, and then click the New Button.
The Edit Tag Dialog Box is displayed. Input output tags in the same way.
In case a major fault occurs in the CPU Unit, use the Fault Action setting of the output (pro-
duce) tag to select whether to clear output data or continue to send data.

s}og Be| pue sbe| Buieal) y-z-6

The Fault Action setting is not required for input (consume) tag sets.
» Retain output after major fault: Hold (default)

Output data maintains its previous status even after a major fault occurs.
» Clear output at major fault: Clear

Output data is cleared to 0 when a major fault occurs.
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x
Mame : ||

Size:l 2_|::' Byte

[ Use Bit Data
Bif Size - | =

- Fault Action
" Hold % Clear

Begist I Cloze

Hit

L

Select the Hold or Clear Option.

ry

M Precautions for Correct Use

Connections are cut off if any of the following errors occurs in the CPU Unit that is the originator

while tag data links are active.
* Maijor fault level Controller error
* Partial fault level Controller error

7 After you register all of the required tags, click the OK Button in the Edit Tags Dialog Box.

x
Ir - Carsume I Ot - F'roducel

Name | Faut..| sie| Bi
Ehar_ln_a 2Bute

$=har_In b ZBuyte

$=ar_In_c 2Bute

E=ar_In_d 2Byte

New. | Edt. | Deete |
Uszage count - 4/256 ok I Bl

M Precautions for Correct Use

Make the following settings to refresh all of the tag data in one tag set at the same time.
» Use the Sysmac Studio, in advance, to specify the same refreshing task for all of the varia-

bles that are assigned to tags in the tag set.
» Do not place tag variables that have AT specifications in I/O memory and tag variables that

do not have AT specifications in the same tag set.
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8 At this point, a confirmation dialog box is displayed to check whether the registered tag names
are used as the tag set names. A tag set can contain up to eight tags, but tag sets are regis-
tered with one tag per tag set if the tag names are registered as tag set names. In this case,
click the Yes Button.

Network Configurator |

l bk The new Tags will be registered as Tag sets.

If the No Button is clicked, you can add more tags to the tag set. Refer to step 8 in Changing
and Registering Tag Sets for details on how to register new tags first and add more tags to the
tag set later.

® Changing and Registering Tag Sets

1 The following dialog box is displayed when the tags in the Edit Tags are registered directly as
tag sets.

Edit Device Parameters : 192.168.250.1 NJ501-1500 1‘

Connections  Tag Sets I

In - Cansume I Ot - Produce |

Name | Fault ... | Size | Bit | 1D |
EVar_In_a 2ZByte Auto
] Var_In_b 2Byte Auto
] Var_In_c 2Byte Muto
] Var_In_d 2Byte Muto

syur ejeq bel bumes z-6

Edt.. | Dekte | Bpanc Al | Collapss a1 |
Delete all of unused Tag Sets | Usage Count : 4/32 Irnpoirt | To/From Fie |
0K | Cancel

2 If an input tag is already registered in an input tag set, and you want to change its registration
to a different input tag set, it is necessary to delete the tag from the tag set in which it was origi-
nally registered.

Open the Edit Device Parameters Dialog Box, select the tag set containing the tag that you
want to delete on the Tag Sets Tab Page, and click the Delete Button. (If there are other tags
registered in the tag set, it is possible to delete just one tag by selecting the tag that you want

s}og Be| pue sbe| Buieal) y-z-6

to delete in the Edit Tag Set Dialog Box and clicking the C2) Button.)
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Edit Device Parameters : 192.168.250.1 NJ501-1500 x|
Connections  Tag Sets |
In - Consume I Gl o |
Name [ Faut | see| Bt D]
Auto
Auto
] Var_In_d 2Byte Auto
Mew. | Ei. | Deee | Epand Al | Colapse A
Edit Tags. | Delete all of unused Tag Sets | Usage Count : 4/32 Impoit | To/From Fle |
S|

A confirmation message is displayed.

Network Configurator x|

Selected Tag sets and Tags that the Tag sets have will be

Jb deleted,

OK?

If you select ™o”, it will delete the Tag sets only.

Cancel |

If the No Button is clicked, only the selected tag set is deleted. Click the No Button.

3 To edit a registered tag set and add tags, either double-click the tag set, or select the tag set
and click the Edit Button.
The Edit Tag Set Dialog Box is displayed.

Edit Tag Set x|
Controller Statuz
Mame : IVar_I na IV & Mot lnclude € Include
— Tag List — CandidateT ag List
[ ame | Fault ... | Size | Bit Fault ..
EVar n_a 2Byt = ar_|n b
a4 |
F2 |
[+
|
| 2] 4] |

Advanced | ak. I Canicel |

The Tag List on the left side of the dialog box shows tags that are already registered, and the
Candidate Tag List on the right side of the dialog box shows the other tags that are not regis-
tered yet.
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To add a tag, select it in the Candidate Tag List and click the Button.

4 To include the Controller status in the tag set, select the Include Option for the Controller
Status at the upper-right corner of the Edit Tag Set Dialog Box.

Mot Include 65

|' Contraller Status ) ‘

5 To confirm the change, click the OK Button in the Edit Tag Set Dialog Box.
6 Click the OK Button in the Edit Device Parameters Dialog Box.

7 If you want to just add a new tag and register it in an existing tag set, first register the new tag
by following steps 1 in Creating a Tag Set to 7 in Creating and Adding Tags. In this example,
input tags, Var_In_e and Var_In_f, are newly added.

x

In - Canzume | Dut - Produce I

MHame | Fault ... | Sizel Bitl
=ar_ln_a 2Bute
=ar_ln b 2Bute
=ar_ln_c 2Bute
=Y ar_In d 2Byte
= ar_ln_e 2Bute
= ar_ln_f 2Byte
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LDelete |

Uzage court: B/256 oK, | Cancel

8 After you register the tags, click the OK Button in the Edit Tags Dialog Box.

9 At this point, a confirmation dialog box is displayed to check whether you want to use the regis-
tered tag names as tag set names. They are supposed to be added as tags in this case, so
click the No Button. Then, the tags are registered just as tags but not as tag sets.

s}og Be| pue sbe| Buieal) y-z-6
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Network Configurator x|

l_\ The new Tags will be registered as Tag sets.

10 To register the newly added tags in an existing tag set, either double-click the desired tag set,
or select the tag set and click the Edit Button.

x
Contraller Status
Harme : IVar_In_a ’7 & Motlnclude € Include
~ Tag List i~ CandidateT ag List
I ame: Fault .. Size B I ame Fault ... Size B
=EVar_|n_a 2Byte EWar_n_e ZByte
¥=Var_In_b ZByte Y=Var_ln_f ZByte
<< |
>2|
>
|
4] | B 4] | B
Ok | Cancel |

The Tag List on the left side of the dialog box shows tags that are already registered in the tag
set, and the Candidate Tag List on the right side of the dialog box shows the other tags that are
not registered yet.

11 Select the tags that you want to add from the Candidate Tag List and click the Button.

Edit Tag Set |

" Controller Status

Mame : IVE"J”_E & Motlnclude  © Inchude

~ Tag List  CandidateT ag List

Mame Fault ... Size E Mame | Fault ... | Size | B
=Var_ln_a 2Byte
=Var_ln_b 2Bute
- 44
=ar_ln_e 2Byte
H=War_ln_f 2Bute 2
£
*|
4 | ] 2 | »

Advanced | 0. | Cancel |

You can register up to eight tags in a tag set. (If you include the Controller status in the tag set,
you can register up to only seven tags, and two bytes are added to the size.)
Tag data is sent and received in the order of tags displayed in the tag list. To change the order

a3
of tag data, select a tag and click the _“l or - Button.
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12 To confirm the change, click the OK Button in the Edit Tag Set Dialog Box.

13 Click the OK Button in the Edit Device Parameters Dialog Box.

(2) Importing Variables with a Network Publish Attribute Created in
the Sysmac Studio to the Network Configurator

You can create network variables in the Sysmac Studio and import these variables to the Network
Configurator to assign them to tags and tag sets. Use the following procedure.

@ Exporting Global Variables on the Sysmac Studio

1 Create a global variable on the global variable table of the Sysmac Studio and select Input or
Output for the Network Publish attribute of the variable.

B

» [ POUs
¥ = Data

i Data Types

i Global Variables
» PR Tasks

» Configurations and Setup Data Type | Inital Value | AT | Retain | Constant | Network Publish | Comme
Dot b
¥ Programming i
Network_In2 |
z - |
d O3 0 not publis
o not pubs
Pub

2 Select Export Global Variables - Network Configurator... from the Tools Menu.
Any global variables with Input or Output set for the Network Publish attribute are imported
from the csv file through the import procedure described below ( Importing to the Network Con-
figurator).

syur ejeq bel bumes z-6

@ Importing to the Network Configurator

M Precautions for Correct Use

Variables with a Network Publish attribute that have variable names that are the same as the
I/0O memory address notation, such as, "0000" and "HO000" are not exported to CSV files.
» Variable names that contain only single-byte numerals (Example: 001)
» Variable names with the following single-byte letters (uppercase or lowercase) followed by
single-byte numerals
* H (Example: H30)
* W (Example: w30)
* D (Example: D100)
EO to E18_(Example: EA_100)

s}og Be| pue sbe| Buieal) y-z-6

1 From the devices registered on the Network Configurator, select and double-click the icon of
the device for which you want to import the variable with a Network Publish attribute. Then, the
Edit Device Parameters Dialog Box is displayed.

Or, right-click the icon to display the pop-up menu, and select Device - Parameter - Edit.

2 Click the Tag Sets Tab at the top of the Edit Device Parameters Dialog Box. Select Import
from File from the To/From File Button.
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9-32

Edit Device Parameters : 192.168.250.1 NJ501-1500 il
‘Connections  Tag Sets |
'In-Consume  Out - Produce |
Name | Faut ... | Size | Bt D |
New. | Edt. | Deer | Evperddal | Collspse sl |
Edit Tags... | Delete all of unused Tag Sets | Usage Count : 3/32 [ mport | To/From File I
Export to File...
Import from File. ..
_—

To import all variables with a Network Publish attribute, click the Yes Button. To import only
some of these variables, click the No Button.

Network Configurator |

All of the network variables will be imported.
QK

After you import the variables to the tags, click the Yes Button to automatically create tag sets,
or click the No Button to set up tag sets manually.

Network Configurator x|

Mew Tag sets will be created automatically from the Tags that will
be imparted.
QK7

] No

If you select the Yes Button in the previous step, the variables will be imported as shown below
on the Tag Sets Tab Page. Each variable will be imported into a separate tag set and the de-
vice parameters will be automatically edited. (The variable name will be used for the tag set
name.)
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Edit Device Parameters : 192.168.250.3 N1501-1400 |

'Connections  Tag Sets I

In-Consume  Out - Produce I

MName | Faul ... | Size | Bit | 1D |
MNO1_InData 4Byte Auto
MNOZ_InData AByte Auto

Mew. | Delete | Expand Al | Collapse Al |
Edit Tags | Delete all of unused Tag Sets | Usage Count : 2/32 Import: | To/From File |
oK | Cancel

To place more than one input variable (input tag) imported from the Sysmac Studio into one tag
set, you must delete the input tags that were registered.

Select the tag set containing the variables you want to put into a tag set, then click the Delete
Button. A message box is displayed to confirm that you want to delete the selected tag set and
the tags contained in that tag set. You only want to delete the tag set, so click the No Button.

Network Configurator x|

Selected Tag sets and Tags that the Tag sets have will be
I, deleted.
OK?

If you select "Mo", it will delete the Tag sets only.

Cancel |
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Click the New Button to create a new tag set. To place more than one tag in an existing tag set,
double-click the tag set, or select it and click the Edit Button.

The Edit Tag Set Dialog Box is displayed. Imported tags that are not registered in another tag
set are displayed in the Candidate Tag List on the right side of the Edit Tag Set Dialog Box.
Click the Button to add tags individually.
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x
r~ Cantraller Status
Hame : I @ Matlnclude 0 Include
— Tag List — CandidateT ag List
MHame | Fault ... I Sizel B M ame | Fault ... I Sizel B
HZ=IMOT_[nCrata Clear 4B pte HEIN0Z_InData Clear 4B pte

[ES
-

e
I

(3K

1 | H 1 |

3 You can change tag set names in this dialog box. To confirm a change, click the Regist Button
in the Edit Tag Set Dialog Box.

4 Perform steps 1 to 3 for all the devices to which tag data links are made to import variables and
to create tag sets.

9-2-5 Connection Settings

After you create the tag sets, click the Connections Tab at the top of the Edit Device Parameters
Dialog Box, and set the following connection information.

» The target devices and tag sets with which connections are opened

* The connection type (multicast or unicast)

» The length of the packet intervals (RPI)

« Connection name (optional)

Make the connections settings on the originator only. The connections settings are not necessary on
the target device.

M Precautions for Correct Use

Make the connections settings after you create tag sets for all of the devices involved in tag da-
ta links.

I Connection Settings (Connections Tab Page)

® Registering Devices in the Register Device List

1 Double-click the icon of the device for which to make originator settings in the Network Config-
uration Pane of the Network Configurator. The Edit Device Parameters Dialog Box is dis-
played. Or, right-click the icon to display the pop-up menu, and select Parameter — Edit.

2 Click the Connections Tab in the Edit Device Parameters Dialog Box.
All of the devices registered in the network (except the local node) are displayed.
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Edit Device Parameters : 192.168.250.1 NJ501-1500 LI

Connections | Tag Sets |

r~ Unregister Device List
H Product Name

CJIW-EIP21
£ 192.162.250.3 NJ501-1400

Connections : 0/32(0:0,T:0) e | - |

r~ Register Device List
Product Mame 152.168.250.1 NJ501-1500 Variable Target Variable
Mew.. Edt. || Dele || Edial Change Tarettiodz 0. | To/fon Ele |

ok | cance |

3 In the Unregister Device List, click the target device that requires connection settings so its

color changes to gray, and click the Button.

The selected target device is displayed in the Register Device List, as shown below. o
g

Connections |Tag se(gl ‘;

r~ Unregister Device List «Q

H | Product Name E

& 1921682503 NJ501-1400 g

C

=]

2

(7]

Connections : 0/32(0:0,T:0) s | - |

r~ Register Device List
Product Name 192.168.250.1 NJ501-1500 Varizble Target Variable
& 192 168 250 2 (#002) C1 ©
>
o
(@)
o
>
>
[0]
Q
=
o
5
w
(0]
E".._
>
«Q
[
New... | Edit.... | Delete | Change Target Mode ID... | To/From File |
ok | concel |

4 Target node IDs are assigned to the devices that are registered in the Register Device List.
The target node ID serves as the bit array position for the following variables in the originator
Controller: Target Node Controller Mode, Target Node Controller Error Information, Target
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9-36

Node Error Information, Registered Target Node Information, and Normal Target Node Informa-
tion. By default, the target ID is automatically set to the rightmost 8 bits of the IP address. In
the example above, the target device's IP address is 192.168.250.2, so the target node ID is
#002. If a target node ID is duplicated and you want to change the target node ID, click the

Change Target Node ID Button and change the target ID.

Change Target Node ID

X|

Mew Target Mods D : I E_l

Range: 0- 255

o |

Cancel |

@ Editing Settings for Individual Connections
You can edit each connection separately.

Refer to Editing Settings for All Connections on page 9-38 for information on how to edit all the

connections in a table format.

1

Click the Connections Tab and then the click the New Button.

The following Edit Connection Dialog Box is displayed according to the type of device that is

selected.

* (A) Using EtherNet/IP Ports as Targets (for Input Only)

192.168.250.1 N1501-1500 Edit Connection 5‘

It will add & connection configuration to orginator device

Fleaze configure the T ag Set each of originator device and target device.

~ Originator Device

Target Device

Node Address: 192.168.250.100 Mode Address : 19216826001
Corrent :  MJB01-1500 Comment:  MJB01-1500
Input Tag Set: Edit Tag Sets Output Tag Set:
MLC_Gitatus - [48yte] #, ML Status - [4Byte] =l
Conn_?;g? I Multi-cast connection j
Hide Detail |

i~ Detail Parametsr

Packet Interval [RPI] : 500 [10.0-10000.0 ms )

Timeout Value | Packet Interval [RP1) » 4

[Possible ko omit]

j Connection Mame : defaul_001

i~ Connection Structure

@ 192.168.250.100 NJ501-1500 =
=8| MC_Status [M] 50.0mz
=] @ 192.168.250.1 MJS01-1500
8] MC_Status

Cancel |

* (B) Using Other EtherNet/IP Devices as Targets (for Settings Other Than Input Only)
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192.168.250.4 FZ Series Edit Connection il

It will add & connection configuration to ariginator device.
Please configure the Tag Set each of orginator device and target device.

Cannection 1/0 Type ICUnsume Data From/Produce Data To j

i~ Oiginator Device i Target Device
Node Address: 192.168.250.100 MNode Address: 192.168.250.4
Commert:  MJ501-1500 Comrent:  FZ Series
Input Tag Set Edit Tag Sets | Output Tag Set:
|InD st - [48Bte] =l #* [Input_101 - [48Byte] =l
Eunn_?ycggn I Multi-cast connection ﬂ
Output Tag Set Edit Tag Setsl Input Tag Set:
| DutData - [208te] =l <* | Gutput_100 - [20Byte] =l
Conn%ycggn IPDint to Point connection j
Hide Detail |
- Detail Parameter
Packet Interval [RPI] : I 50.0 s (10,0 -10000.0ms )
Connection Mame
Timeout 4 alue : IF‘acket Interval (RFI] = 4 j [Passibls to o] default_002

i~ Conne

[+ MC_Status (] 50.0ms
(=88 DutData [S]. InDats [M] 50.0ms
E--@ 192.168.250.4 FZ Series
o[l Dutput_100 Input_107

Caneel
The settings are as follows:
Setting Description
Connection I/O Type Select Input Only (Tag type) to use tag data links with an NX-EIP201,

CS1W-EIP21, CS1W-EIP21S, CJIW-EIP21, CJ1W-EIP21S, CJ2B-
EIP21™1, CJ2M-EIP21"2, CJ1W-EIP21 (CJ2)"3, CJIW-EIP21 (NJ)™,

CJ1W-EIP21S (CJ2)"3, CJIW-EIP21S (NJ)8, NX701, NX502-01010,
NX102-00000, NX1P2, NJ501-00000, NJ301-0000, or NJ101
CPU Unit.
When you create tag data links for other devices, select the connection
1/O type specified in that device's EDS file.
Use the Input Only (ID type) setting when another company’s node is
the originator and does not support connection settings with a Tag type
setting.
Connection Type Select whether the data is sent in multicast or unicast (point-to-point)
form. The default setting is multicast.
* Multi-cast connection:
Select when the same data is shared by multiple nodes. This setting is
usually used.
* Point-to-point connection:
Select when the same data is not shared by multiple nodes. In a uni-
cast transmission, other nodes are not burdened with an unnecessary
load.
Refer to 9-1-4 Overview of Operation on page 9-7 for details on using
multi-cast and unicast connections, and counting the number of connec-
tions.

The Connection Structure Area and the following items are not displayed if the Hide Detail Button is
clicked.
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Setting Description

Packet Interval (RPI)"7 Set the data update cycle (i.e., the packet interval) of each connection

between the originator and target.
The default setting is 50 ms (i.e., data is updated once every 50 ms).
Set the RPI between 1.0 and 10,000 ms in 1.0-ms increments.

Timeout Value Set the time elapsed until a connection timeout is detected. The timeout

value is set as a multiple of the packet interval (RPI) and can be set to 4,
8, 16, 32, 64, 128, 256, or 512 times the packet interval.
The default setting is 4 times the packet interval (RPI).

Connection Name Set a name for the connection. (32 single-byte characters max.)
*1.  Built-in EtherNet/IP port in CJ2H-CPU6I-EIP CPU Unit
*2.  Built-in EtherNet/IP port in CJ2M-CPUOO CPU Unit
*3.  CJ1W-EIP21 mounted to CJ2 CPU Unit
*4.  CJ1W-EIP21 mounted to NJ-series CPU Unit
*5.  CJ1W-EIP21S mounted to CJ2 CPU Unit
*6. CJ1W-EIP21S mounted to NJ-series CPU Unit
*7. The approximate I/O response time of the tag data link is determined by the relationship between

the packet interval and the number of connections. Refer to 12-3 Tag Data Link I/O Response Time
on page 12-23 for details.

2 After you make all of the settings, click the OK Button.

@ Editing Settings for All Connections

You can edit the connection settings between the originator and all of the target devices selected in
the Register Device List together in a table.

1 Click the Connections Tab, and then click the Edit All Button.
The following Edit All Connections Dialog Box is displayed.

£ edit All Connections x|

TargetDevice | Connectio... |Connectio... |Inf... | Target Vari... |Originator... | Connectio... [RPL | Timeou... | 4]
192.168.250.1 ... |default 001 |Input Only ...| In|MC_Status -...|MC_Status...|Multi-cast ... [50.... [RPIx 4

192,168.250.4...|default_002 |Consume D...|(#] In |Input_101 - ...|InData - [... |Multi-cast... [50.... |RPIx 4

Cancel

The settings are as follows:

Setting Description
Target Device Select the target device.
Connection Name Any name can be given to the connection. (32 single-byte characters
max.)
If this field is left blank, a default name is assigned.
The connection name is used as a comment.
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Setting Description

Connection I/O Type Select Input Only (Tag type) to use tag data links with an NX-EIP201,
CS1W-EIP21, CS1W-EIP21S, CJ1W-EIP21, CJ1W-EIP21S, CJ2B-
EIP21™1, CJ2M-EIP2172, CJ1W-EIP21 (CJ2)"3, CJIW-EIP21 (NJ)™,
CJ1W-EIP21S (CJ2)"3, CJIW-EIP21S (NJ)6, NX701, NX502-0000,
NX102-0000, NX1P2, NJ501-00000, NJ301-0000, or NJ101 CPU
Unit.

When you create tag data links for other devices, select the connection
1/0 type specified in that device's EDS file.

Use the Input Only (ID type) setting when another company’s node is the
originator and does not support connection settings with a Tag type set-
ting.

In/Out The connection's 1/O is automatically displayed based on the selected
connection.

Input Only: Just In is displayed.

Target Variable Select the target node's tag set to assign.
* In: Select the target's output (produce) tag set.
* Out: Select the target's input (consume) tag set.

Originator Variable Select the originator node's tag set to assign.
* In: Select the originator's input (consume) tag set.
» Out: Select the originator's output (produce) tag set.

Connection Type Select whether the data is sent in multi-cast or unicast (point-to-point)
form. The default setting is multi-cast.
* Multi-cast connection:
Select when the same data is shared by multiple nodes. This setting is
usually used.
* Point-to-point connection:

Select when the same data is not shared by multiple nodes. In a unicast
transmission, other nodes are not burdened with an unnecessary load.
Refer to 9-1-4 Overview of Operation on page 9-7 for details on using mul-
ti-cast and unicast connections, and counting the number of connections.

RPI'7 Set the data update cycle (i.e., the packet interval) of each connection be-
tween the originator and target.

The default setting is 50 ms (i.e., data is updated once every 50 ms).

Set the RPI between 1.0 and 10,000 ms in 1.0-ms increments.

Timeout Value Set the time elapsed until a connection timeout is detected. The timeout
value is set as a multiple of the packet interval (RPI) and can be set to 4,
8, 16, 32, 64, 128, 256, or 512 times the packet interval.

The default setting is 4 times the packet interval (RPI).

*1.  Built-in EtherNet/IP port in CJ2H-CPU6J-EIP CPU Unit

*2.  Built-in EtherNet/IP port in CJ2M-CPUCC CPU Unit

*3.  CJ1W-EIP21 mounted to CJ2 CPU Unit

*4.  CJ1W-EIP21 mounted to NJ-series CPU Unit

*5.  CJ1W-EIP21S mounted to CJ2 CPU Unit

*6. CJ1W-EIP21S mounted to NJ-series CPU Unit

*7. The approximate I/O response time of the tag data link is determined by the relationship between
the packet interval and the number of connections. Refer to 12-3 Tag Data Link I/O Response Time
on page 12-23 for details.
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2 After you make all of the settings, Click the OK Button.
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® Confirming the Connection Settings

1 An overview of the connections that were set in the Register Device List is displayed in the
Connections Tab Page.

Edit Device Parameters : 192.168.250.5 N1501-1500 1'

Connections | Tag Sets I

i~ Unregister Device List

H | Product Name |
& 1921682502 CIAW-EIP21
& 192.168.250.3 NJ501-1400

Connections : 3/32(0:3,T:0) e | -~ |

i~ Register Device List

Product Name 192.168.250.5 NJ501-1500 Varable Target Variable
&P 152.168.250.4 (H004) FZ Series
ﬁdefauh_DDW [Input] InData Input_107
default_001 [Output] OutData Output_100
&P 192 168.250.1 {£007) N.501-1500
ﬁde{auh_DM [Input} MC_Status MC_Status
o E
Hew.. | Edit... | Delete | Edt Al... Lhange TargetHade (D | To/From Fie |
e

2 Click the OK Button. The following figure is displayed.

Indicates the IP address of the
originator where the connection
was set.

W & M

192.168.250.1 192.168.250.2 192.168.250.3 192.168.250.4
HJ501-1500 CI1w-EIP21 HJ501-1400 FZ Series
1@...250.5 1 1 1@...250.5

3 Repeat the connections setting procedure until all of the connections are set.

M Precautions for Correct Use

After you have made all of the settings, always click the OK Button before you close the Edit
Device Parameters Dialog Box. If the Cancel Button is clicked and the dialog box is closed, all
the settings you made here are discarded.

4 If you change the size of a tag set for the originator or a target node after the connection set-
tings, a parameter data mismatch will occur due to the size difference between them.
if you change the connection settings, be sure to check the connections. (Refer to
9-2-16 Checking Connections on page 9-72 for details.)

9-40 NX-series EtherNet/IP Unit User's Manual (W627)
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I Automatically Setting Connections (Network - Auto Connection)

You can use automatic detection of the tag set names that are set for devices to automatically set con-
nections between input and output tag sets with the same name (or the same names excluding speci-
fied ellipses).

Connections are automatically set under the following conditions.

Output tag set names for connec- | Except for specified ellipses, the output tag set name must be the same as
the input tag set name.
Ellipses can be set for the beginning or end of tag set names.

tion setting

Input tag set names for connection | Except for specified ellipses, the input tag set name must be the same as
settings the output tag set name.
Ellipses can be set for the beginning or end of tag set names.

The connection I/O type must be Input Only.
Multicast or unicast connections can be specified for a connection.

Connection type

RPI The default setting is used.

Timeout The default setting is used.

Example 1: Automatic Connections with the Same Tag Set Names

The following connections are automatically set with the same tag set name (A_Signal) if there is an
output (produce) tag set named A_Signal at node A, and input (consume) tag sets named A_Signal at
nodes B and C.

Node A Excluded characters: None Node B Node C
o
N
Output tag set: A_Signal Connection Input tag set: A_Signal Input tag set: A_Signal g
{ —O O s
O |V 3
— @
y
«Q
o
. ]
Connection s
N ) c
|V A | >
— )

EtherNet/IP

Example 2: Automatic Connections with the Ellipses
The following connections are automatically set with the same tag set name (Signal) if there is an out-
put (produce) tag set named O_Signal at node A, and input (consume) tag sets named /_Signal at no-
des B and C,and O_and /_ are set as forward ellipses.

sBumas uonosuUU0) G-Z-6
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9 Tag Data Link Functions

Node A Excluded characters: O_and I Node B Node C

Output tag set: O_Signal Connection Input tag set: |_Signal Input tag set: |_Signal

O==1 O O

E—

Connection

|V A

E——

| EtherNet/IP

1 Set the same tag set names for the output and input tag sets for the connection. The tag set
names can also include forward and backward ellipses.

2 Select Auto Connection Configuration from the Network Menu.
A dialog box will appear to set forward and backward ellipses for both output and input tag sets
as soon as automatic connection setting processing starts.

Auto Connection Configuration 5'

It will zompare Oniginator's Tag get and Target's. If these are
the: zame. it will be confioured as connection.

IF wou would like to ellipsiz a part of Tag zet, pleasze input the
fiallowitng waords.

i~ Conzume Yariable

Faonward ellipzis : I

Backward ellipsis ; I_Input

- Produce Yariable

Farward ellipzis :

Backward elipsis 1 |_Output

()4 I Cancel |

Input the ellipses and click the OK Button. Processing for automatic setting is started.

3 If there are tag sets that meet the conditions for automatic connection setting, they are dis-
played.
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Confirm Auto Connection List x|

The connection configuration will be configured as follows.
If pou would not ke ko uze a multi-cast connection, pleaze clear off the check box.

b : Originator Addr... | Originator % ariable | T arget dddresz | T arget " arisble |
192.168.250.2 A_Signal_Input 192.168.2501 A_Signal_Output
192.168.250.2 B_Signal_lnput 192.168.2601 B_Signal Output

Cancel |

Click the OK Button. Processing for automatic setting is started.

4 A device connection structure tree is displayed when processing is completed.

-; Device's Connection Structure Tree ﬂ

~ Display Type

" Bazed on Master Device [Originatorf  © Based on Slave Device [T arget]
r~ Dizplay Option

[ Display Route Path v Display the detail of Connection
 Stucture

Metwark Configurator
B EtherMet/IP_1
. B4 192.168.250.5 NJ501-1500 =
E1-[% MC_Status [M] 50.0ms
- E-4p 192.168.250.1 NJ501-1500
o8] MC_Status
=& DutData [5], InData [M] 50.0ms
=& 192.168.250.4 FZ Series

syur ejeq bel bumes z-6

B 5 EtherNet/IP_2
-4 192.168.250.2 NJ501-1500 =
=8 A_Signal_Input [t4] 50.0ms
- E-4p 192.168.250.1 NJ501-1500
w8 A_Signal_Output
=-[% B_Signal_Input [M] 50.0ms
=-# 192.168.250.1 NJ501-1500

Edi.. T

%

sBumas uonosuUU0) G-Z-6

5 Use the device connection structure tree to change the RPI and timeout settings if necessary.

I Device Connection Structure Tree

Connection settings can be displayed on the network configuration.
Select View Device’s Connection Structure Tree from the Network Menu.
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-; Device's Connection Structure Tree

~ Display Type

" Bazed on Master Device [Originatorf  © Based on Slave Device [T arget]

r~ Display Option
[ Display Route Path

v Display the detail of Connection

 Stucture

Metwark Configurator
= EtherletAP_1
B @ 192.168.250.5 NJ501-1500 =
-5 MC_Status [M] 50.0ms
= @ 192.168.250.1 NJ501-1500
------ %] MC_Status
E| |§| OutData [5], InCrata [M] 50.0ms
B @ 192.168.250.4 FZ Series
------ &5 Output_100 Input_101
& ;,f EtherMet/IP_2
B @ 192.168.250.2 NJ501-1500 =
=15 A_Signal_Input [M] 50.0ms
=t @ 192.168.250.1 NJ501-1500
FAR 8] &_Signal_Output
E| {8 B_Signal_Input [M] 50.0ms
B @ 192.168.250.1 NJ501-1500
------ %] B_Signal_Output

Edi. | [ e |

Lloze

%

* You can check the Display the detail of Connection Check Box to switch between device-level
and connection-level views of tag data link communications.

» An asterisk is displayed after the device name of the originator set for the connection.

» The Edit Device Parameters Dialog Box is displayed if you select a connection and click the Edit

Button. You can edit the connections in this dialog box.

9-2-6 Creating Connections Using the Wizard

You can use the Network Configurator's Wizard to easily create connections between OMRON PLCs
following the instructions provided by the Wizard.
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9 Tag Data Link Functions

The Wizard can be used only with the following OMRON EtherNet/IP devices.

Device name Remarks
NX-EIP201 EtherNet/IP port in NX-series EtherNet/IP Unit
CJIW-EIP21 (NJ) CJ1W-EIP21 mounted to NJ-series CPU Unit"!
CJ1W-EIP21 CJ1W-EIP21 mounted to CJ1 CPU Unit
CJ1W-EIP21 (CJ2) CJ1W-EIP21 mounted to CJ2 CPU Unit
CJIW-EIP21S (NJ) CJ1W-EIP21S mounted to NJ-series CPU Unit™
CJ1W-EIP21S CJ1W-EIP21S mounted to CJ1-series CPU Unit
CJ1W-EIP21S (CJ2) CJ1W-EIP21S mounted to CJ2-series CPU Unit
CJ2B-EIP21 Built-in EtherNet/IP port in CJ2H-CPUBJ-EIP CPU Unit
CJ2M-EIP21 Built-in EtherNet/IP port in CJ2M-CPUCC CPU Unit
CS1W-EIP21 CS1W-EIP21 mounted to CS1 CPU Unit
CS1W-EIP21S CS1W-EIP21S mounted to CS1-series CPU Unit
NX701 Built-in EtherNet/IP port on NX-series CPU Unit
NX502-00000
NX102-0000
NX1P2
NJ501-0000 Built-in EtherNet/IP port on NJ-series CPU Unit
NJ301-0000
NJ101

*1.  The CJ1W-EIP21 can be mounted to the NJ-series CPU Unit in the following combinations.

e CJ1W-EIP21: Unit version 2.1 or later
* NJ-series CPU Unit: Unit version. 1.01 or later
* Sysmac Studio: Version 1.02 or higher
*2.  The CJ1W-EIP21S can be mounted to the NJ-series CPU Unit in the following combinations.
* CJ1W-EIP21S: Lot. number: 24100101 or later
* NJ-series CPU Unit: Unit version 1.67 or later
* Sysmac Studio: Version 1.60 or higher

syur ejeq bel bumes z-6

Use the following procedure to create connections (i.e., tag data links) with the Wizard.

1 Set tags and tag sets for all the devices before starting the Wizard. Refer to 9-2-4 Creating
Tags and Tag Sets on page 9-21 for the setting procedure.

2 For tag data links between OMRON PLCs, a connection is created in the PLC (i.e., the origina-
tor device) that receives data as input data. First, select the registered device for which you
want to create a connection in the Network Configuration Window of the Network Configurator,
and then select Device - Parameters - Wizard from the menu.

() EtherMet/IP_1
1921662501 1921882502 1921682503 PETEEre
MC1 MC2 MC3
o 1 1
& Cpen...
+#a Save as...

The following message box will be displayed before the Wizard starts.

NX-series EtherNet/IP Unit User's Manual (W627)
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9 Tag Data Link Functions

Metwork Confizurator

r The connections to a controller configured in selected device will be deleted.
ok?
.

l Yes ] i R d

Click the Yes Button to delete the connections that are set with OMRON PLCs before starting
the Wizard.

3 Create the connection following the instructions that are given by the Wizard after the Wizard
starts. (See the following figure.)

Connection Configuration Wizard

Mew connections will be added. Please select a Tag Set that you would like to receive as input
friom the Taa Setz list
Originator Device Target Device
@l 1 |
[ — =-[Z]#p 192.168.250.1 MC1 Device
=iy %= MC_Ermor - [2Byte) Tagset
# " [Z]4) MC_Status - (4Byte] —
=-[7]#p» 192168.250.2 MC2
192.168.250.100 %) MC_Ermor - [2Bute]
MC_taster [#]%=) MC_Status - [4Byte]
= [7]# 192.168.250.3 MC3
[#]%= MC_Errar - (2Byte)
[“]%= MC_Status - [4Byte)
Show D etail
Mext » ] [ Cancel

4 A list of tag sets is displayed on the right side of the Wizard with target devices that support
receiving input data.

Select the tag sets that you want to receive at the originator device.
The following table describes the meanings of the icons and check marks displayed in the tag

set list.
Icon DispI?y posi- Status
tion
All All output tag sets for all devices are selected.
Device All output tag sets for the applicable device are selected.
Tag set The applicable output tag sets are selected. These are the tag
sets that will be set in the connection.
All All or some output tag sets for some devices are selected.
Device Some output tag sets for applicable devices are selected.
| All All output tag sets for all devices are not selected.
Device All output tag sets for applicable devices are not selected.
Tag set The applicable output tag sets are not selected. The connections
for this tag set will be deleted.
[ Device No applicable tag sets.

Note Tag sets used in connections that are already set are not displayed.
The following display will appear when you click the Show Detail Button.
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Hide Detail

Cretail Parameter

Packet Interval [RPI) :

Timeout ¥alue :

500) (0.5 - 10000.0ms )
Packet Interval [RPI] = 4 v

Connection Type :

Multi-zast connection

9 Tag Data Link Functions

[ Mext > ][ Cancel ]

The preset values for detailed parameters will be displayed. Change the values as required.
The connection name cannot be set. They are automatically created using the following

rule.
default_N (where N is a 3-digit number (001, 002, etc.) starting from 1)

5 Click the Next Button to switch to the table in the following Wizard Dialog Box. Follow the in-
structions to select the input tag set of the originator device that receives the output tag set of
the target device from the list box.

Connection Gonfiguration Wizard @

Please configure the empty “Tnput Tag Set” field and click “Finish” button.

MNOTE
MC:_Master ‘You can edit an lhput Tag Set, clicking the "Edit Tag Sets” button.
‘You can delete a connection, making the “Thput Tag Set” field empty.

e~ 192168250100

Ihput Tag Set

MC1 Errar - [2Bwte]  <-
MC1_Status - [4Bvte] <-
MC2 Errar - [2Byte] <=

IMG2_Status - [4Byte]
MC3 Status - [4Bvte]

Target Device
19216825601 MC1
1921682601 MC1
1921682502 MG
192 52
19216826503 MC3
1921682503 MC3

COutput Tag Set
MC_Errar - [2Bywte]

MC_Status - [4Byvte]
MC_Errar - [2Bwte

LS — i)

MG _Errar - [2Bwte
MC_Status - [4Byte]

Caonnection Tyvpe RPI Timeaut ..

Multi-cast connection 500
Multi-cast connection 500
Multi-cast connection 500

onnection |500

Multi-cazt connection
Multi-cast connection 500

ms  RFIx 4
ms  RFIx 4
ms RF

ms

ms RPIx 4

Edit Tag Sets

[ < Back ” Firizh ][ Cancel ]
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» The blank area in the Input Tag Set Column is for the connection that you are creating.
» For the connections that are already set, values are already given in the Input Tag Set Col-

umn.

» To prevent duplicate settings, input tag sets that are used are not displayed in the list box for
input tag sets.

« If there is no applicable input tag set, you can edit a tag set or create a new one by using the
Edit Tag Sets Button and the Edit Tag Button.

6 Once the input tag set settings are completed, click the Finish Button. You can check the set
connection by selecting Network - View Devices Connection Structure Tree from the menu.
» The Wizard can be ended even if the input tag set includes a blank row. In that case, a con-
nection is not created for the blank row.
* You can delete a connection by deleting the input tag sets that were previously set.
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9-2-7 Creating Connections by Dragging and Dropping Devices

You can create a connection to the originator by dragging a target device and dropping it at the origi-
nator device.

Example) Drag the target device at 192.168.250.1 and drop it at the originator device at
192.168.250.100.

Drag & Drop

Ether Net/TP_1

T -}j@gﬁﬂézmj o

C_Master

@ Additional Information

The EtherNet/IP originator device (i.e., a device in which connections can be set) must be one
of the following OMRON EtherNet/IP devices.

9-48

Device name Remarks
NX-EIP201 EtherNet/IP port on NX-series EtherNet/IP Unit
CJTW-EIP21 (NJ) CJ1W-EIP21 mounted to NJ-series CPU Unit""
CJ1W-EIP21 CJ1W-EIP21 mounted to CJ1 CPU Unit
CJ1W-EIP21 (CJ2) CJ1W-EIP21 mounted to CJ2 CPU Unit
CJTW-EIP21S (NJ) CJ1W-EIP21S mounted to NJ-series CPU Unit™
CJ1W-EIP21S CJ1W-EIP21S mounted to CJ1-series CPU Unit
CJ1W-EIP21S (CJ2) CJ1W-EIP21S mounted to CJ2-series CPU Unit
CJ2B-EIP21 Built-in EtherNet/IP port in CJ2H-CPU6J-EIP CPU Unit
CJ2M-EIP21 Built-in EtherNet/IP port in CJ2M-CPUOC CPU Unit
CS1W-EIP21 CS1W-EIP21 mounted to CS1 CPU Unit
CS1W-EIP21S CS1W-EIP21S mounted to CS1-series CPU Unit
NX701 Built-in EtherNet/IP port on NX-series CPU Unit
NX502-0000
NX102-0000
NX1P2
NJ501-00000 Built-in EtherNet/IP port on NJ-series CPU Unit
NJ301-0000
NJ101

*1.  The CJ1W-EIP21 can be mounted to the NJ-series CPU Unit in the following combinations.

* CJ1W-EIP21: Unit version 2.1 or later
* NJ-series CPU Unit: Unit version. 1.01 or later
* Sysmac Studio: Version 1.02 or higher

*2.  The CJ1W-EIP21S can be mounted to the NJ-series CPU Unit in the following combinations.

* CJ1W-EIP21S: Lot. number: 2410011 or later
* NJ-series CPU Unit: Unit version 1.67 or later
* Sysmac Studio: Version 1.60 or higher

Use the following procedure to create connections (i.e., tag data links) by dragging and dropping devi-

ces.
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1 Set the tags and tag sets for the target device that will be dragged.
» Refer to 9-2-4 Creating Tags and Tag Sets on page 9-21 for information on the settings if the
target is one of the OMRON EtherNet/IP devices given above.
« If the target is another EtherNet/IP device, refer to the manual of that device and perform

settings as required.

2 A dialog box as in the following figure for connection allocation will be displayed when you drag
the target device and drop it at the OMRON EtherNet/IP device.
» Using One of the Above OMRON EtherNet/IP Devices As Target

192.168.250.1 MC1 Edit Connection X

It will add a connection configuration to orginator device.
Please confioure the Taa Set each of originator device and taroet device.

Originator Device Target Device
Mode Address:  192.168.250.100 Mode Address 1 192.168.2601
Comment . MC_Master Comment :  MC1
Input Tag Set : Edit Tag Sets Output Tag Set:
DO0100 - [8Byte] v #> M._Status - [4Byte]
Eonn_ln?;'t::gr? Multi-cast connection L
Show Detail [ BRegist l [ LCloze ]

Select an output tag set from the Target Device Area on the right side of the Edit
Connection Dialog Box, and then select an input tag set to receive the output tag set in the
Originator Device Area on the left.

« If there is no applicable input tag set at the originator, you can create a new one by using ©
the Edit Tag Sets Button and the Edit Tag Button. @
[
» Using Other EtherNet/IP Devices as Target 2
EEEE————————————— g
192.168.250.4 ERT1-MD3251.H-1 Edit Connection @ o
Y]
It will add a connection configuration to orginatar device. Iy
Please confioure the Taa Set each of originator device and taroet device. -
Connection |/0 Type ;| 01_Output and Input w ;
Originator Device Target Device 0
Mode Address:  192.168.260.100 Mode Address : 192.168.250.4
Comment . MC_Master Comment :  ERT1-MD325LH-1
Input Tag Set: Output Tag Set:
o000 - [BByte] ~ #" Input_136 - [EBypte] v
Caonnection Muli-cast i g
Type: | Muliicast connection g
Output Tag Set: Input Tag Set:
DO0200 - [2Byte] L “* Output_35 - [2Byte] L
Eonn_?c:tior? Paint to Point connection ~
ype

[ Begist ][ LCloze ]

The Connection I/O Type list box in the upper part of the Edit Connection Dialog Box lists

connection I/O types. Select a connection 1/0 type according to your application.

» The connection I/O types that can be selected depend on the target device.

+ Items that can be selected depend on the connection I/O type that is selected.

« Select the output, input, or both output and input tag sets at the target and specify the cor-
responding input, output, or both input and output tag sets at the originator.
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« If there is no applicable tag set at the originator, you can create a new one by using the

Edit Tag Sets Button and the Edit Tag Button.

The following view will appear when you click the Show Detail Button.

Dretail Paramneter
Packet Interval [RPI) - 5000 . (0.5-10000.0 ms)

Packet Interval [FF1] « 4 Eongce oplianst

Timeout Value : [Passible to omitl

Connection Stucture
#» 192.168.250.100 MC_Master *
=8 MC1_Emar [M] 50.0ms
= #» 192.168.250.1 MC1
5 MC_Errar

[ Regist ][ LCloze ]

The specified values for detailed parameters will be displayed. Change the values as required.
Connection names are automatically created using the following rule.
default_N (where N is a 3-digit number (001, 002, etc.) starting from 1)

Additional Information

Network Configuraton

1] E This device does not hawve Output Tag Sets.
L

The following dialog box will be displayed if a target device that does not have I/O data is drop-
ped.

Before dropping again, refer to the manual of the applicable device and create the 1/O data (i.e.,

output tag sets) required to create a connection.

3 After you complete the settings, click the Regist Button to create the connection. When the
connection is completed, the input tag set box and the output tag set box will be blank. You can
continue to create another connection by selecting a next connection I/O type and setting a tag

set.

9-2-8

Connecting the Network Configurator to the Network

This section describes how to connect the Network Configurator to the network.

@ Precautions for Correct Use

Connection may not be possible if the following settings are made on an NJ/NX-series Control-
ler on the connection path or on a connection destination NJ/NX-series Controller. If connection
fails, check the following settings. For the details on the settings, refer to CIP Message Server

on page 7-16 and Packet Filter on page 7-8.

* The Do not use Option is selected for the CIP message server.

» The Use Option is selected for Packet Filter.
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@ Additional Information

Although the NX-series EtherNet/IP Unit provides two EtherNet/IP ports, the Network Configu-
rator treats these two ports as two different Units and connects them individually.

I Connecting through Ethernet

Connect to the EtherNet/IP port on the CPU Unit or NX-series EtherNet/IP Unit via an Ethernet switch.

m Precautions for Correct Use

The first time you connect via Ethernet with the computer to use, you must change the Win-
dows firewall settings.

For the procedure, refer to A-5 Precautions for Using the Network Configurator on Windows XP,
Windows Vista, or Windows 7 or Higher on page A-48.

1 Select Option - Select Interface - Ethernet I/F.

2 Select Network - Connect.
If there are multiple Ethernet interfaces on the computer, the Select Interface Dialog Box is
displayed. Select the interface to connect, and press the OK Button.
The following dialog box is displayed.

Select Connect Network Port x|

Select a network port that you would like to connect.

syur ejeq bel bumes z-6

~ Device Infarmation
Wendor D Froduct Mame :
Device Type Fievizion :
Eefresh | Optian... |
()3 I Cancel |

3 Click the OK Button.
Select the network to connect to.

MJoMJaN 8y 0} Jojeinbiuo) }JomjaN ay) Bunosuuo) g-z-6

NX-series EtherNet/IP Unit User's Manual (W627) 9-51



9 Tag Data Link Functions

Select Connected Network x|

Flease select a netwaork. where the connected nebwaork was supported.

Target Metwork

© Create new network,

EtheretIP_1 =l

The Network Configurator will connect to the EtherNet/IP network. If the Network Configurator
goes online normally, On-line is displayed in the status bar at the bottom of the window.

The network connection icon is displayed in blue on the Network Tab Page in which the Net-
work Configurator is connected.

Network connection icon

k
@ermetnp_l [ Ethernetjie_z |

m @

192166.2501  192168.250.25 19216825022
NJSD1-1500  CI2M-EIP21 CITW-EIP21
125025 |l2l..2501 |

Select Network - Change Connect Network to switch the connected network.

Select Connected Network x|

Please select a nebwork where the connected network was supported.

Target Metwork

i Create new network,

" Usge the existing netwark.

EtherMetIF_1

EtherMet/IP_2

Cancel |

4 The following dialog box is displayed.
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Select Connect Network Port x|

Select a nebwork. pork that wou would like to connect.

~ Browse
- TCP:2

r— Device Information

Wendor 1D Product Mame :
Device Type : Rewvisian :

Refresh |

Ok Cancel

5 Click the OK Button.
Select the network to connect to.

Select Connected Network x|

Flease select a network where the connected network was supported.

Target Mebwark

" Create new network,

% se the existing netwaork.

| Etherhlet/IP_1 |

EtherMet/IP 2

syur ejeq bel bumes z-6
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@ Additional Information

If the following dialog box appears in the Network Configurator when you go online with an NX-
series EtherNet/IP Unit, refer to the following table for possible causes and corrections.

-

Metwork Configurator

; lf Interface can not be opened.

"

(=]

Assumed cause

Correction

The cable is not connected cor-
rectly.

Check if the cable is disconnected or loose.

Connection with the Controller is
blocked due to the firewall set-
tings.

If connection with the Controller is blocked due to the firewall set-
tings, disable the blocking.

For the firewall settings, refer to A-5 Precautions for Using the Net-
work Configurator on Windows XP, Windows Vista, or Windows 7 or
Higher on page A-48.

Communications with Network
Configurator are blocked due to
Packet Filter of the Controller.

Allow communications with Network Configurator.
For details on Packet Filter settings, refer to Packet Filter on page
7-8.

The server function of CIP mes-
sage communications is disa-
bled.

Enable the server function of CIP message communications. Refer
to CIP Message Server on page 7-16 for details on setting CIP mes-
sage server.

9-2-9

Downloading Tag Data Link Parameters

To make tag data links, you must download tag data link parameters, such as tag set settings and con-
nection settings, to all devices in the EtherNet/IP network.

When the download operation is executed, the tag data link parameters are transferred to the Ether-
Net/IP devices that require the settings.

The following procedure shows how to download the tag data link parameters.
For details on how to connect to the network from the Network Configurator, refer to 9-2-8 Connecting
the Network Configurator to the Network on page 9-50.
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m Precautions for Correct Use

+ If the node addresses (IP addresses) are not set correctly, you may connect to the wrong
Controller and set incorrect device parameters. Download data only after you confirm that
you are connected to the correct Controller.

* If incorrect tag data link parameters are set, it may cause equipment to operate unpredictably.
Even when the correct tag data link parameters are set, make sure that there will be no effect
on equipment before you transfer the data.

* When network variables are used in tag settings, a connection error will result if the variables
are not set in the NX-series EtherNet/IP Unit. Before downloading the tag data link parame-
ters, check to confirm that the network variables are set in the NX-series EtherNet/IP Unit.
Check whether the network variable, tag, and connection settings are correct on the
Connection Tab Page and the Tag Status Tab Page as described in 14-6-1 The Network
Configurator's Device Monitor Function on page 14-47.

 If a communications error occurs, the output status depends on the specifications of the de-
vice being used. When a communications error occurs for a device that is used along with
output devices, check the operating specifications and implement safety countermeasures.

» The EtherNet/IP port is automatically restarted after the parameters are downloaded. This re-
start is required to enable the tag set and connection information. Before you download the
parameters, check to confirm that problems will not occur with the equipment when the port is
restarted.

» Make sure that the major CIP revision of the device registered with the Network Configurator
is the same as the major CIP revision of the NX-series EtherNet/IP Unit that you use. If the
major CIP revisions are not the same, the parameters may not be downloaded. To determine
whether downloading is possible, refer to 9-2-3 Registering Devices on page 9-19.

» Do not disconnect the Ethernet cable or reset or turn OFF the power to the NX-series Ether-
Net/IP Unit during the parameter download.

» Tag data links (data exchange) between relevant nodes are stopped during a download. Be-
fore you download data in RUN mode, make sure that it will not adversely affect the control-
led system.

Also implement interlocks on data processing in ladder programming that uses tag data links
when the tag data links are stopped or a tag data link error occurs.

1 Connect the Network Configurator to the network.

syur ejeq bel bumes z-6

2 There are two ways to download the parameters.
* Downloading to All Devices in the Network
Select Network - Download.
The following dialog box is displayed.

Network Configurator x|

In order to enable new configuration, downloading parameters to
! i, all devices wil start.
K2

» Downloading Individually to Particular Devices
Select the icon of the NX-series EtherNet/IP Unit to which you want to download. To select
multiple nodes, press and hold the Shift Key or the Ctrl Key while you select additional icons.
(In the following example, 2 nodes are selected: 192.168.250.1 and 192.168.250.2.)
Right-click the icon to display the popup menu, and select Parameter - Download.

=
sisjaweled yui ereq Be) Buipeojumoq 6-z2-6

NX-series EtherNet/IP Unit User's Manual (W627) 9-55



9 Tag Data Link Functions

=
&4 Open
Reset &l Op=rs
%4 save as...
(B3| Meiritenenice Tformatian.. =
-+ Upload
Register to other Device (3 - [{E—
External Data » Verify
& cut
Copy
¥ Delete

Change Mode Address. ..

Change Dev MEnt...

451 Edit /O Comment...

Synchronize Identity
S\ eroperty...

The following dialog box is displayed.

Network Configurator |

Downloading parameters to selected devices will start.
N OK?

3 Click the Yes Button to download the tag data link parameters to the EtherNet/ IP Unit.
The following dialog box is displayed if any of the CPU Units is not in PROGRAM mode.

List of Device that are executing x|

The following devices are not in program mode.
H | Product Mame | Camment
$§192.1BE.25|12 rJ501-1500

Download after changed bo Program mode Download with Current mode | Cancel I

If the Download after changed to Program mode Button is clicked, all CPU Units are
changed to PROGRAM mode and the parameters are downloaded. Confirm safety for all con-
trolled equipment before you change the CPU Units to PROGRAM mode. You can restore the
operating modes after the parameters are downloaded.

You can click the Download with Current mode Button to download the parameters even
when one or more CPU Units is in RUN mode.

During the download, the following progress indicator is displayed to show the progress of the

download.

9-56 NX-series EtherNet/IP Unit User's Manual (W627)



9 Tag Data Link Functions

Feszetting Device [ 192.168.260.2 ...

|

If the operating mode of one or more CPU Units was changed to download the parameters,
you can return the CPU Units to the previous operating modes. If the No Button is clicked, the
CPU Units remain in PROGRAM mode.

Network Configurator |

gl Controller's mode will be returned to the state before starting
) download.
oo

12
o

4 The following dialog box is displayed to show that the download was completed.

Network Configurator |

'0' Download of device parameter was completed.

9-2-10 Uploading Tag Data Link Parameters

syur ejeq bel bumes z-6

You can upload tag data link parameters (such as tag set settings and connection settings) from Ether-
Net/IP devices in the EtherNet/IP network.

The following procedure shows how to upload the parameters. For details on how to connect to the
network from the Network Configurator, refer to 9-2-8 Connecting the Network Configurator to the Net-
work on page 9-50.

m Precautions for Correct Use

» Make sure that the major CIP revision of the device registered with the Network Configurator
is the same as the major CIP revision of the NX-series EtherNet/IP Unit that you use. If the
major CIP revisions are not the same, the parameters may not be uploaded. To determine
whether uploading is possible, refer to 9-2-3 Registering Devices on page 9-19.

There are two ways to upload the parameters.

slayoweled yui eyeq be] buipeoidn 0L-z-6

I Uploading from All Devices in the Network

1 Connect the Network Configurator online, and then select Upload from the Network Menu.
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2 The following dialog box is displayed.
|

Uploading all devices parameters from network will start based
l % on the current document.
OK?

If you select "No”, it will start as new document.

Mo Cancel

 Clicking the Yes Button:

The tag data link parameters in the current project are uploaded.
* Clicking the No Button:

You open a new project to upload the tag data link parameters. The current project is closed.
* Clicking the Cancel Button:

The upload operation is canceled. The upload is not performed.

3 If you click the Yes Button in step 2, the following dialog box is displayed.
x

Uploading all devices parameters from network will start based
l % on the current device structure.
OK?

If you select Mo, it will start after deleting the current device
structure.

No Cancel

 Clicking the Yes Button:
Parameters are uploaded only from the devices registered in the Network Configuration
Pane. Parameters are not uploaded from devices that are not registered in the Network Con-
figuration Pane.

* Clicking the No Button:
Performing a Batch Upload over the Network
Parameters are uploaded from all devices on the network.
The current Network Configuration Information will be lost.
The following dialog box will be displayed. Select the devices for which to upload parameters
and click the OK Button.
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Target Device x|

—Address
192.168.250.10
192 168.250.1
192168.250.2

sdd. | Ede. | Delete Offline Device

(0].8 I Cancel |

+ Clicking the Cancel Button:
The upload operation is canceled. The upload is not performed.

4 If you click the No Button in step 2, the following dialog box is displayed.
Select the devices for which to upload parameters and click the OK Button.

Target Device |

 Address
192.168.250.10
192.168.250.1
192.168.250.2

syur ejeq bel bumes z-6

add. | Edi. | Delete Oftine Device

Ok I Cancel

I Uploading Individually from Particular Devices

1 Connect the Network Configurator to the network.
Select the icon of the EtherNet/IP Unit from which you want to upload parameters. To select
multiple nodes, press and hold the Shift Key or the Ctrl Key while you select additional icons.
(In the following example, 2 nodes are selected: 192.168.250.1 and 192.168.250.2.)
Right-click the icon to display the pop-up menu, and select Parameter - Upload.
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132168.250.2 132168.250.10

[ TR

Parameter d £ wizard. ..

,5‘.’.’ Monitor... Edit...
Fo
Reset ‘3 Qpen...
a3 save zs...
Maintenance Information. .. T
P |
Register to other Device ¥ 3% Download
External Data » Verify
% cut |

2 The following dialog box is displayed.

Network Configurator x|

l Uploading parameters from selected devices will start.
N OK?

Click the Yes Button or the No Button.

3 During the upload, the following progress indicator is displayed to show the progress of the up-
load.

Uploading Device Parameter [ 13216825010 )...

Uploading Parameter. ..

4 The following dialog box is displayed to show that the upload was completed.

Network Configurator |

:' Network upload was completed.

9-2-11 Verifying Tag Data Link Parameters

Tag data link parameters (such as tag set settings and connection settings) can be compared with the
parameters of the EtherNet/IP ports in the EtherNet/IP network.
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The following procedure shows how to compare the parameters. For details on how to connect to the
network from the Network Configurator, refer to 9-2-8 Connecting the Network Configurator to the
Network on page 9-50.

M Precautions for Correct Use

» Make sure that the major CIP revision of the device registered with the Network Configurator
is the same as the major CIP revision of the NX-series EtherNet/IP Unit that you use. If the
major CIP revisions are not the same, the parameters may not be compared. To determine
whether comparison is possible, refer to 9-2-3 Registering Devices on page 9-19.

I Verifying the Network Configuration

You can use the following procedure to compare the list of registered devices in the Network Configu-
ration Pane with the devices connected on the EtherNet/IP network, and check the IP addresses and
device types.

This function does not verify device parameters.

1 Connect the Network Configurator to the network.

2 Select Network - Verify Structure.
The following progress indicator is displayed to show the progress as data is read from the net-

work and compared.

Uploading Device |nformation [ 192.168.250.10]...

I

syur ejeq bel bumes z-6

3 The result of the comparison between the network configuration file and data from the network
is displayed as shown below.
 Differences Not Found in the Comparison

x

'jO:' Mo differences found.

+ Differences Found in the Comparison
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Comparison Result |
Dezcription | Local | MHetwork.

1D wiong device type or revision. [ 192.168.250.1 ] MJS01-1400 | MJS01-1500
10 wiong device type or revision. [ 192.168.26003 ] CIZB-EIPZ1 Mot present.

1 | ©

« Differences Found in the Device Type

x

l i Invalid device type.

Click the OK Button or the Close Button.

I Verifying the Device Parameters

Use the following procedure to compare the device parameters for the devices selected in the Network
Configuration Pane with those of the devices connected on the EtherNet/IP network.
The IP addresses, device types, and device parameters are compared.

1 Connect the Network Configurator to the network.

2 Click the icon of the EtherNet/IP port to verify. To select multiple nodes, press and hold the
Shift Key or the Ctrl Key while you select additional icons. (In the following example, 2 nodes
are selected: 192.168.250.1 and 192.168.250.2.)

Right-click the icon to display the pop-up menu and select Parameter — Verify.
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d 5% Wizard. .
- 2] 5w poritar Edit...
=
Reset 3 dpen...
4 Save as...
Maintenance Information. .. R
M Upload
Register to other Device * % Download
External Data j
3 Cut

3 The following dialog box is displayed.

Network Configurator =l

Verifying parameters to selected device will start.
b oc

Click the Yes Button or the No Button.

4 The following dialog box is displayed.
 Differences Not Found in the Comparison

Network Configurator =l
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+ Differences Found in the Comparison
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x
Dezcriphion | Local | Device |
© wiong Packet Interval [RF1) . 20.0ms B0.0mz

Cloge

 Differences Found in the Device Type

x

! i Invalid device type.

Click the OK Button or the Close Button.

5 If multiple nodes have been selected and compared, the following message is displayed. Click
the Yes Button.

Network Configurator x|

! Verifying parameters to selected device will start.
N OK?

The comparison results are displayed in order of the selected nodes.

9-2-12 Starting and Stopping Tag Data Links

This section describes the procedure for starting/stopping tag data links. For details on how to connect
Network Configurator to a network, refer to 9-2-8 Connecting the Network Configurator to the Network
on page 9-50.

I Automatically Starting Tag Data Links

Tag data links are automatically started immediately after the data link parameters are downloaded
from the Network Configurator.
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(They are automatically started after the CPU Unit's power is turned ON or the Unit is restarted.)

@ Additional Information

With a CPU Unit that operates as the originator device, a Tag Data Link Connection Timeout
error will occur if a connection is not established with the target device within one minute after
the tag data links are started.

Even after this error occurs, reconnection processing is continued periodically until automatic
recovery is performed.

If the application environment allows you to ignore this error, such as when a target device is
started later than the originator device, you can change the event level to the observation level.

I Starting and Stopping Tag Data Links for the Entire Network

You can start and stop tag data links for the entire network by instructions from the user program or
operations from the Network Configurator.

@ Precautions for Correct Use

Use the same method (i.e., either the user program or the Network Configurator) to both start
and stop tag data links.

For example, if you execute an instruction to stop tag data links, you cannot restart them from
the Network Configurator.

® Executing Instructions in the User Program
You can start tag data links for the entire network by executing the TDLinkStartConnection (Start
Tag Data Link Target Connection) instruction from the user program. You can stop tag data links for
the entire network by executing the TDLinkStopConnection (Stop Tag Data Link Target Connection)
instruction.
Refer to Section 13 Instructions Specific to NX-series EtherNet/IP Units on page 13-1 for de-
tailed instruction specifications.

@ Using the Network Configurator
You can select I/O Connection - Start or Stop from the Network Menu to start and stop tag data
links for individual devices.

I Starting and Stopping Tag Data Links for Individual Devices

@ Using the Network Configurator
You can start and stop tag data links on a device basis (at the originator) by selecting Monitor from
the Device Menu and performing the following operation in the Connection Tab Page in the
Monitor Device Dialog Box.
You can start and stop tag data links for each of the EtherNet/IP ports 1 and 2 connected to the
Network Configurator.
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onkor pevce SR zl

Status 1| Status 2 Connestion | Controller Log | Tag Status | Ethemet infomation |

[~ Target Node Statu:

@00

Start Connection |  Stop Connection

1~ Connection Statu:
Connection Name
192.168.250.10 (#010) CND1_01

Close

Start Connection Button:
Starts all connections for which the device is the originator.
Stop Connection Button:
Stops all connections for which the device is the originator.

9-2-13 Clearing the Device Parameters

You can clear the tag data link settings (or return them to their factory settings) that are saved in the
registered EtherNet/IP device.

The following shows how to clear tag data link parameters. For details on how to connect to the net-
work from the Network Configurator, refer to 9-2-8 Connecting the Network Configurator to the Net-
work on page 9-50.

@ Precautions for Correct Use

» Use the Network Configurator version 3.58 or higher to perform the following procedure to
clear the tag data link settings.

* If you perform the following procedure from the Network Configurator version 3.57 or lower,
the tag data link settings are not cleared. Refer to Additional Information in this section for the
procedure to clear the tag data link settings from the Network Configurator version 3.57 or
lower.

1 Connect the Network Configurator to the network.
2 Select the icon of the device from which you want to clear the device parameters.

In the following example, two nodes are selected: 192.168.250.1 and 192.168.250.2. To select
multiple nodes, press and hold the Shift Key while you select additional icons.
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192.168.250.1 3 2502 1532.1658.260.10
G071 -1500 Cl2M-EIFA

|2..250.2

3 Select Device - Reset.
You can also right-click the icon and select Reset from the pop up menu.

192.168.250 192 168.250.2 192 168,250,
AR Parameter k

2% Monitor. ..

Maintenznce Information. ..

©

4 The following dialog box is displayed. Pt
®

5 2
y

«Q

Selected devices will be reset. o

!"\ OK? 9

1Y

c

S

=

n

* If you click the Yes Button:
The following dialog box is displayed.

x

Fiezet Tupe
=" Restart the device.

Clear the tag data link settings and restart
the device.

NOTE : The Controller will not be restarted.

Cancel |

Select the Initialize tag data link configuration, and then emulate cycling power Option,
and then click the OK Button.
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M Precautions for Correct Use

The Controller is not restarted. Only the EtherNet/IP port is reset.

* If you click the No Button:
The tag data link settings will not be cleared and the built-in EtherNet/IP port will not be re-

set.

@ Additional Information

You can also execute the Reset service of the Identity Object for the NX-series EtherNet/IP Unit
to clear the tag data link settings. The procedure to execute the service from the Network Con-
figurator is given below.
1. Connect the Network Configurator to the network.
2. Select Tool - Setup Parameters in the main window.

Then the dialog box for the general parameter settings are displayed.
3. Specify the target device and message to send.

* Target Node Address : Enter the IP address of the target device.

* Service : Select Reset.
* Class : Enter 01.

* Instance : Enter 01.

e Attribute : Enter 00.

* Data : Enter 02,

4. Click the Send Button.

9-2-14 Saving the Network Configuration File
You can save device parameters set in the Network Configurator or device parameters uploaded from

the network in a network configuration file.

1 Select File - Save As.
The following dialog box is displayed.

& savens x|

Savein: I EI: Documents j @ ¥ = -
MName = |-| Date ... |v| Type |v| Size |-| Tags |'|
MMyProject

File name: Save I
Save as type: INetwork Configurator w3 File(* nvf) j Cancel |

Option
’]_ Select target network
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Untitled.nvf is displayed as the default file name.

2 Input the file name, and then click the Save Button.

x
Savein: I E. Documents j @ ?‘ # '
Name = |-.-| Date ... |v| Type |-.-| Size |v| Tags |-.-|
|i|MyProject
File name: |I'u'|achineCorrtroI_‘l Save
Save astype: |Network Configurator v3 File("ivi) =] Cancel
Option
’7|_ Select target nebwork
4

This completes the network configuration file save operation.

3 When the network configuration is changed later, you can overwrite the existing network con-

figuration file if you select File - Save, or click the = Button.

Select the check boxes of the networks to save and click the OK Button.

o

. . 0

4 You can select the Select target network Check Box in the Option Area to select and save @
only the required network configuration files from the existing multiple files. 3
«Q

y

x| &
Y]

Savein: I E. Documents j @ ? 3 ' )
c

Mame = |v| Date ... |-| Type |v| Size |v| Tags |v| =
MMyProject »n
(o]

N

N

File name: |I'u'|achineCorrtroI_1 Save %
<

Save as type: INetwork Configurator v3 File(* nvf) | Cancel a
3

Z

o)

3

i 2

0

o

3

2

c

g

&

=}

I

)
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Select Target Network x|

 Tamget Metwork

[u]8 I Cancel

9-2-15 Reading a Network Configuration File

You can read out a previously saved network configuration file into the Network Configurator.

1 Select File - Open, or click the = Button.
The following dialog box is displayed.

Fopen x|
Look in: I E, Documents j a ? .|

MName = |v| Date ... I"I Type IvI Size Ivl Tags Ivl
m MachineControl_1
MMyPrnject

File name: | Open

Files of type: | Network Configurator v3 File(* nvf) i Cancl

O ption
’7|_ Select target network [ Addto cument network

i

If the network configuration file that you want to read out is not displayed, change to another

folder.

2 If you select the network configuration file that you want to read out, that file name is displayed
in the File name Field.
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Hopen Ed
Lok in: IE Documents j @ 5 EI'

| =] Type | -] size | =] Tags |~

m MyProject

File name: |MachineCor|tD Open

Files of type: | Network Configurator v3 File(* nvf) =] Cancel

Optioh
’7|_ Select target network. [ Add to curent network,

3 Click the Open Button to read out the network configuration file.

4 The Network Configurator's Title Bar will display the name of the file that was read out.

| O E||5g:|ai.«|¢a.ﬁz|%e!

[Kpladd|es|@ ]

1 =

ﬁ Metwark Configurator
= Q EtherMet/IP Hardware
= @ Yendor
] @ OMROM Corparation
= ﬁ Comrunications Adapter
- E[E] DTwWEIR2T

5 Select options in the Option Area as necessary.
The options are listed below.

Setting Description
Select target network Allows you to select specific networks from the network configura-
tion and open them.
Add to current document Allows you to add the networks from the network configuration file
that is currently open to the current configuration file.

@ Additional Information

The save format will depend on the version of the Network Configurator. You can import config-
uration files (*.ncf) created with the Network Configurator for EtherNet/IP (version 2 or lower) if
you select External Data - Import from the File Menu.
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9 Tag Data Link Functions

9-2-16 Checking Connections

You can check the consistency of connection parameters for network configuration files with device
parameters that were set with the Network Configurator or device parameters uploaded from the net-

work.

1 Select Check Connection from the Network Menu.
The following dialog box is displayed if parameters are normal.

Network Configurator x|

The following dialog box is displayed if there are parameter errors. Check the displayed details
and review the settings.

x

# | Metwork | Diescription
19216325010 CIZM-EIP21 EtherNet/P_1  Connection [ CHOZ_01 : TagSet!_192.162.25010): Co...

Close |

If an inconsistency is found, open the originator’s Edit Device Parameter Dialog Box and click
the Connection Tab. The inconsistent connection in the Register Device List is displayed

with a o icon (instead of the normal S icon).

To change the connection setting and select a different target variable, select the connection as
shown below and click the Edit Button.
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Connections : 2/32(0:1,T: 1} il LI

| Register Device List

Product Name I 152.168.250.10 CJ2M-EIPZ1 Variable Target Variable

&P 192 168.250 2 (#002) N

SCNO2_01 [Input]

\ Eﬁ icon (normally ﬁ )

e | Bt | pelete || Bt Change Tergettiode i), | ToffomFle |

Core

9-2-17 Changing Devices

You can change devices that are registered in a network configuration with the Network Configurator.
Select Change Device from the Device Menu to display a list of the possible devices to change.
You can change a device only when there is complete or upward compatibility with the device.

I Device Changes

Model after change
NX- | CS1W- | CS1W | CJ1W- | CJ1W- | CJ1W | CJ1W- | CJ1W | CJ1W | CJ2B- | CJ2M
Model be- cIp EIP20 | EIP21 - EIP21 | EIP21 - EIP21 - - EIP21 ©
fore Rev. 1 EIP21 (CJ2) | EIP21 (NJ) EIP21 | EIP21 B
change S S S S (NJ) o
(CJ2) é’
Rev2 | Rev3 | Rev4 | Rev3 Rev3 | Rev4 | Rev3 | Rev4 | Rev4 | Rev3 | Rev2 3
NX-EIP201 | Rev 2 No No No AN2/6/7 No AN2/4]T | A2/6] | A2/4] | A2/6] | N2/4]7 QU
7 7 7 5
CS1W- Rev 3 No Yes Yes Yes Yes A5 Yes A5 Yes A3 5
EIP21 a
CS1W- Rev 4 No Yes - Yes Yes Yes A5 Yes JANG) Yes A3
EIP21S
CJ1W- Rev 3 No Yes Yes --- Yes Yes A5 Yes A5 Yes A3
EIP21
CJ1W- Rev 3 A5 A1 A1 A1 A1 A5 Yes A5 Yes A3 S
EIP21 l\\‘
(CJ2) 0
CJ1W- Rev 4 No Yes Yes Yes Yes - A5 Yes A5 Yes A3 %
EIP21S s
CJ1W- Rev 3 Yes A1/2 A1/2 A1/2 A2 A1/2 A2 Yes A2 A2/6 g
EIP21 (NJ) §
CJ1W- Revd | A5 N N N Yes N A5 A5 Yes A3 @
EIP21S
(CJ2)
CJ1W- Rev 4 Yes A1/2 A1/2 A1/2 A2 A1/2 Yes A2 A2 A2/6
EIP21S
(NJ)
CJ2B- Rev 3 A5 A1 A1 A1 Yes A1 A5 Yes A5 A3
EIP21
CJ2M Rev 2 A5 A1 A1 A1 Yes A1 A5 Yes YANG) Yes -
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Model after change
NX- | CS1W- | CS1W | CJ1W- | CJ1IW- | CJIW | CJ1IW- | CJ1W | CJ1W | CJ2B- | CJ2M
Model be- cIp EIP20 | EIP21 - EIP21 | EIP21 - EIP21 - - EIP21
fore Rev. 1 EIP21 (CJ2) | EIP21 (NJ) EIP21 | EIP21
change S S S S (NJ)
(CJ2)

Rev2 | Rev3 | Rev4 | Rev3 | Rev3 [ Rev4 | Rev3 | Rev4 | Rev4 | Rev3 | Rev2
NJ501 Rev 1 No A1/2 A1/2 A1/2 A2 A1/2 Yes A2 Yes A2 N2/6
NJ301 Rev2 | Yes | A12 | A2 | A2 A2 | A12 | Yes A2 Yes A2 | A2/6
NJ101 Rev 2 Yes A1/2 A1/2 A1/2 A2 A1/2 Yes A2 Yes A2 N2/6
NX701 Rev 2 Yes No No No N2 No Yes N2 Yes N2 N2/6
NX502 Rev 2 Yes No No No N2I7 No N2 AN2[T | A2IT | A2[T | A2/6/7
NX102 Rev 2 Yes No No No N2 No Yes N2 Yes N2 N2/6
NX1P2 Rev 2 Yes No No No A2 No Yes A2 Yes A2 N2/6

Model after change
el s NJ501 NJ101 NX701 NX502 NX102 NX1P2
change CIP Rev NJ301
Rev 1 Rev 2 Rev 2
o 7 7 Rev 2 Rev 2 Rev 2 Rev 2

NX-EIP201 Rev 2 No NAIT NAIT NBIT N4 NAIT YAN:Yid
CS1W-EIP21 Rev 3 NA4/5 N4/5 N4/5 No No No No
CS1W-EIP21S | Rev 4 N4/5 N4/5 N4/5 No No No No
CJ1W-EIP21 Rev 3 N4/5 N4[5 N4/5 No No No No
CJ1W-EIP21 Rev 3 N4/5 N4/5 r4/5 JANG) N4/5 N4/5 A4/5
(CJ2)
CJ1W-EIP21S | Rev 4 N4/5 N4/5 N4/5 No No No No
CJ1W-EIP21 Rev 3 A4 A4 N4 Yes N4 A4 A4
(NJ)
CJ1W-EIP21S | Rev 4 N4/5 N4/5 A4/5 A5 A4/5 A4/5 A4/5
(CJ2)
CJ1W-EIP21S | Rev 4 N4 N4 N4 Yes A4 A4 N4
(NJ)
CJ2B-EIP21 Rev 3 N4/5 N4/5 N4/5 A5 N4/5 N4/5 N4/5
cJa2m Rev 2 N4/5 N4/5 N4/5 Ab A5 A4/5 A4/5
NJ501 Rev 1 - Yes N4 No No No No
NJ301 Rev 2 Yes - N4 Yes Yes Yes N4
NJ101 Rev 2 Yes Yes - Yes Yes Yes A4
NX701 Rev 2 No N4 N4 - A4 A4 N4
NX502 Rev 2 No NAIT NAIT AT --- NAIT NAIT
NX102 Rev 2 No Yes Yes Yes Yes - N4
NX1P2 Rev 2 No Yes Yes Yes Yes Yes -

*1.  CPU Unit with a unit version 1.00 to 1.02
*2.  CPU Unit with a unit version 1.03 or later

Yes Can be changed.

No: Cannot be changed.

AO Cannot be changed if a Japanese variable is specified in the tag.

A1 Cannot be changed if a network variable is specified as a tag.

A2 Cannot be changed if the maximum size of a tag name or tag set name (size after conversion into

UTF-8) exceeds 48 bytes.
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A3 Cannot be changed if the following items exceed the permissible settings of the device after the
change:
* Number of /0O connections, number of tags, number of tag sets, and size of one tag set.

N4 Cannot be changed in any of the following cases:

* The number of I/O connections, number of tags, number of tag sets, or size of one tag set ex-
ceeds the permissible settings for the device after the change.
* RPI exceeds the permissible settings or is set in 0.5-ms increments (such as 10.5ms)

YANG) Cannot be changed if a tag set size is an odd number of bytes.
YaNG) Cannot be changed if tags, tag sets, or refreshing sizes exceed the permissible settings.
AT Cannot be changed if the maximum number of tags per tag set exceeds the permissible setting.

9-2-18 Displaying Device Status

Device status is displayed using the following icons in Maintenance Mode.
To enter Maintenance Mode, select Large Icons - Maintenance Mode from the View Menu.

@ EtherNet/IP_1 [() Etherlet/IP_2 |

b 2

192.168.260.2 192.168.250.10 192.168.260.3
MJ501-1500 CI2M-EIP21 KJE01-1500

1 1 | .

o

Icon Status g

Offline g

«Q

(white) g

O Default (including no Controller Configurations and Setup) g,

(Y

(gray) cE

@ Idle (including when the Controller is in PROGRAM mode) 73
(green)

@ Normal communications state (including when the Controller is in RUN mode)

(blue)

(o]

O Warning status (including when there is a partial fault or non-fatal error in the Con- N

troller &

(yellow) ) g

@ Alarm status (including when there is a major fault or fatal error in the Controller) :j—,

=

«Q

(red) o

g

8

@

L

&
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9-3 Ladder Programming for Tag Data
Links

9-3-1 Ladder Programming for Tag Data Links

The following conditions 1 to 3 should be fulfilled if you use tag data link data for a ladder program-
ming. The additional conditions 4 and 5 should be also fulfilled if you input the Controller information of
the target node.

The device variables listed below assume that the communications port 1 of an NX-series EtherNet/IP
Unit with unit number 2 is used. N2 at the beginning of the device variable represents unit number 2.
Refer to Section 6 Device Variables Related to the NX-series EtherNet/IP Unit on page 6-1 for the
variable names of device variables when the communications port 2 is used.

@ Conditions for Enabling Tag Data Links for the EtherNet/IP Port
The following conditions 1 and 2 should be both fulfilled.

No. Condition

1 The following error status bits in the N2_ETN_ErrSta (Communications Port Error)
variable are FALSE.

* Major fault: Bit 7

 Partial fault: Bit 6

* Minor fault: Bit 5

2 The N2_ETN_Port1Status.EtnOnlineSta (Port1 Online) variable is TRUE.

@ Condition for Tag Data Links with Connection Established to the Target
Device

The following condition 3 should be fulfilled.

No. Condition

3 In the N2_EIP_Comm1Status.EstbTargetSta[255] (CIP Communications1 Normal Tar-
get Node Information) variable, the bit corresponding to the target node address is
TRUE.

@ Condition of the Controller Operating Mode (Operating or Stopped) (Only
for OMRON Controllers)

The following condition 4 should be fulfilled.

No. Condition

4 In the N2_EIP_Comm1Status. TargetPLCModeSta[255] (CIP Communications1 Target
PLC Operating Mode) variable, the bit corresponding to the target node address is
TRUE.

@ Condition of the Controller Error Status (Fatal or Non-fatal Error) of the
Target Node (Only for OMRON Controllers)

The following condition 5 should be fulfilled.
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No. Condition
5 In the N2_EIP_Comm1Status. TargetPLCErr[255] (CIP Communications1 Target PLC
Error Information) variable, the bit corresponding to the target node address is FALSE.
When you want to use the Target Node Controller Error Flag, the Controller status
must be included in the tag sets for both the originator and target. Include the Control-
ler status by using the Network Configurator to select the Include Option in the Edit
Tag Set Dialog Box.

® Programming Example for Normal Operation Detection
The following program can be used to confirm that normal communications are being performed for
each target node. If the Controller status is included in the tag data, the status of the Controller can
also be detected.

* Normal Operation Detection Programming Example 1

CIP Comminucations1 CIP Comminucations1 CIP Comminucations1

Communication port1 Normal Target Node Target PLC Operating Target PLC Error Information
Online Information (#1) Mode (#1) (#1)
(N2_ETN_Port1Status N2_EIP_Comm1Status. N2_EIP_Comm1Status. N2_EIP_Comm1Status.
_EtnOEIineSta) EstbTargetSta[1] TargetPLCModeSta[1] TargetPLCErr{1]
| | | | | Node 01 data
| [ || | link operation
normal
o
@
CIP Comminucations1 CIP Comminucations1 CIP Comminucations1 7 -
Normal Target Node Target PLC Operating ~ Target PLC Error Information ‘3_
Information(#2) Mode (#2) (#2) 2
N2_EIP_Comm1Status. N2_EIP_Comm1Status. N2_EIP_Comm1Status. ;
EstbTargetSta[2] TargetPLCModeSta[2] TargetPLCEr[2] 3
| | | | | Node 02 data Q
| | | | /}/f link operation g
normal
3
I ! 3
| / —
| i 5
y
Q
o
2
» Normal Operation Detection Programming Example 2 t
%
CIP Communications1
Communication port1 All Tag Data Link
Online Communications Status
(N2_ETN_Port1Status. N2_EIP_Comm1Status.
EtnOnlineSta) TDLinkAlIRunSta
| | | | Data link
[ [ operation ©
w
CIP Communications1 CIP Communications1 normal N
Target PLC Target PLC 5
r Operating Mode (#1) Error Information (#1) 2
N2_EIP_Comm1Status. N2_EIP_Comm1Status. @
TargetPLCModeSta[1 TargetPLCErr1]
g I 2 | Node 01 data 3
|| /}/f link operation Q
©
normal 3
2
>
- CIP Communications1 CIP Communications1 7 ti
Target PLC Target PLC o)
- Operating Mode (#2) Error Information (#2) 5
N2_EIP_Comm1Status. N2_EIP_Comm1Status. «Q
TargetPLCModeSta[2] TargetPLCEr[2] QU)
| | | Node 02 data By
| | /}/f link operation —
normal %
1
! 1\ J
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® Programming Example for Error Detection

The following program can be used to check for tag data link errors for each target node. This pro-
gramming is used to detect errors which may occur after the data links for all the nodes are started

normally.

Communication port1
Online
(N2_ETN_Port1Status.
EtnOnlineSta)

CIP Communications1
Normal Target
Node Information (#1)
N2_EIP_Comm1Status.
EstbTargetSta[1]

I l I
1]

CIP Communications1
Normal Target
Node Information (#1)
N2_EIP_Comm1Status
.EstbTargetSta[1]

Node 01
error output

Q Node 01 error output

J/Y

I

CIP Commnucations1
Normal Target

Node Information (#2)

N2_EIP_Comm1Status
.EstbTargetSta[2]

I ll
1]

CIP Commnucaitons1
Normal Target
Node Information (#2)
N2_EIP_Comm1Status
.EstbTargetSta[2]

Node 02
error output

O Node 02 error output

W

@ Data Processing Programming Example

» The following shows an example where data processing is performed only when data links are
operating normally.

Additional parts <

Normal operation flag
r——- r—=—n
| ! | !

*I |—|—| 1
[ | [ Ep— |

Normal operation flag

The parts of the ladder
program that use the data
link area for the relevant
node are processed only
when the corresponding
normal operation flag is ON.

» The following shows an example where data processing is performed only when data links are
operating normally with MC and MCR instructions, or with JMP instructions.
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Node A data link
normal operation flag

Node B data link
normal operation flag

} Node A data processing

! Node B data processing

bt

MCR

Node C data link
normal operation flag

| MC

% Node C data processing

ﬂ,

MCR

M Precautions for Correct Use

Even if an error occurs in communications with a target device, the input data from the target
device will remain stored in words allocated in memory to the local node. To prevent malfunc-
tions, write the user program so that no input processing is performed when any of the following
bits of the ETN_ErrSta (Communications Port Error) variable is TRUE.

» Major fault: Bit 7

 Partial fault: Bit 6

* Minor fault: Bit 5

9-3-2  Status Flags Related to Tag Data Links

The status of the tag data links is reflected in the following device variables.

s)yui eyeq be] Joj Buiwwelbouid Jappe] £-6

Variable Description
* EIP_Comm1Status.TargetPLCModeSta[255] (CIP This variable shows the operating status of the target

Communications1 Target PLC Operating Mode) node Controller that is connected with the EtherNet/IP
¢ EIP_Comm2Status.TargetPLCModeSta[255] (CIP port as the originator.

Communications2 Target PLC Operating Mode) The information in this area is valid only when the cor-
(Corresponds to the Controller Operating Flag in the responding Normal Target Node Information is TRUE.
Controller status.) If the value is FALSE, the Target Node Controller Op-

erating Information indicates the previous operating

status.

Array[x] is TRUE: The target Controller with a node
address of x is in operating sta-
tus.

Array[x] is FALSE: Other than the above.

syur eyeq bey 0} psjejey sbel4 snjeis z-¢-6
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9-80

Variable

Description

* EIP_Comm1Status.TargetNodeErr[255] (CIP Com-
munications1 Target Node Error Information)

* EIP_Comm2Status.TargetNodeErr[255] (CIP Com-
munications2 Target Node Error Information)

(Corresponds to the Controller Error Flag in the Con-

troller status.)

This variable indicates that the connection for Regis-
tered Target Node Information is not established or
that an error has occurred in the target the Controller.
The array elements are valid only when the Regis-
tered Target Node Information is TRUE.

Array[x] is TRUE:

Array[x] is FALSE:

The Registered Target Node In-
formation for a node address of x
is TRUE, and the Normal Target
Node Information is FALSE or the
Target PLC Error Information is
TRUE.

When the Registered Target
Node Information for a node ad-
dress of x is FALSE, or when the
Registered Target Node Informa-
tion is TRUE, the Normal Target
Node Information is TRUE, and
the Target PLC Error Information
is FALSE.

* EIP_Comm1Status.EstbTargetSta[255] (CIP Com-
munications1 Normal Target Node Information)

* EIP_Comm2Status.EstbTargetSta[255] (CIP Com-
munications2 Normal Target Node Information)

(This status is not included in the Controller status.)

This variable gives a list of nodes that have normally
established EtherNet/IP connections.

Array[x] is TRUE:

Array[x] is FALSE:

The connection to the node with
a node address of x is establish-
ed normally.

A connection is not established
yet, or an error has occurred.
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9-4 Tag Data Links with Other Models

The performance of tag data links depends on the CPU Unit model and EtherNet/IP Unit model as
shown below.
When you use tag data links between the NX-series EtherNet/IP Unit and another CPU Unit or an

EtherNet/IP Unit, configure the tag data link settings based on the Unit which has the lower level of
communications performance.

@ Differences in Tag Data Link Performance Specifications

NX-ser-
jes CS1W-EIP21
Ether- | NX-series CPU Unit NJ-series CPU CJ2M-CPU3L] il
Net/IP Unit EIP21S
ltem Unit CJ1W-EIP21
Unit version CJIW-
EIP21S
:I);' S0 | NXT01 | NX502 | NX102 | NX1P2 ‘1':'(') w | 1030r |, 210r | CJ2H-
’ later : later CPUGLI-EIP
1.02
Tag Total 184,832 | 184,832 | 46,208 9,600 9,600 words 640 words 184,832
size of words words words words words
all tags (total of | (total of | (total of | (total of
369,664 | 369,664 | 92,416 19,200
words words words words
with two | with two | with two | with two
ports) ports) ports) ports)
Maxi- 722 722 words 300 words 20 640 722 words
mum words (721 words when (299 words when the tag set includes the | words words (721 words
size of (721 the tag set includes | Controller status) (19 (639 when the tag
tag words the Controller sta- words words set includes
when tus) when when the Controller
the tag the tag the tag status)
set in- set in- set in-
cludes cludes cludes
the Con- the Con- | the Con-
troller troller troller
status) status) status)
Number | 1024 256 2561 32 256
of regis- | (total of | (total of 512 with two ports)
trable 2048
tags with two
ports)
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NX-ser-
ies CS1W-EIP21
Ether- | NX-series CPU Unit NJ-series CPU CJ2M-CPU3L] ik
Net/IP Unit EIP21S
ltem Unit CJ1W-EIP21
Unit version CJIw-
EIP21S
:I)::z o1 |NX701 | NX502 | NX102 | NX1P2 ‘1";’6 o | 10301 |, 210r | CJ2H-
: later : later CPU6LI-EIP
1.02
Tag set | Maxi- 722 722 words 300 words 20 640 722 words
mum words (721 words when (299 words when the tag set includes the | words words (721 words
size of 1 | (721 the tag set includes | Controller status) (19 (639 when the tag
tag set words the Controller sta- words words set includes
when tus) when when the Controller
the tag the tag the tag status)
set in- set in- set in-
cludes cludes cludes
the Con- the Con- | the Con-
troller troller troller
status) status) status)
Number | 64 8 64 8
of tags (63 tags | (7 tags (63 tags | (7 tags when the tag set includes the Controller status)
per tag when when when Note: Input and output variables cannot be combined in one tag set.
set the tag the tag the tag
set in- set in- set in-
cludes cludes cludes
the Con- | the Con- | the Con-
troller troller troller
status) status) status)
Note: In- | Note: In- | Note: In-
putand | putand | putand
output output output
varia- varia- varia-
bles bles bles
cannot cannot cannot
be com- | be com- | be com-
bined in | bined in | bined in
onetag |onetag | onetag
set. set. set.
Number | 256 256 64 32 (total | 32 32 256
of regis- | (total of | (total of | (total of | of 40
trable 512 with | 512 with | 128 with | with two
tag sets | two two two ports)2
ports) ports) ports)
Connec- | Number | 256 256 64 32 (total | 32 32 256
tion of con- (total of | (total of | (total of | of 64
nections | 512 with | 512 with | 128 with | with two
two two two ports)
ports) ports) ports)
Maxi- 722 722 words 3 300 words 20 640 252 or 722
mum words 3 | (Data concurrency | (Refer to 9-1-7 Concurrency of Tag Data | words words words™3
data (Data is maintained at Link Data on page 9-12 for the conditions | (Data concurrency | (Data concur-
size per | concur- | each connection.) for maintaining data concurrency on a is maintained at rency is main-
connec- | rency is connection basis.) each connection.) | tained at each
tion main- connection.)
tained at
each
connec-
tion.)
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NX-ser-
ies CS1W-EIP21
Ether- | NX-series CPU Unit NJ-series CPU CJ2M-CPU3O s
Net/IP Unit EIP21S
ltem Unit CJ1W-EIP21
Unit version CJIw-
EIP21S
:I):’-ZO 1 NX701 NX502 NX102 NX1P2 Ye()r6 to 1.03 or o0 21or CJ2H-
: later : later CPU6LI-EIP
1.02
Packet intervals 1.0to 0.5to 1to 10,000 msin1- | 2to 10 to 1to 1to 10,000 ms in 0.5 to 10,000
(RPIs) 10,000 10,000 ms increments 10,000 10,000 10,000 0.5-ms increments | ms in 0.5-ms
ms in ms in msin1- | msin1- | msin 1- increments
1.0-ms 0.5-ms ms in- ms in- ms in-
incre- incre- cre- cre- cre-
ments ments ments ments ments
Communications 40,000 40,000 20,000 12,000 3,000 1,000 3,000 3,000 pps 6,000 pps
bandwidth used pps’5°6 pps’® pps’® pps’® pps pps pps
(pps)™*
*1.  The maximum number of tags is given for the following conditions.

*2.
*3.

*4,
*5,

*6.

7.

¢ All tag sets contain eight tags.

* The maximum number of tag sets (32) is registered.

When tag sets that exceed total of 40 are set, a Number of Tag Sets for Tag Data Links Exceeded (840E0000 hex) event occurs.

To use data of 505 bytes or more, large forward open (an optional CIP specification) should be supported. The SYSMAC CS/CJ-series
Units support large forward open, and if you use nodes from other companies, confirm that the devices also support it.

Here, pps means “packets per second” and indicates the number of packets that can be processed in one second.

If the two EtherNet/IP ports are used simultaneously, the maximum communications data size means the maximum data size of the
total of the two ports.

When the Unit is performing tag data link communications where the allowable communications bandwidth per Unit is close to or
greater than 30,000 pps, the following functions may not be used properly. In that case, use the built-in EtherNet/IP port on the CPU
Unit or an EtherNet/IP port of a different NX-series EtherNet/IP Unit.

* Connecting the Sysmac Studio online from the EtherNet/IP port of the NX-series EtherNet/IP Unit

* Connecting the Network Configurator online from the EtherNet/IP port of the NX-series EtherNet/IP Unit

¢ Connecting the NA-series Programmable Terminal online from the EtherNet/IP port of the NX-series EtherNet/IP Unit

* Port forward via the NX-series EtherNet/IP Unit

* CIP message communications

* SNMP function

These functions of the NX-series EtherNet/IP Unit can be used via X Bus from the built-in EtherNet/IP port on the CPU Unit or an
EtherNet/IP port of a different NX-series EtherNet/IP Unit.

An NX-EIP201 can only be used with the NX502 CPU Unit. However, check the effect on task execution time because it increases 1/0
refreshing time.

@ Specifying Tags
When you assign a tag to a device, you can specify the device with its network variable or 1/0
memory address. Some CPU Units, however, may not support both of these methods.
Communications with such CPU Units are possible though, regardless of whether the 1/0 memory
address or network variable is specified for the tag assignment.
The supported tag specification methods for each CPU Unit are listed in the table below.
Yes: Supported, No: Not supported
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9 Tag Data Link Functions

9-84

CPU Unit Network Configura- | Specifying Specifying
EtherNet/IP Unit tor with network with I/O memo-
hardware list name | variable ry address
NX-series CPU Unit - NX701 Yes No
NX502 Yes Yes ™1
NX102 Yes Yes 172
NX1P20O0000 Yes Yes “1*2
NX-EIP201 NX-EIP201 Yes Yes “12
NJ-series CPU Unit --- NJ501-0000 Yes Yes'1
NJ301-O0000
NJ101
CJ1W-EIP21°3 CJ1W-EIP21 (NJ) Yes Yes™
CJ1W-EIP21S™ CJ1W-EIP21S (NJ) | Yes Yes™
CJ2H-CPUGLI-EIP - CJ2B-EIP21 Yes Yes
CJ1W-EIP21 CJ1W-EIP21 (CJ2) | Yes Yes
CJ1W-EIP21S CJ1W-EIP21S (CJ2) | Yes Yes
CJ2H-CPUGBO CJ1W-EIP21 CJ1IW-EIP21 (CJ2) | Yeg™ Yes
CJ1W-EIP21S CJ1W-EIP21S (CJ2) | yes's Yes
CJ2M-CPU3 - CJ2M-EIP21 Yes Yes
CJ1W-EIP21 CJ1W-EIP21 (CJ2) | Yes Yes
CJ1W-EIP21S CJ1W-EIP21S (CJ2) | Yes Yes
CJ2m-CPU1O CJ1W-EIP21 CJ1W-EIP21 (CJ2) | yes'® Yes
CJ1W-EIP21S CJT1W-EIP21S (CJ2) | yes'® Yes
CJ1 CPU Unit CJ1W-EIP21 CJ1W-EIP21 No Yes
CJ1W-EIP21S CJ1W-EIP21S No Yes
CS1 CPU Unit CS1W-EIP21 CS1W-EIP21 No Yes
CS1W-EIP21S CS1W-EIP21S No Yes

*1.  To specify an I/O memory address for tag assignment, do not specify the address directly. Instead, cre-

*2.

*3.

*4.

*5.
*6.

ate a variable with an AT specification of the I/O memory address on the Sysmac Studio, and then speci-
fy the variable for the tag.

For NX102 and NX1P2 CPU Units, you need to set memory used for CJ-series Unit to use the 1/0 mem-
ory address. For details on memory settings used for CJ-series Unit, refer to the NJ/NX-series CPU Unit
Software User’s Manual (Cat. No. W501).

The CJ1W-EIP21 can be mounted to the NJ-series CPU Unit in the following combinations.

* CJ1W-EIP21: Unit version 2.1 or later

* NJ-series CPU Unit: Unit version. 1.01 or later

* Sysmac Studio: Version 1.02 or higher

The CJ1W-EIP21S can be mounted to the NJ-series CPU Unit in the following combinations.

* CJ1W-EIP21S: Lot. number: 2410010 or later

* NJ-series CPU Unit: Unit version 1.67 or later

* Sysmac Studio: Version 1.60 or higher

A CJ2H-CPUB6L] with unit version 1.6 or later is required to use this function.

A CJ2M-CPU10 with unit version 2.2 or later is required to use this function.
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9 Tag Data Link Functions

9-5 QuickConnect

The NX-series EtherNet/IP Unit supports the QuickConnect function of the EtherNet/IP standard. This
allows for fast start and connection to the EtherNet/IP network.

The QuickConnect function is mainly used for the following purposes.

» Fast switching of tools at the tip of the robot

» Changing the production line equipment

The following gives an example of fast switching of the tools at the tip of the robot. Use the QuickCon-
nect function to quickly switch between tools.

NX-series EtherNet/IP Unit

[

1 el

—
e

Tool changer

EtherNet/IP adapter

Managed switch

000 O
Ooooo

108UUODHDIND G-6

9-5-1 Method of Use

Use the QuickConnect function as follows.

* When the communications port of the NX-series EtherNet/IP Unit is online, turn ON the power sup-
ply of the device that is an adapter, and execute the TDLinkStartConnection (Start Tag Data Link
Target Connection) instruction to start the tag data link after a certain period of time.

+ Also, execute the TDLinkStopConnection (Stop Tag Data Link Target Connection) instruction to stop
the tag data link before turning OFF the power supply of the device that is an adapter.

Refer to Section 13 Instructions Specific to NX-series EtherNet/IP Units on page 13-1 for detailed

instruction specifications.

S JO POUdBIN L-G-6

If the NX-series EtherNet/IP Unit is disconnected from the network without stopping the tag data link
with the target node, a Tag Data Link Error occurs.

A Tag Data Link Error also occurs if the correct IP address is not set for the switched target node after
starting the tag data link with the target node. A Verification Error occurs if the correct connection set-
tings are not configured on the switched target node.
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9 Tag Data Link Functions

9-5-2 Managed Switches

To use the QuickConnect function, the managed switches that support the QuickConnect function are
required. Follow the instructions in the operation manual of the managed switches for details on the
settings on the managed switch side.
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10 CIP Message Communications

10-1 Overview of the CIP Message Com-

munications Service

10-1-1

Overview of the CIP Message Communications Service

NJ/NX-series CPU Units can send CIP commands to devices on the EtherNet/IP network whenever
they are required.
The CIP routing must be set in the NX-series EtherNet/IP Unit to send and receive data between the
NJ/NX-series CPU Unit and devices on the EtherNet/IP network to which the NX-series EtherNet/IP
Unit belongs.
You execute CIP_SEND instructions in a program in the NJ/NX-series CPU Unit to send CIP com-
mands, such as those to read and write data and to receive the responses.

You can use CIP messages from the client to read and write memory in the Controller with the server
without adding any special programming to the user program of the Controller with the server.

EtherNet/|P e

NJ/NX-series || EtherNet/IP
Controller port or host computer

CIP command

CIP response

v

Controller

NJ/NX-series || EtherNet/IP

port

10-1-2 Message Communications Service Specifications

Item

Specification

10-2

Message type

Either of the following can be selected.
CIP UCMM connectionless messages
CIP class 3 connection messages

Execution method

CIPSend (Send Explicit Message Class 3) instruction or Cl-
PUCMMSend (Send Explicit Message UCMM) instruction

Data contents

Sending required CIP commands and receiving responses

Communications parameters

Message type, timeout value, and route path specification

Maximum length per
connection

Non-connection type
(UCMM)

502 bytes

Connection type
(class 3)

¢ Using Forward_Open
502 bytes

* Using Large_Forward_Open
8,192 bytes
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10 CIP Message Communications

10-2 Client Function of CIP Message Com-
munications

10-2-1 Overview

The NJ/NX-series CPU Units can send a CIP message to an external device to request a service by
specifying an internal object of the device which supports the server function of CIP message commu-
nications.
This is called the client function of CIP message communications.
The NJ/NX-series CPU Units execute CIP communications instructions in the user program and send
CIP messages.
By setting CIP routing for the route path, the NX-series EtherNet/IP Unit can transfer CIP messages to
devices on the EtherNet/IP network which the NX-series EtherNet/IP Unit belongs to.

Specify the CIP communications parameters,

such as the route path, as well as the service
‘ code, the request path, and the service data.

—{CIP_SEND
— ‘/7

NJ/NX-series

NX-series NJ/NX-serie .
EtherNet/IP Unit CPU Unit CPU Unit Built-in EtherNet/IP port
|

T4 o

e - - - - -I CIP communications instruction | --r

EtherNet/IP port —|

L | — — 4

EtherNet/IP

10-2-2 CIP Communications Instructions

The following CIP communications instructions are available.
For details on CIP communications instructions, refer to the NJ/NX-series Instructions Reference
Manual (Cat. No. W502).

Instruc- Name ST Communica-
tions tions method
CIPUCMM- | Send Explicit Mes- | Sends a specified CIP command to the specified remote | CIP UCMM
Send sage UCMM Controller on the CIP network. connectionless
Refer to 10-2-5 Response Codes on page 10-14 and message

10-5 CIP Object Services on page 10-23 for informa-
tion on the service codes and response codes that are
used with the NJ/NX-series CPU Units.
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10 CIP Message Communications

Instruc- Name D o Communica-
tions tions method
CIPOpen Open CIP Class 3 | Opens a CIP class 3 connection (Large_Forward_Open) | CIP class 3
Connection with the specified remote node. connection
(Large_For- message
ward_Open)
CIPOpen- Open CIP Class 3 | Opens a CIP class 3 connection with the specified re-
WithData- Connection with mote node that allows class 3 explicit messages of the
Size Specified Data Size | specified data length or shorter to be sent and received.
CIPSend Send Explicit Mes- | Sends a specified class 3 CIP command to the specified
sage Class 3 remote Controller on the CIP network.
Refer to 10-2-5 Response Codes on page 10-14 and
10-5 CIP Object Services on page 10-23 for informa-
tion on the service codes and response codes that are
used with the NJ/NX-series CPU Units.
CIPClose Close CIP Class 3 | Closes the CIP class 3 connection that is specified by

Connection

the handle.

10-2-3 Route Path

10-4

The route path indicates the path from the source Controller of CIP communications instructions to the
destination Controller on the network.

Routing for CIP communications instructions is performed based on the route path. Set the route path
in the RoutePath input variable of the CIP communications instructions.

I Route Path Notation

The route path describes the route from the source Controller to the destination Controller using the
network type number and destination address as follows.

Network type number\#Destination address\Network type number\#Destination address

Do not add # to the network type number, and add # to the beginning of the destination address.

The meaning of network type number and destination address is described below.
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10 CIP Message Communications

>
N
o
=
@ 2
Network Type ad
=]
Number ) 09
NX-EIP201 Unit Number 1 NX502 CPU Unit g o
33
C =
2.0
Back Plane 5 =
=]
CIP Protocol Stack 1 Port (#01) CIP Protocol Stack 1 a?
B (Destination Address [t P (Destination Address
10 hex) 00 hex)
Back Plane
Port (#01) N
Back Plane S
CIP Protocol Stack 2 Port (#01) CIP Protocol Stack 2 ;
(Destination Address |t p|  (Destination Address )
11 hex) 01 hex) @
0
Q
— = = ] — — — — — —_— — — — — — — >
ICommunifations Port | ICommunikations Port !
| (#02) | ' (#02) :
_— = ¥ e = = = . 1
i EtherNet/IP Port 1 EtherNet/IP Port 2
192.168.1.1 192.168.2.1
Ethernet Y
A A
EtherNet/IP Port 1 ) EtherNet/IP Port 2
192.168.1.7 Y NX701 CPUUNit Y 192.168.251.1
@ L
o _ A ____ ___ A ____
ICommunigations Port 1 ICommunigations Port 1
| (#02) | 1 (#02) 1
' Back Plane '

CIP Protocol Stack 1 | Port (#01) CIP Protocol Stack 2
(Destination Address ~ |-e———m~| (Destination Address
00 hex) 01 hex)

® Network Type Number

A network type number is a number that is assigned to each port on the path to the destination
Controller. There are two types of port: backplane port and communications port.

A backplane port is a port between CIP Protocol Stacks'! in the CPU Unit or the NX-series Ether-
Net/IP Unit. The NX502 CPU Unit and NX-series EtherNet/IP Unit each have two built-in CIP Proto-
col Stacks. CIP Protocol Stack1 is connected to the EtherNet/IP port 1 and CIP Protocol Stack?2 is
connected to the EtherNet/IP port 2.

A communications port is an EtherNet/IP port on the NX-series EtherNet/IP Unit.

The network type numbers that are assigned to the backplane port and communications port are as

follows.
Port Network type number (hexadecimal)
Backplane port #01
Communications port | #02
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10 CIP Message Communications

*1. A CIP Protocol Stack is a collection of communications protocols related to CIP message communications
that are gathered to perform the CIP message communications. The CIP Protocol Stack has the function
to send, receive, and transfer the communications data from one port to another port.

® Destination Address

The destination address indicates the address of the Controller at the destination of the port or the
CIP Protocol Stack in the Controller. The destination address of the Controller is represented by the
IP address of the EtherNet/IP port on that Controller. The destination address of the CIP Protocol
Stack is determined as follows.

Destination Unit Unit number | CIP Protocol Stack | Destination address (hexadecimal)

CPU Unit - CIP Protocol Stack1 | #00
CIP Protocol Stack2 | #01

NX-series EtherNet/IP Unit | 1 CIP Protocol Stack1 | #10
CIP Protocol Stack2 | #11

2 CIP Protocol Stack1 | #20

CIP Protocol Stack2 | #21

3 CIP Protocol Stack1 | #30

CIP Protocol Stack2 | #31

4 CIP Protocol Stack1 | #40

CIP Protocol Stack2 | #41

I Route Path Notation Examples

The following gives examples of route path.

10-6

Communicating from the EtherNet/IP port 1 on an NX-series EtherNet/IP Unit to the EtherNet/IP port
1 on an NX701 CPU Unit

Communicating from the EtherNet/IP port 2 on an NX-series EtherNet/IP Unit to CIP Protocol
Stack2 via the EtherNet/IP port 1 on an NX701 CPU Unit

Communicating from the EtherNet/IP port 1 on an NX701 CPU Unit to the EtherNet/IP port 1 on an
NX-series EtherNet/IP Unit

Communicating from the EtherNet/IP port 2 on an NX701 CPU Unit to CIP Protocol Stack1 via the
EtherNet/IP port 2 on an NX-series EtherNet/IP Unit

Communicating from the EtherNet/IP port 1 on an NX-series EtherNet/IP Unit with unit number 2 to
the EtherNet/IP port 1 on an NX701 CPU Unit

Communicating from the EtherNet/IP port 2 on an NX701 CPU Unit to CIP Protocol Stack1 via the
EtherNet/IP port 2 on an NX-series EtherNet/IP Unit with unit number 2
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10 CIP Message Communications

Communicating from the EtherNet/IP Port 1 on an NX-series Ether-
Net/IP Unit to the EtherNet/IP Port 1 on an NX701 CPU Unit

NX-EIP201 Unit number 1

(b)

CIP protocol stack 1
(Destination address
10 hex)

CIP protocol stack 2
(Destination address

-

Backplane
port (#01)

NX502 CPU Unit

CIP Protocol stack 1

(@)

11 hex) 01 hex)
ICommunications port | ICommunications port |
| (#02) 1 1 (#02) |
EtherNet/IP port 1 EtherNet/IP port 2
192.168.1.1 192.168.2.1
Ethernet (b)

(Destination address
00 hex)

CIP Protocol stack 2
(Destination address

EtherNet/IP port 1

(b)

EtherNet/IP port 2

-S3\l dID jo uonoung juaig z-0l

suopesunwwo?) abes

yied 9aInoy ¢-¢-0l

192.168.1.7 Y NX701 CPU Unit 192.168.251.1
® o
I Communications port | I Communications port |
1 (#02) 1 1 (#02) |
Y
CIP Protocol stack 1 CIP Protocol stack 2
(Destination address (Destination address
00 hex) 01 hex)

The network type numbers and the destination addresses for routes (a) and (b) in the above figure are
as shown in the table below.

Route | Network type number | Destination address
(a) #01 #10
(b) #02 192.168.1.7

Therefore, the route path is as follows.
01\#10\02\192.168.1.7
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10-8

Communicating from the EtherNet/IP Port 2 on an NX-series Ether-
Net/IP Unit to CIP Protocol Stack2 via the EtherNet/IP Port 1 on an

NX701 CPU Unit

NX-EIP201 Unit number 1

NX502 CPU Unit

CIP protocol stack 1
(Destination address
10 hex)

CIP protocol stack 2

Backplane (a)
port (#01)
Backplane
port (#01) CIP Protocol stack 2

CIP Protocol stack 1
(Destination address
00 hex)

(Destination address

(Destination address |-
11 hex) (b) 01 hex)
ICommunications port | ICommunigations port |l
| (#02) | | (#02) |
- = = _' _____ - = = _‘ _____
EtherNet/IP port 1 EtherNet/IP port 2
192.168.1.1 (©)] 192.168.2.1
Ethernet Y
(c)
EtherNet/IP port 1 ) EtherNet/IP port 2
192.168.2.7 ‘ NX701 CPU Unit 192.168.251.1
ICommuniations port | ICommunications port |
| (#02) | | (#02) 1
L Backplane
CIP Protocol stack 1 | port (#01) CIP Protocol stack 2
(Destination address ~ j=—————m| (Destination address
00 hex) (d) 01 hex)

The network type numbers and the destination addresses for routes (a) to (d) in the above figure are

as shown in the table below.

Route | Network type number | Destination address
(a) #01 #01

(b) #01 #11

(c) #02 192.168.2.7

(d) #01 #01

Therefore, the route path is as follows.

01\#01\01W#11\02\192.168.2.7\01\#01
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10 CIP Message Communications

Communicating from the EtherNet/IP Port 1 on an NX701 CPU Unit
to the EtherNet/IP Port 1 on an NX-series EtherNet/IP Unit

NX-EIP201 Unit number 1

NX502 CPU Unit

Backplane
CIP protocol stack 1 port (#01) CIP Protocol stack 1
(Destination address (Destination address
(b)
10 hex) 00 hex)
CIP protocol stack 2 CIP Protocol stack 2
@) (Destination address (Destination address
11 hex) 01 hex)
ICommun|cations port | ICommunications port |
| (#02) | | (#02) |
r L
EtherNet/IP port 1 EtherNet/IP port 2
192.168.1.1 192.168.2.1
Ethernet
A
(a)
EtherNet/IP port 1 ] EtherNet/IP port 2
192.168.1.7 ° NX701 CPU Unit 192.168.251.1
oA _____
ICommunications port | ICommunications port |
1 (#02) | | (#02) 1

CIP Protocol stack 1
(Destination address
00 hex)

CIP Protocol stack 2
(Destination address

01 hex)

The network type numbers and the destination addresses for routes (a) and (b) in the above figure are

as shown in the table below.

Route | Network type number | Destination address
(a) #02 192.168.1.1
(b) #01 #00

Therefore, the route path is as follows.
02\192.168.1.1\01\#00
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10 CIP Message Communications

Communicating from the EtherNet/IP Port 2 on an NX701 CPU Unit
to CIP Protocol Stack1 via the EtherNet/IP Port 2 on an NX-series

EtherNet/IP Unit

NX-EIP201 Unit number 1

CIP protocol stack 1
(Destination address
10 hex)

NX502 CPU Unit

Backplane
port #01) [ ()
Backplane
CIP protocol stack 2 port (#01) CIP Protocol stack 2

CIP Protocol stack 1
(Destination address
00 hex)

(Destination address p!  (Destination address
11 hex) (c) 01 hex)
_________ o __a-_—__.1
ICommunications port | ICommunigations port |l
| (#02) | I (#02) I
@
EtherNet/IP port 1 r EtherNet/IP port 2
192.168.1.1 192.168.2.1
Ethernet (b)
A
b
EtherNet/IP port 1 ) (b) EtherNet/IP port 2
192.168.250.1 NX701 CPU Unit o 9216827
_________ ___A_____
ICommunications port | ICommunications port |
| (#02) | | (#02) |
Backplane
CIP Protocol stack 1 | port (#01) CIP Protocol stack 2
(Destination address ~ [—————mm| (Destination address
00 hex) (a) 01 hex)

The network type numbers and the destination addresses for routes (a) to (d) in the above figure are

as shown in the table below.

Route | Network type number | Destination address
(a) #01 #01

(b) #02 192.168.2.1

(c) #01 #01

(d) #01 #00

Therefore, the route path is as follows.
01W#01\02\192.168.2.1\01\#01\01\#00
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10 CIP Message Communications

Communicating from the EtherNet/IP Port 1 on an NX-series Ether-
Net/IP Unit with Unit Number 2 to the EtherNet/IP Port 1 on an
NX701 CPU Unit

-S3\l dID jo uonoung juaig z-0l

suopesunwwo?) abes

NX-EIP201

NX-EIP201 Unit number 2 Unit number 1 NX502 CPU Unit

Backplane
CIP protocol stack 1 port (#01) CIP Protocol stack 1
(Destination address [ (Destination address
20 hex) (@) 00 hex)

(b)

yied 9aInoy ¢-¢-0l

CIP protocol stack 2
(Destination address
21 hex)

CIP Protocol stack 2
(Destination address
01 hex)

ICommunications port |
(#02) |

ICommunications port |
| (#02) | I

®
EtherNet/IP port 2
192.168.2.2

EtherNet/IP port 1
192.168.1.2

Ethernet L (b)

EtherNet/IP port 1 (b)
192.168.1.7 Y NX701 CPU Unit

ICommunications port |
I (#02) I |

EtherNet/IP port 2
192.168.251.1

ICommunications port |
(#02) |

y

CIP Protocol stack 1
(Destination address
00 hex)

CIP Protocol stack 2
(Destination address
01 hex)

The network type numbers and the destination addresses for routes (a) and (b) in the above figure are
as shown in the table below.

Route | Network type number | Destination address
(a) #01 #20
(b) #02 192.168.1.7

Therefore, the route path is as follows.
01\#20\02\192.168.1.7
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10-12

Communicating from the EtherNet/IP Port 2 on an NX701 CPU Unit
to CIP Protocol Stack1 via the EtherNet/IP Port 2 on an NX-series

EtherNet/IP Unit with Unit Number 2

NX-EIP201 Unit number 2

NX-EIP201
Unit number 1

NX502 CPU Unit

CIP protocol stack 1
(Destination address
20 hex)

CIP protocol stack 2
(Destination address

-

CIP Protocol stack 1
(Destination address

00 hex)
Backplane
port (#01)
Backplane
port (#01) CIP Protocol stack 2

(Destination address

21 hex) (c) 01 hex)
_________ - — A ___ 1
ICommunications port | ICommunications port |l
| (#02) | | (#02) |
- - -~ -—-—- P N L
EtherNet/IP port 1 r EtherNet/IP port 2
192.168.1.2 192.168.2.2
Ethernet (b)
A
b
EtherNet/IP port 1 ) (b) EtherNet/IP port 2
192.168.250.1 NX701 CPU Unit o 19216827
A

The network type numbers and the destination addresses for routes (a) to (d) in the above figure are

as shown in the table below.

| Communications port |

(#02)

ICommunigations port

(#02)

CIP Protocol stack 1
(Destination address
00 hex)

Backplane
port (#01)
—
(a)

CIP Protocol stack 2
(Destination address
01 hex)

Route | Network type number | Destination address
(a) #01 #01

(b) #02 192.168.2.2

(c) #01 #01

(d) #01 #00

Therefore, the route path is as follows.
01\#01\02\192.168.2.2\01\#01\01\#00
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10 CIP Message Communications

10-2-4 Request Path (10l)

A request path indicates an object of a device on the network.
A CIP communications instruction uses the request path to access an object of a device.

-S3\l dID jo uonoung juaig z-0l
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I Overview of Request Path

In the CIP world, each device is modeled as a collection of objects. An Object abstractly represents
the specific configuration elements of a device.

o

N

External request ;
(example: read) 2
Attributes §

Service Data as
Data o

Data ;

@]

rocessing Data -

Object Instance I
Device I

In the CIP Common Specification, Object, Class, Instance, Attribute, and Service are defined as fol-
lows: (Source: CIP Common Specification)

Term Definition
Object An abstract representation of a particular component within a device.
Class A set of objects that all represent the same kind of system component.
Instance A specific and real (physical) occurrence of an object.
Attribute A description of an externally visible characteristic or feature of an object.
Service A request from an external object (e.g., to read data).

You use the Class ID Instance ID and Attribute ID to access an object.

You specify these three IDs to designate an object in a device.

When you make a request from an external device for a service, you must specify the Class ID In-
stance ID and Attribute ID. (The Instance ID and Attribute ID are not required for some services.)

Example: Reading the Name of a Device

(Identity Object Class ID = 1)
Class ID =1 I
I

Service Request Destination Instance ID = 1
Get_Attribute_ Class: 1 Instance ID=1 [
Single Instance: 1 e- H
oot || [
________________________________________ : i
H 1
D e L EE LT S 1
~~~~~~~ Attribute 6 H
Response |} ! TT==-a '
1

Product Name Attribute 7 <

O

Attribute = 7

Device

NX-series EtherNet/IP Unit User's Manual (W627) 10-13



10 CIP Message Communications

These are called /O/ (Internal Object Identifier) because they identify the Class ID, Instance ID, and
Attribute ID within the device.
Refer to 10-5 CIP Object Services on page 10-23 for the class ID, instance ID, attribute ID, and serv-
ice code for each object.

10-2-5 Response Codes

10-14

This section describes the response codes stored in the ErrorIDEx output variable if an error occurs
during execution of a CIP message communications instruction.

I General Status Codes

As response codes, general codes are stored in the ErrorIDEXx output variable (DWORD data) after
execution of a CIP communications instruction is completed.
If an additional code is added, the additional code is also stored.

General status code (1 byte)

31 24 23 16 15 0
— )
e
Additional code (1 word)
General
status Status name Description of status

code (hex)

00 Success Service was successfully performed by the object specified.

01 Connection failure A connection related to service failed along the connection path.

02 Resource unavailable Resources needed for the object to perform the requested service
were unavailable.

03 Invalid parameter value See Status Code 20 hex.

04 Path segment error The path segment identifier or the segment syntax was not under-
stood by the processing node. Path processing stops when a path
segment error occurs.

05 Path destination unknown | The path is referencing an object class, instance, or structure ele-
ment that is not known or is not contained in the processing node.
Path processing stops when a Path Destination Unknown Error oc-
curs.

06 Partial transfer Only part of the expected data was transferred.

07 Connection lost The message connection was lost.

08 Service not supported The requested service was not supported or was not defined for this
object class/instance.

09 Invalid attribute value Invalid attribute data was detected.

0A Attribute list error An attribute in the Get_Attribute_List or Set_Attribute_List response
has a non-zero status.

0B Already in requested The object is already in the mode/state being requested by the serv-

mode/state ice.

0oC Object state conflict The object cannot perform the requested service in its current mode/

state.
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10 CIP Message Communications

General
status Status name Description of status

code (hex)

0D Object already exists The requested instance of object to be created already exists.

OE Attribute not settable A request to modify a non-modifiable attribute was received.

OF Privilege violation A permission/privilege check failed.

10 Device state conflict The device's current mode/state prohibits the execution of the re-
quested service.

11 Reply data too large The data to be transmitted in the response buffer is larger than the
allocated response buffer.

12 Fragmentation of a primi- | The service specified an operation that is going to fragment a primi-

tive value tive data value, i.e. half a REAL data type.

13 Not enough data The requested service did not supply enough data to perform the
specified operation.

14 Attribute not supported The attribute specified in the request is not supported.

15 Too much data The service supplied more data than was expected.

16 Object does not exist An object that does not exist was specified for the requested serv-
ice.

17 Service fragmentation se- | The fragmentation sequence for this service is not currently active

quence not in progress for this data.

18 No stored attribute data The attribute data of this object was not saved prior to the requested
service.

19 Store operation failure The attribute data of this object was not saved due to a failure dur-
ing the attempt.

1A Routing failure (request The service request packet was too large for transmission on a net-

packet too large) work in the path to the destination. The routing device was forced to
abort the service.

1B Routing failure (response | The service response packet was too large for transmission on a

packet too large) network in the path from the destination. The routing device was
forced to abort the service.

1C Missing attribute list entry | The service did not supply an attribute in a list of attributes that was

data needed by the service to perform the requested behavior.

1D Invalid attribute value list The service is returning the list of attributes supplied with status in-
formation for those attributes that were invalid.

1E Embedded service error An embedded service resulted in an error.

1F Vendor specific error A vendor-specific error occurred. The Additional Code Field of the
error response defines the error. This is a general error code that is
used only for errors that do not correspond to any of the error codes
in this table and are not in an object class definition.

20 Invalid parameter A parameter for the requested service is invalid. This code is used
when a parameter does not meet the requirements of the specifica-
tion and/or the requirements defined in an application object specifi-
cation.

21 Write-once value or medi- | An attempt was made to write to a write-once medium (e.g. WORM

um already written drive or PROM) that was previously written or cannot be changed.

22 Invalid Reply Received An invalid reply was received. (For example, the reply service code
does not match the request service code. Or, the reply message is
shorter than the minimum expected reply size.) This status code is
used for other causes of invalid replies.

23-24 Reserved by CIP for future extensions.
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10 CIP Message Communications

10-16

General
status Status name Description of status

code (hex)

25 Key Failure in path The key segment that was included as the first segment in the path
does not match the destination module. The object specific status
must indicate which part of the key check failed.

26 Path Size Invalid The size of the path that was sent with the service request is either
too large or too small for the request to be routed to an object.

27 Unexpected attribute in list | An attempt was made to set an attribute that is not able to be set at
this time.

28 Invalid Member ID The member ID specified in the request does not exist in the speci-
fied class, instance, and attribute.

29 Member not settable A request to modify a non-modifiable member was received.

2A Group 2 only server gen- | This error code is reported only by group 2 only servers with 4K or

eral failure less of code space and only in place of Service not supported,
Attribute not supported, or Attribute not settable.
2B-CF Reserved by CIP for future extensions.
DO-FF Reserved for Object Class | This range of error codes is to be used to indicate object class-spe-
and service errors cific errors. This code range is used only when none of the error co-
des in this table accurately reflect the error that occurred. The addi-
tional code field is used to describe the general error code in more
detail.

® Examples of Additional Status When General Status Is 01 hex (Status of
Connection Manager Object)

General Additional
Status Status Description
(hex) (hex)

01 0100 Connection in use or duplicate forward open.

01 0103 Transport class and trigger combination not supported.

01 0106 Ownership conflict.

01 0107 Connection not found at target application.

01 0108 Invalid connection type. There is a problem with either the connection type or
priority of the connection.

01 0109 Invalid connection size.

01 0110 Device not configured.

01 0111 RPI not supported. May also indicate problem with connection time-out multi-
plier, or production inhibit time.

01 0113 Connection Manager cannot support any more connections.

01 0114 Either the vendor ID or the product code in the key segment does not match
the device.

01 0115 Device type in the key segment does not match the device.

01 0116 Major Revision or Minor Revision in the key segment.

01 0117 Invalid connection point.

01 0118 Invalid configuration format.

01 0119 Connection request failed because there is no controlling connection currently
open.

01 0M1MA Target application cannot support any more connections.

01 011B RPI is smaller than the production inhibit time.

01 0127 Invalid originator to target network connection size
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10 CIP Message Communications

S
2
g
= 8o
General Additional S
Status Status Description o2
(hex) (hex) 3 §
01 0128 Invalid target to originator network connection size ga
01 0203 Connection cannot be closed because the connection has timed out. %;
01 0204 Unconnected_Send service timed out while waiting for a response. a $
01 0205 Parameter error in Unconnected_Send service.
01 0206 Message too large for unconnected message service.
01 0207 Unconnected acknowledgment without reply.
01 0301 No buffer memory available. 2
01 0302 Network bandwidth not available for data. E
01 0303 No tag filters available. &y
01 0304 Not configured to send real-time data. é
01 0311 Port that was specified in port segment is not available. ®
01 0312 Link address that was specified in port segment is not available. g
01 0315 Invalid segment type or segment value in path. ¢
01 0316 Path and connection were not equal when closing the connection.
01 0317 The segment is not present. Or, the encoded value in the network segment is
invalid.
01 0318 Link address to self is invalid.
01 0319 Resources on secondary are unavailable.
01 031A Connection is already established.
01 031B Direct connection is already established.
01 031C Others
01 031D Redundant connection mismatch.
01 031E There are no more reception resources available on the sending module.
01 031F No connection resources exist for the target path.
01 0320-07FF | Vendor specific.
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10 CIP Message Communications

10-3 Server Function of CIP Message

Communications

10-18

After the NX-series EtherNet/IP Unit receives the CIP messages from external devices, this function
executes services for a specified self-contained object in the NX-series EtherNet/IP Unit.
This is called the server function of CIP message communications.

This section describes the structure of CIP messages that are sent to read/write CIP objects from/to
the NX-series EtherNet/IP Unit from a program on a computer, etc. using the server function of CIP
message communications.

To read and write CIP objects between NX-series EtherNet/IP Units or between an NX-series Ether-
Net/IP Unit and an NJ/NX-series Controller, use the CIP communications instructions.

Refer to 10-2 Client Function of CIP Message Communications on page 10-3 for information on how
to use CIP communications instructions for CIP message communications.

Computer

Request

The data to access
is specified in the

request path of the »
CIP object or the Response
explicit message
to read or write data. he writing results of the
specified CIP object that was
read from the specified CIP
NJ/NX-series Controller object are stored NJ/NX-series Controller
= in the response. =

You can read and write some data with
CIP communications instructions.

1
TTE
1
T

1
[Ty

——
i
It {

v

I

A
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10 CIP Message Communications

m Precautions for Correct Use

» To allow the NX-series EtherNet/IP Unit to receive CIP messages, select the Use Option for
the CIP message server of the EtherNet/IP port. If the Do not use Option for the CIP mes-
sage server is selected, the Unit cannot receive CIP messages. For the details on the set-
tings, refer to CIP Message Server on page 7-16.

« If the Use Option is selected for Packet Filter of the EtherNet/IP port, make sure to permit
packets to be used for CIP messages. If they are not permitted, the CIP message cannot be
received. For the details on the settings, refer to Packet Filter on page 7-8.

+ |If the Do not use, Option for the CIP message server is selected, EtherNet/IP communica-
tions cannot be used. This causes the following restrictions on the functionality of connection
tools and Controllers.

-S| dID JO UOHIUN JOAILS €-01L
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Category Restrictions

Tools * Tag data link setting using Sysmac Studio is not possible.

¢ CX-Compolet and SYSMAC Gateway cannot be connected. ™'
* Network Configurator cannot be connected. Or, devices cannot be displayed.

Controller * The tag data link function cannot be used.

features * CIP Safety communications cannot be used.

* The server function of CIP messages (UCMM, Class3) in the EtherNet/IP port cannot
be used.

*1.  The tag monitoring function of CX-Compolet and the tag monitoring function of the EtherNet/IP
Monitor Tool included with the SYSMAC Gateway do not allow the NX-series EtherNet/IP Unit to
be specified as a connected device.

s109[qO dID Buissadoy Joy ainjonang abesss dIo L-€-01

@ Additional Information

» Selecting the Do not use Option for the CIP message server closes the TCP/UDP ports used
for EtherNet/IP communications. This improves security of communications over the network.

» Even if the Do not use Option for the CIP message server is selected, the TCP/UDP mes-
sage services can be used. You can also use the client function (CIP communications instruc-
tions) of CIP message communications.

» NX-series EtherNet/IP Units do not have the server function of CIP message communications to
read and write variables. However, they can use CIP routing to read/write variables from/to the NX-
series EtherNet/IP Unit. Refer to the NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual
(Cat. No. W506) for details on the CIP routing function of the CPU Unit.

10-3-1 CIP Message Structure for Accessing CIP Objects

This section shows how to specify messages to access CIP objects.
The CIP objects to be accessed are expressed by connecting the segments
defined in the CIP Common Specifications in the request path field in a CIP explicit message.

Example: Performing the Reset service (0x05) to the Instance (01 hex) of the Identity object (class: 01
hex)
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10 CIP Message Communications

CIP Explicit Message (Request

Request Path Request

)
Service Service
Request
Glel Path Length [1] [2] Data
(0x05) 02) (2001) (24.01) (num of
elem)
/I AN

N

Logical Segment Logical Segment

(Class ID) (Instance ID)
Specify the service Specify the Class ID and Specify the Request Data
code to perform. (*1) Instance ID to access. according to the service.

*1. Refer to 710-5 CIP Object Services on page 10-23 for information about the service codes.
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10 CIP Message Communications

10-4 Specifying Request Path

The CIP object is specified in the request path.

In CIP, the EPATH data type is used for the request path.

With this method, the request path is divided into segments and a value is assigned to each segment.
The request path notation shows the path to the final destination when the data segments are joined
together.

Each segment includes the segment type information and the segment data.

yied 3senbey Bbuifyoads -0l

Segment 1 Segment 2 Segment 3 Segment 4

The first byte gives the interpretation method for the segment. It consists of two parts; a 3-bit segment
type and a 5-bit segment format.

SegmentType| | Segment Format
7 6 5 4 3 2 1 0

suoneoyoads 198[qO dID Jo ssjdwex3 L-p-0l

The segment type specifications are defined as follows in the CIP specifications.

Segment Type

Meaning
7 6 5
0 0 0 Port Segment
0 0 1 Logical Segment
0 1 0 Network Segment
0 1 1 Symbolic Segment
1 0 0 Data Segment
1 0 1 Data Type
1 1 0 Data Type
1 1 1 Reserved

The specifications for the segment format are different for each segment type. Use the segment format
to request a service from a particular object of a particular device.

Logical segments and data segments, which are needed to specify variables in CIP message commu-
nications, are described below.

10-4-1 Examples of CIP Object Specifications

Logical Segments are joined to form the request path that specifies the object to access.

Logical Segment Logical Segment Logical Segment
(Class ID) (Instance ID) (Attribute 1D)

Specify the Class ID. Specify the Instance ID. Specify the Attribute ID.
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10-4-2 Logical Segment

10-22

A logical segment is used to give the CIP Obiject in the request path.

Segment Format Bits |

A

—

Segment Type | | Logical Type | | Logical Format |
7 6 5 4 3 2 1 0
ofo (1
Logical Type .
B 3 - Meaning
0 0 0 Class ID
0 0 1 Instance ID
0 1 0 Member ID
0 1 1 Connection Point
1 0 0 | Attribute ID
1 0 1 Special (Do not use the logical addressing definition for the Logical Format.)
1 1 0 Service ID (Do not use the logical addressing definition for the Logical Format.)
1 1 1 Reserved

Logical

Format Meaning
1 0

0 0 8 bit logical address

0 1 16 bit logical address

1 0 32 bit logical address

1 1 Reserved

An 8-bit or 16-bit logical address can be used for the class ID and attribute ID.
An 8-bit,16-bit, or 32-bit logical address can be used for the instance ID.
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10 CIP Message Communications

10-5 CIP Object Services

This section shows services that specify the CIP object in the Request Path and access the CIP mes-
sage server function of the NJ/NX-series Controllers.

sad1AJ98 399[q0 dID S-01

10-5-1 CIP Objects Sent to the EtherNet/IP Port

The following CIP objects can be sent to an EtherNet/IP port.

Object name Function Reference
Identity object * Reads ID information from the CPU Unit. page 10-23
* Resets the EtherNet/IP port.
TCP/IP Interface object * Writes and reads TCP/IP settings. page 10-26
Ethernet Link object * Makes Ethernet settings and reads the settings. page 10-29
* Reads Ethernet status.

10-5-2 Identity Object (Class ID: 01 hex)

This object reads the ID information of the Unit and resets the EtherNet/IP port.
Use the route path to specify the port number (1 or 2) of the EtherNet/IP port to access.

HOd dIASNIBUIT 8y} 03 JussS s}oa[qQ dID L-G-01

I Service Codes

Specify the service to execute with the service code.

Supported serv-
Service ices
: Parameter name Description
code Instan-
Classes
ces
01 hex Get_Attribute_All Reads the values of the attributes. Support- | Support-
ed ed
OE hex Get_Attribute_Single Reads the value of the specified attribute. Support- | Support-
ed ed
05 hex Reset Resets the EtherNet/IP port.

This parameter is used to reset the EtherNet/IP port when
you change the IP address or other parameter settings and
want to apply them.

Input one of the following values for the ServiceDat input vari-
able to the CIPSend instruction to specify the reset method.
00 hex: Resets the EtherNet/IP port.

02 hex: Clears the saved tag data link settings and resets the
EtherNet/IP port.

Not sup- | Support-
ported ed

I Class ID
Specify 01 hex.
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I Instance ID

Specify 00 or 01 hex.

| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID
The class attribute ID specifies the attribute of the entire object.

Attribe Read data
Attribute ID Parameter name Description Data
ute Value
type
01 hex Revision Revision of the object Read UINT 0001 hex
02 hex Max Instance The maximum instance num- | Read UINT 0001 hex
ber
® Instance Attribute ID
The instance attribute ID specifies the attribute of the instance.
Read data
Attribute ID Parameter name Description Attribute | Data
e Value
01 hex Vendor ID Vendor ID Read UINT 002F hex
02 hex Device Type Device type Read UINT 000C hex
03 hex Product Code Product code Read UINT Refer to (1) Product Codes
for Each Model, below.
04 hex Revision Device revision Read Struct | ---
Major Revision Major revision Read USINT | Refer to (2) Major and Minor
Minor Revision Minor revision Read USINT | CIP Revisions, below.
05 hex Status Status of the EtherNet/IP Read WORD | Refer to (3) Status Details of
port the Built-in EtherNet/IP Port,
below.
06 hex Serial Number Serial number Read UDINT | Set value
07 hex Product Name Product name Read STRIN | Set value
G
1. Product Codes for Each Model
Model Product Code
NX-EIP201 0BF4 hex

10-24

2. Major and Minor CIP Revisions

Model

Unit version

CIP revisions

Major revision

Minor revision

NX-EIP201

Unit version 1.00 or later

02 hex

OA hex
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3. Status Details of the EtherNet/IP Port

Bit

Name

Description

Owned

Indicates when the EtherNet/IP port has an open connection as the target of
a tag data link.

Reserved

Always FALSE.

Configured

Tag data link settings exist.

Reserved

Always FALSE.

Extended Device Status

Indicates the status of the EtherNet/IP port.™!

Minor Recoverable Fault

TRUE when any of the following errors occurs.
* |IP Router Table Setting Error

* Tag Data Link Setting Error

* Tag Data Link Timeout

* Tag Data Link Connection Timeout

* FTP Server Setting Error

* SNMP Setting Error

* Tag Name Resolution Error

Minor Unrecoverable Fault

TRUE when the following error occurs.
* |dentity Error

10

Major Recoverable Fault

TRUE when any of the following errors occurs.
* |IP Address Duplication Error

* BOOTP Server Error

* Basic Ethernet Setting Error

* |P Address Setting Error

11

Major Unrecoverable Fault

TRUE when any of the following errors occurs.
* Communications Controller Error
* MAC Address Error

12t0 15

Reserved

Always FALSE.

*1. Bits 7 to 4 indicate the status of the EtherNet/IP port.

b7

b6 b5

b4

A major fault occurred.

A timeout occurred in one or more target connections.

Indicates that there are no tag data link settings.

o|o|Oo|O

Aol —
== Ao
Ol

Indicates that one or more connections are performing communications
normally.

Other than the above.

I Request Paths (I10ls) to Specify Objects

When you specify an object, specify the request path (10l) for each service code as given below.

Service code Class ID Instance ID Attribute ID
01 hex Get_Attribute_All 01 hex » Specifying a service for a class Not required.
OE hex Get_Attribute_Single : 00 hex * Reading a class attribute
» Specifying a service for an in- - 01 or 02 hex
stance * Reading an instance attribute
: Always 01 hex - 01 to 07 hex
05 hex Reset Always 01 hex Not required.
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10 CIP Message Communications

10-5-3 TCPI/IP Interface Object (Class ID: F5 hex)

This object is used to read and write settings such as the IP address, subnet mask, and default gate-

way.

It is necessary to use the route path of the CIP communications instruction (the RoutePath input varia-
ble) to specify the port number (1 or 2) of the EtherNet/IP port to access.

I Service Codes

Specify the service to execute with the service code.

Service L. Supported services
Parameter name Description
code Classes | Instances
01 hex Get_Attribute_All Reads the values of the attributes. Supported | Not sup-
ported
OE hex Get_Attribute_Single | Reads the value of the specified attribute. Supported | Supported
10 hex Set_Attribute_Single | Writes a value to the specified attribute. Not sup- Supported
The EtherNet/IP port restarts automatically after the val- | ported
ue is written to the attribute.
When the next Set_Attribute_Single is executed before
the restart process is completed, the general status "0C
hex" (Object State Conflict) is returned.
I Class ID

Specify F5 hex.

I Instance ID

Specify 00 or 01 hex.
00: Specify the class
01: EtherNet/IP port

| Attribute ID

The attribute ID specifies the information to read.

@ Class Attribute ID
The class attribute ID specifies the attribute of the entire object.
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)
&
5 2)
Attrib- - A.t Read data 2
Parameter name Description trib- o
ute ID Data type Value =2
ute &
2]
01 hex Revision Revision of the object Read | UINT 0001 hex: Unit version 1.01 or ;f(;
earlier 2
0002 hex: Unit version 1.02 to §
1.09
0003 hex: Unit version 1.10
0004 hex: Unit version 1.11 or
later
02 hex | Max Instance The maximum instance num- | Read | UINT 0001 hex 3
ber S
03 hex | Number of Instances The number of object instan- | Read | UINT 0001 hex 3
ces %
2
. []
@ Instance Attribute ID Ry
Q
The instance attribute ID specifies the attribute of the instance. %
S
(0]
. Read/write data 2
: oy Attrib- )
Attribute ID Parameter name Description Data 2
ute Value 2
type o
01 hex Interface Configura- Indicates the IP address set- | Read DWOR | Bits 0 to 3: Interface Configu- o
tion Status ting status of the interface. D ration Status: §

0 = IP address is not set. (This
includes when BOOTP is
starting.)

1 =IP address is set.

Bits 4 and 5: Reserved (al-
ways FALSE).

Bit 6: AcdStatus™':

FALSE = IP address collisions
have not been detected.
TRUE = IP address collisions
have been detected.

Bits 7 to 31: Reserved (always
FALSE).
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. Read/write data
Attribute ID Parameter name Description Attrib- Data
ute Value
type
02 hex Configuration Capabil- | Indicates a Controller Con- | Read DWOR | Bit 0: BOOTP Client: Always
ity figurations and Setup that D TRUE.
can be set to the interface. Bit 1: DNS Client: Always
TRUE.
Bit 2: DHCP Client: Always
FALSE.
Bit 3: DHCP-DNS Update: Al-
ways FALSE.
Bit 4: Configuration Settable:
Always TRUE.
Bit 5: Hardware Configurable:
Always FALSE.
Bit 6: Interface Configuration
Change Requires Reset: Al-
ways FALSE.
Bit 7: ACD Capable!: Always
TRUE.
Bits 8 to 31: Reserved (always
FALSE).
03 hex Configuration Control | Sets the method used to set | Read/ DWOR | Bit 0 to 3: IP Address Setting
the IP address when the in- | Write D Method
terface starts. 0 = Setting the static IP ad-
dress.
1 = Setting by BOOTP.
Bit 4: DNS Enable/Disable
Setting
FALSE = DNS disabled.
TRUE = DNS enabled.
Bits 5 to 31: Reserved (always
FALSE).
04 hex Physical Link Object The path to the link object in | Read Struct | -
the physical layer.
Path size The path size (WORD size). UINT 0002 hex
Path The path to the link object in EPATH | 20 F6 24 01 hex
the physical layer (static).
05 hex Interface Configura- The interface settings. Read/ Struct | -
tion Write
IP Address IP address. UDINT | Set value
Network Mask Subnet mask. UDINT | Set value
Gateway Address The default gateway. UDINT | Set value
Name Server The primary name server. UDINT | Set value
Name Server2 The secondary name server. UDINT | Set value
Domain Name The domain name. STRIN | set value™?
G
06 hex Host Name The host name (reserved). Read/ STRIN | get value™
Write G

*1.  The value is always FALSE for a CPU Unit with unit version 1.01 or earlier.
*2.  The value is the size of domain name (2 bytes) + domain name (48 bytes max.).
*3.  The value is the size of host name (2 bytes) + host name (64 bytes max.).
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*4. The value is always TRUE for CPU Units that support the DHCP client. The value is always FALSE for unsupported
CPU Units.

I Request Paths (I0ls) to Specify Objects

When you specify an object, specify the request path (10l) for each service code as given below.

sad1AJ98 399[q0 dID S-01

Service code CIITDSS Instance ID Attribute ID
01 hex Get_Attribute_All F5hex |+ Specifying a service for a class: 00 | Not required.
OE hex Get_Attribute_Single hex + Reading a class attribute: 01
10 hex Set_Attribute_Single » Specifying a service for an in- or 03 hex
stance: 01 hex * Reading and writing an in-
stance attribute: 01 to 06 hex

10-5-4 Ethernet Link Object (Class ID: F6 hex)

This object is used to set and read Ethernet communications and read Ethernet communications sta-
tus information.

It is necessary to use the route path of the CIP communications instruction (the RoutePath input varia-
ble) to specify the port number (1 or 2) of the EtherNet/IP port to access.

(xey 94 :@I sse|D) 198lqO yur 18uwBYIg -G-01

I Service Codes

Specify the service to execute with the service code.

. Supported
Service . ;
code Parameter name Description service range
Class Instance

OE hex Get_Attribute_Single Reads the value of the specified attribute. Support- | Support-
ed ed

10 hex Set_Attribute_Single Writes a value to the specified attribute. Support- | Support-
ed ed

4C hex Get_and_Clear Specify Attribute4 or Attribute5 to reset the value of the Not sup- | Support-
attribute to 0. ported ed

| class D

Specify F6 hex.

I Instance ID

Specify 00 or 01 hex.
00: Specify the class
01: EtherNet/IP port
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| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object.

. At- Read data
Attrib- o .
Parameter name Description trib-
ute ID Data type Value
ute
01 hex Revision Revision of the object Read | UINT 0002 hex: Unit version 1.11 or
earlier
0004 hex: Unit version 1.12 or
later
02 hex Max Instance The maximum instance num- | Read | UINT 0001 hex
ber
03 hex Number of Instances The number of object instan- | Read | UINT 0001 hex
ces
® Instance Attribute ID
The instance attribute ID specifies the attribute of the instance.
Read/write data
Attribute L. Attrib-
Parameter name Description Data
ID ute Value
type
01 hex Interface Speed Gives the baud rate for the in- | Read UDINT | Reads the current value.
terface.
02 hex Interface Flags Gives the status of the inter- | Read DWOR | Refer to (1) Interface Flag
face. D Details, below.
03 hex Physical Address Gives the MAC address of Read ARRAY | Reads the current value of
the interface. [0...5] the MAC address.
OF
USINT
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Attribute
ID

Parameter name

Description

Attrib-
ute

Read/write data

Data
type

Value

04 hex

Interface Counters

The number of packets sent/
received through the inter-
face.

In Octets

The number of octets re-
ceived through the interface.
This includes unnecessary
multicast packets and dis-
carded packets counted by
InDiscards.

In Unicast Packets

The number of unicast pack-
ets received through the inter-
face. This does not include
discarded packets counted by
InDiscards.

In NonUnicast Packets

The number of packets be-
sides unicast packets re-
ceived through the interface.
This includes unnecessary
multicast packets, but does
not include discarded packets
counted by InDiscards.

In Discards

The number of discarded in-
coming packets received
through the interface.

In Errors

The number of incoming
packets that had errors. This
is not included in InDiscards.

In Unknown Protos

The number of incoming
packets that were of an un-
known protocol.

Out Octets

The number of octets sent
through the interface.

Out Unicast Packets

The number of unicast pack-
ets sent through the interface.

Out NonUnicast Pack-
ets

The number of packets be-
sides unicast packets sent
through the interface.

Out Discards

The number of discarded sent
packets.

Out Errors

The number of sent packets
that had errors.

Read

Struct

UDINT

Reads the current value.

UDINT

Reads the current value.

UDINT

Reads the current value.

UDINT

Reads the current value.

UDINT

Reads the current value.

UDINT

Reads the current value.

UDINT

Reads the current value.

UDINT

Reads the current value.

UDINT

Reads the current value.

UDINT

Reads the current value.

UDINT

Reads the current value.
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10 CIP Message Communications

Read/write data

Attribute . Attrib-
Parameter name Description Data
ID ute Value

type
05 hex Media Counters Media counters for the com- Read Struct
munications port.

Alignment Errors Number of frames received UDINT | Reads the current value.
that were not octets in length.

FCS Errors Number of frames received UDINT Reads the current value.
that did not pass the FCS
check.

Single Collisions Number of frames sent suc- UDINT | Reads the current value.
cessfully with only one colli-
sion.

Multiple Collisions Number of frames sent suc- UDINT | Reads the current value.
cessfully with two or more
collisions.

SQE Test Errors Number of times a SQE test UDINT | Reads the current value.
error message was generat-
ed.

Deferred Transmis- The number of frames for UDINT | Reads the current value.
sions which the first attempt to send
was delayed because the me-
dia was busy.

Late Collisions The number of collisions de- UDINT Reads the current value.
tected in packets that were
sent after 512 bit times.

Excessive Collisions The number of frames that UDINT Reads the current value.
failed to be sent because of
excessive collisions.

MAC Transmit Errors The number of frames that UDINT Reads the current value.
failed to be sent due to an in-
ternal MAC sublayer trans-
mission error.

Carrier Sense Errors The number of times the car- UDINT | Reads the current value.
rier sense condition was lost
or the number of times an as-
sertion did not occur when an
attempt was made to send
the frame.

Frame Too Long The number of frames re- UDINT | Reads the current value.
ceived that exceeded the
maximum allowed frame size.

MAC Receive Errors The number of frames that UDINT | Reads the current value.
could not be received through
the interface due to an inter-
nal MAC sublayer reception
error.
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Attribute
ID

Parameter name

Description

Attrib-
ute

Read/write data

Data
type

Value

06 hex

Interface Control

Control settings for the inter-
face.

Control Bits

Auto Nego for Ethernet com-
munications that specifies full
duplex.

Forced Interface Speed

Gives the set value of the
Ethernet baud rate.

Read/
Write

Struct

WORD

Refer to (2) Control Bit De-

tails, below.

UINT

Reads the set value.

0C hex

HC Interface Counters

The number of packets sent/
received through the HC in-
terface.

HCInOctets

The number of octets re-
ceived through the interface.
This counter is the 64-bit edi-
tion of In Octets.

HClInUnicastPkts

The number of unicast pack-
ets received through the inter-
face. This counter is the 64-
bit edition of In Ucast Pack-
ets.

HCInMulticastPkts

The number of multicast
packets received through the
interface.

HCInBroadcastPkts

The number of broadcast
packets received through the
interface.

HCOutOctets

The number of octets sent
through the interface.

HCOutUnicastPkts

The number of unicast pack-

ets sent through the interface.
This counter is the 64-bit edi-
tion of Out Octets.

HCOutMulticastPkts

The number of multicast
packets sent through the in-
terface.

HCOutBroadcastPkts

The number of broadcast
packets sent through the in-
terface.

Read

Struct

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.
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Read/write data
Attribute . Attrib-
Parameter name Description Data
ID ute Value
type
0D hex'! | HC Media Counters Media counters for the com- | Read Struct
munications port.
HCStatsAlignmentEr- The number of frames re- ULINT Reads the current value.
rors ceived that were not octets in
length. This counter is the 64-
bit edition of Alignment Er-
rors.
HCStatsFCSErrors The number of frames re- ULINT Reads the current value.
ceived that did not pass the
FCS check. This counter is
the 64-bit edition of FCS Er-
rors.
HCStatsInternalMac- The number of frames that ULINT Reads the current value.
TransmitErrors failed to be sent due to an in-
ternal MAC sublayer trans-
mission error. This counter is
the 64-bit edition of MAC
Transmit Errors.
HCStatsFrameToo- The number of frames re- ULINT Reads the current value.
Longs ceived that exceeded the
maximum allowed frame size.
This counter is the 64-bit edi-
tion of Frame Too Long.
HCStatsInternalMa- The number of frames that ULINT Reads the current value.
cReceiveErrors could not be received through
the interface due to an inter-
nal MAC sublayer reception
error. This counter is the 64-
bit edition of MAC Receive
Errors.
HCStatsMacSymbolEr- | The number of frames that ULINT Reads the current value.
rors could not be received through
the interface due to an inter-
nal MAC sublayer rsymbol er-
ror.
*1. A CPU Unit with unit version 1.13 or later is required to use this attribute.
1. Interface Flag Details
Bit Name Description
0 LinkStatus FALSE: The link is down. TRUE: The link is up.
1 Half/FullDuplex FALSE: Half duplex TRUE: Full duplex
2t04 Negotiation Status 00 hex: Auto-negotiation is in progress.
01 hex: Auto-negotiation and speed detection failed.
02 hex: Auto-negotiation failed, but speed detection succeeded.
03 hex: Speed and duplex mode negotiation succeeded.
04 hex: Auto-negotiation was not attempted.
5 Manual Setting Requires Always FALSE: Changes can be applied automatically.
Speed
6 Local Hardware Fault Always FALSE
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o
Bit Name Description 3
7 to 31 Reserved Always FALSE §
8
2. Control Bit Details g
Bit Name Description §
0 Auto-negotiate FALSE: Auto-negotiation is disabled.
TRUE: Auto-negotiation is enabled.
1 ForcedDuplex Mode FALSE: Half duplex TRUE: Full duplex”*
21016 Reserved Always FALSE

*1.  When auto-negotiation is enabled (bit 0 is TRUE), this should always be FALSE.

I Request Paths (I0ls) to Specify Objects

When you specify an object, specify the request path (10I) for each service code as given below.

|
Service code ¢ I:—I;ss Instance ID Attribute ID

OE hex Get_Attribute_Single | F6 hex |+ Specifying a service for a class: 00 | * Reading a class attribute: 01

10 hex Set_Attribute_Single hex to 03 hex

» Specifying a service for an in- * Reading and writing a in-
stance: Always 01 hex stance attribute: 01 to 06 hex,

0C hex, and 0D hex

4C hex Get_and_Clear Specify an attribute to clear the

value to 0: 04 hex, 05 hex, 0C

hex, OD hex
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11 SNMP Agent

11-1 SNMP Agent

The SNMP (simple network management protocol) is a network management protocol.

You can use the SNMP to manage any network that consists of devices that support SNMP.

The server that manages the network is called the SNMP manager. The managed network devices
are called SNMP agents.

e o [

I e W

Management information
database SNMP manager

&2

l o _ Ethernet
Schedul_ed lstatus SNMP agent ‘ SNMP agent SNMP agent
monitoring

e e

il Device that supports SNMP

B

EtherNet/IP Port
11-1-1  Overview

| snmp Agent

The EtherNet/IP port has its own management information called the MIB (management information
base). This information can be provided to the SNMP manager.

The SNMP manager is software that gathers and processes information about devices on the SNMP
network and provides that information to the network administrator.

You can use the SNMP manager to monitor the EtherNet/IP port.

SNMP manager

Information requested
(SNMP command).

Information sent
(management

information).

SNMP agent

EtherNet/IP port

The SNMP manager has a SNMP command to request MIB information.
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The EtherNet/IP port SNMP agent function supports SNMPv1 (RFC1157) and SNMPv2C (RFC1901).
Use the SNMPv1 or SNMPVv2C protocol to manage the EtherNet/IP port with the SNMP manager. You
can also use both the SNMPv1 and SNMPv2C protocols together at the same time.

| SNMP Traps

When a failure or some other specific problem occurs, a status report called a trap is sent.

This enables monitoring changes in status even if the SNMP manager does not monitor the
EtherNet/IP port periodically.

However, traps use UDP. Therefore, you cannot check to see if the SNMP manager receives traps
from the EtherNet/IP port.

Thus, depending on the network status, some traps may not reach the SNMP manager.

juaby dININS L-LL

SNMP manager

Controller power supply

suoneoyads z-1-11

turned ON.
EtherNet/IP port
<
Trap miB
SNMP agent
11-1-2 Specifications
Item Specification

Protocol SNMP

Agent SNMPv1, SNMPv2C

MIB MIB-II

Port No. SNMP agent: 161 (UDP)

SNMP trap: 162 (UDP)

These can be changed in the EtherNet/IP Port Settings from the Sysmac Studio.
Timing of SNMP trap Status reports are sent to the SNMP manager at the following times.

operation * When the Controller is turned ON

* When links are established

* When an SNMP agent fails to be authorized

Supported MIB com- GetRequest/GetNextRequest

mands

11-1-3 SNMP Messages

The structure of SNMP messages is as follows:
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Variable length (1,472 bytes max.)
A

I I
MAC header | IP header | UDP header SNMP message |
] Version | Community PDU |
Item Set value

Version This value gives the SNMP version.

SNMPv1: 0

SNMPv2C: 1
Community Community name for verification
PDU This depends on the PDU type.

11-1-4 MIB Specifications

This section describes the specifications of the MIB that is supported by the EtherNet/IP port.

I MIB System Diagram

The EtherNet/IP port MIB consists of the following tree structure.

root

l— iso (1)
L o 3)
l— dod (6)
I— internet (1)
l— mgmt (2)
l— mib-2 (1)
|_ -system (1) Unit information
interface (2) Interface information

= ip@) IP information
I— icmp (5) ICMP information
|— tcp (6) TCP information
= udp(7) UDP information
l— snmp (11) SNMP information

L std(0)

I— is08802(8802)
l— ieee802dot1(1)

l— is08802dot1mibs(1)
I— lldpMIB(2) LLDP information
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I MIB Groups

MIB group Stored information

Standard MIB | system group The MIB for information related to the de-
vice.

interfaces group The MIB for information related to the inter-
face.

ip group ip The MIB for IP information.

juaby dININS L-LL

ipAddrTable The MIB for addressing table information re-
lated to IP addresses.

ipRouteTable The MIB for information related to IP routing
tables.

ipNetToMediaTable The MIB for information related to IP ad-
dress conversion tables.

ipForward The MIB for information related to IP for-
warding tables.

icmp group The MIB for ICMP information.

tcp group tcp The MIB for TCP information.

suoneoydads gin +-1-LL

udp group udp The MIB for UDP information.

snmp group snmp The MIB for SNMP information.

lldp group The MIB for LLDP information.

I Detailed Descriptions of MIB Objects

@ System Group
Each object can be used for read only.

. (Identifier) Implementation spec-
Object name Standard specifications Support ifications
sysDescr (1) Support- | "OMRON Corporation”
Device information (including hardware, OS, ed + CPU Unit model +
software names, and versions) CPU Unit version
ASCII characters only. * CPU Unit model (ex-

ample): NJ501-1200
* CPU Unit version
(example): Version

1.0
sysObjectID (2) Support-
Vendor OID. ed
Tells where this device information was as-
signed in the private MIB.
sysUpTime (3) Support- | According to the stand-
The time elapsed since the system was start- ed ard.
ed (unit: 1/100 s).
sysContact (4) Support- | Set by the user.
How to contact the administrator and infor- ed
mation on the administrator.
sysName (5) Support- | Host Name
The name for management. Sets the full do- ed

main name of the device.
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. (Identifier) Implementation spec-
Object name Standard specifications Support ifications
sysLocation (6) Support- | Set by the user.
The physical location of the device. ed
sysServices 7) Support- | Always 64.
The value of the provided service. ed
® Interfaces Group
Each object can be used for read only.
. (Identifier) Implementation spec-
Object name Standard specifications Support ifications
ifNumber 1 Support- | Always 4.
The number of network interfaces. ed
ifTable 2) --- ---
Interface entity table
ifEntry (1) --- ---
Row data for interface information
The index is iflndex
iflindex (1) Support- | 1to 4
A number used to identify the interface. ed
ifDescr (2) Support- | ¢+ 10/100/1000M Giga-
Information related to the interface (includes ed bit Ethernet Port
manufacturer name, product name, and hard- * Internal Network
ware interface version). Port
ifType (3) Support- | ethernet-csmacd (6)
The type of interface classified according to ed
the physical/link layer protocol directly under
the network layer of the protocol stack.
ifMtu (4) Support- | Always 1,500.
MTU value ed
The maximum size (in octets) of datagrams
that can be sent and received through this in-
terface.
ifSpeed (5) Support- | 170000000/ 100000000/
Estimated bandwidth ed 1000000000
If a stable, accurate value cannot be obtained
for the bandwidth, a nominal value is set in-
stead.
ifPhysAddress | (6) Support- | The MAC address of
MAC address ed the EtherNet/IP port
The physical address under the network layer
of the interface.
ifAdminStatus (7) Support- | According to the stand-
The preferred status of the interface. ed ard.
You cannot send normal packets in the test-
ing state.
up (1)
down (2)
testing (3)

11-6
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Object name

(Identifier)

Support

Implementation spec-

Standard specifications ifications
ifOperStatus (8) Support- | According to the stand-
The current status of the interface. ed ard.
You cannot send normal packets in the test-
ing state.
up (1)
down (2)
testing (3)
ifLastChange 9) Support- | According to the stand-
The sysUpTime (in 0.01 seconds) at the last ed ard.
change in ifOperStatus for this interface.
ifinOctets (10) Support- | According to the stand-
The number of octets received through this ed ard.
interface. This includes framing characters.
iflnUcastPkts (11) Support- | According to the stand-
The number of unicast packets reported to a ed ard.
higher level protocol.
ifinNUcastPkts | (12) Support- | According to the stand-
The number of non-unicast packets (broad- ed ard.
cast or multicast packets) reported to a high-
er level protocol.
iflnDiscards (13) Support- | According to the stand-
The number of packets that had no errors but ed ard.
could not be passed to a higher level protocol
(i.e., the number of packets received but dis-
carded due to a buffer overflow).
iflnErrors (14) Support- | According to the stand-
The number of packets discarded because ed ard.
they contained errors.
iflnUnknown- (15) Support- | According to the stand-
Protos The number of packets received, but discard- ed ard.
ed because they were of an illegal or unsup-
ported protocol.
For example, Ethernet packets did not have
IP set for the field that identifies their higher
level protocol.
ifOutOctets (16) Support- | According to the stand-
The number of octets of packets sent through ed ard.
this interface.
This includes framing characters.
ifOutUcastPkts | (17) Support- | According to the stand-
The number of unicast packets sent by high- ed ard.
er level protocols.
This includes discarded packets and unsent
packets.
ifOutNU- (18) Support- | According to the stand-
castPkts The number of non-unicast packets sent by ed ard.
higher level protocols.
This includes discarded packets and unsent
packets.
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Object name

(Identifier)
Standard specifications

Support

Implementation spec-
ifications

ifOutDiscards (19) Support- | According to the stand-
The number of packets that had no errors but ed ard.
were discarded in the sending process (due
to a send buffer overflow, etc.).
ifOutErrors (20) Support- | According to the stand-
The number of packets that could not be sent ed ard.
because of an error.
ifOutQLen (21) Support- | Always 0.
The size of the send packet queue (i.e., the ed
number of packets).
ifSpecific (22) Support- | Always 0.0.
The object ID that represents a reference to ed
the media-specific MIB for the interface.
For example, for Ethernet, set the object ID
of the MIB that defines Ethernet. If there is no
information, set { 0.0 }.
® Ip Group: Ip
Each object can be used for read only.
. (Identifier) Implementation spec-
Object name Standard specifications Support ifications
ipForwarding (1) Support- | forwarding (1), not-for-
Indicates if the device operates as a gateway. ed warding (2)
IP gateways can transfer datagrams, but IP Depends on the set-
hosts can perform only source routing. Some tings in EtherNet/IP
nodes take only one of these values. There- Port Settings - TCP/IP
fore, if you attempt to change this object from Settings - Port
the SNMP Manager, a badValue error is re- Forward on the Sys-
turned. mac Studio.
forwarding (1)
not-forwarding (2)
IpDefaultTTL 2) Support- | Always 64.
The default value set for the IP header TTL if ed
no TTL value was given by the transport lay-
er protocol.
IpInReceives 3) Support- | According to the stand-
The number of all IP datagrams that reached ed ard.
the interface, including errors.
IpInHdrErrors (4) Support- | According to the stand-
The number of received datagrams that were ed ard.
discarded because of an IP header error
(checksum error, version number error, for-
mat error, TTL error, IP option error, etc.).
IpInAddrErrors 5) Support- | According to the stand-
The number of packets that were discarded ed ard.

because the destination address in the IP
header was not valid.

11-8
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Object name

(Identifier)
Standard specifications

Support

Implementation spec-
ifications

ipForwDatagrams (6) Support- | According to the stand-
The number of IP datagrams that were trans- ed ard.
ferred to their final destination. If this node
does not operate as an |IP gateway, this is the
number of datagrams that were successfully
transferred through source routing.
iplnUnknownProtos (7) Support- | According to the stand-
The number of IP datagrams that were re- ed ard.
ceived but discarded because they were of
an unsupported or unrecognized protocol.
ipInDiscards (8) Support- | According to the stand-
The number of IP datagrams that could have ed ard.
continued to be processed without any prob-
lems, but were discarded (for example, be-
cause of insufficient buffer space).
ipInDelivers 9) Support- | According to the stand-
The number of datagrams delivered to an IP ed ard.
user protocol (any higher level protocol, in-
cluding ICMP).
ipOutRequests (10) Support- | According to the stand-
The number of times a send request was ed ard.
made for an IP datagram by a local IP user
protocol (any higher level protocol, including
ICMP). This counter does not include ipForw-
Datagrams.
ipOutDiscards (11) Support- | According to the stand-
The number of IP datagrams that could have ed ard.
been sent without any problems, but were
discarded (for example, because of insuffi-
cient buffer space).
ipOutNoRoutes (12) Support- | According to the stand-
The number of IP datagrams that were dis- ed ard.
carded because there was no transmission
path. This counter includes datagrams that
attempted to be sent through ipForwData-
grams, but were discarded because they
were set with no-route. This value indicates
the number of datagrams that could not be
transferred because the default gateway was
down.
ipReasmTimeout (13) Support- | 60 s
The maximum number of seconds to wait to ed
receive all IP datagrams for reassembly if a
fragmented IP datagram is received.
ipReasmReqds (14) Support- | According to the stand-
The number of IP datagrams received that ed ard.

require reassembly. There is a flag in the IP
header that indicates if the datagram is frag-
mented. You can use that flag to identify frag-
ments.
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Object name

(Identifier)
Standard specifications

Support

Implementation spec-
ifications

ipReasmOKs (15) Support- | According to the stand-
The number of IP datagrams received that ed ard.
were successfully reassembled.
ipReasmFails (16) Support- | According to the stand-
The number of IP datagrams received that ed ard.
were not successfully reassembled.
ipFragOKs 17) Support- | According to the stand-
The number of IP datagrams that were suc- ed ard.
cessfully fragmented.
ipFragFails (18) Support- | According to the stand-
The number of IP datagrams that were not ed ard.
successfully fragmented. (For example, be-
cause the Don't Fragment flag was set for the
IP datagram.)
ipFragCreates (19) Support- | According to the stand-
The number of IP datagrams created as a re- ed ard.
sult of fragmentation.
ipAddrTable (20)
An address information table for IP address-
es.
ipAddrEntry (1) - -—-
Row data of address information for IP ad-
dresses. The index is ipAdEntAdar.
ipAdEntAddr (1) Support- | According to the stand-
The IP address. ed ard.
ipAdEntifindex | (2) Support- | According to the stand-
The index value of the interface that this en- ed ard.
try applies to. This is the same value as ifln-
dex.
ipAdEntNet- 3) Support- | According to the stand-
Mask The subnet mask for the IP address of this ed ard.
entry.
ipAdEntBcas- (4) Support- | According to the stand-
tAddr The value of the least significant bit of the ad- ed ard.
dress when an IP broadcast is sent. An ad-
dress represented by all 1 bits is used for
broadcasting as an Internet standard. In that
case, this value is always 1.
ipAdEntReasm- | (5) Support- | According to the stand-
MaxSize The maximum IP packet size that can be re- ed ard.
assembled from IP fragmented input IP data-
grams received through the interface.
ipRouteTable (21)

The IP routing table for this entity.
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(Identifier) SUOor Implementation spec-

Object
Ject name Standard specifications ifications

ipRouteEntry (1) — —
Route information for a specific destination.

The index is ipRouteDest. -
ipRouteDest (1) Support- | According to the stand- ;
The destination IP address for this route. A ed ard. é
value of 0.0.0.0 for this entry indicates the :
default route. ‘§
ipRoutelfindex | (2) Support- | According to the stand- -
The ID number of the interface required to ed ard.

send to the next destination host in this route.
This ID number is the same number as ifln-
dex, which is used to identify the interface.

ipRouteMetric1 | (3) Support- | According to the stand- ::
The primary routing metric for this route. This ed ard. =
value is determined based on the protocol E
specified in ipRouteProto. Set to -1 if you do ?'3
not want to use this metric (this is also the 5
same for ipRouteMetric 2 through 4). §'

ipRouteMetric2 | (4) Support- | According to the stand- ¢
The alternative routing metric for this route. ed ard.

ipRouteMetric3 | (5) Support- | According to the stand-
The alternative routing metric for this route. ed ard.

ipRouteMetric4 | (6) Support- | According to the stand-
The alternative routing metric for this route. ed ard.

ipRouteNex- (7) Support- | According to the stand-

tHop The IP address of the next hop in this route ed ard.

(for routes connected by a broadcast or me-
dia, this is the agent address or address of
that interface).

ipRouteType (8) Support- | According to the stand-
The type of route. ed ard.

other (1): Not any of the following types.
invalid (2): An invalid route.

direct (3): A direct connection.

indirect (4): An indirect connection (not con-
nected to LOCAL).
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Object name

(Identifier)
Standard specifications

Support

Implementation spec-
ifications

ipRouteProto

9)

This is the routing mechanism used to deter-
mine routes. Some values correspond to
gateway routing protocols, but be aware that
the host may not support those protocols.
other (1): Other than the following items.
local (2): A route set on the local machine.
netmgmt (3): A route set by network manage-
ment.

icmp (4): A route set by an ICMP redirect or
some other ICMP function.

egp (5): EGP

The following are gateway protocols:

ggp (6): GGP

hello (7): HELLO

rip (8): RIP

is-is (9)

es-is (10)

ciscolgrp (11)

bbnSpflgp (12)

ospf (13): OSPF

bgp (14)

Support-
ed

According to the stand-
ard.

ipRouteAge

(10)
The elapsed time since this route was updat-
ed (in seconds).

Support-
ed

Always 0.

ipRouteMask

(1)

The subnet mask value in relation to ipRou-
teDest.

On systems that do not support a custom
subnet mask value, this value is based on the
address class of the ipRouteDest field.

If ipRouteDest is 0.0.0.0, this value is also
0.0.0.0.

Support-
ed

According to the stand-
ard.

ipRouteMetric5

(12)
The alternative routing metric.

Support-
ed

According to the stand-
ard.

ipRoutelnfo

(13)
The MIB object ID for the routing protocol
used by this route. If not defined, set to {0.0}.

Support-
ed

Always 0.0.

ipNetToMediaTable

(22)
The IP address conversion table used to map
IP addresses to physical addresses.

1112
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(Identifier)

Object name Standard specifications

Support

Implementation spec-
ifications

ipNetToMediaEntry | (1)

Row data for the conversion table. The indi-
ces are ipNetToMedialfindex and
ipNetToMediaNetAddress.

ipNetToMedial- | (1) Support- | According to the stand-
findex The interface ID number for this entry. The ed ard.
value of iflndex is used for this value.
ipNetToMedia- | (2) Support- | According to the stand-
PhysAddress The media-dependent physical address. ed ard.
ipNetToMedia- | (3) Support- | According to the stand-
NetAddress The IP address that corresponds to the me- ed ard.
dia-dependent physical address.
ipNetToMedia- | (4) Support- | According to the stand-
Type The address conversion method. ed ard.
other (1): A method other than the following
items.
invalid (2): An invalid value.
dynamic (3): Dynamic conversion.
static (4): Static conversion.
ipRoutingDiscards (23) Support- | According to the stand-
The number of routing entries that were valid ed ard.
but discarded. For example, if there was not
enough buffer space because of other routing
entries.
@ Ip Group: Icmp
Each object can be used for read only.
. (Identifier) Implementation spec-
Object name Standard specifications Support ifications
icmpIinMsgs ) Support- | According to the stand-
The total number of received ICMP messag- ed ard.
es. This includes messages counted by icm-
pInErrors.
icmpInErrors (2) Support- | According to the stand-
The number of received ICMP message er- ed ard.
rors. (Checksum errors, frame length errors,
etc.)
icmplnDestUnreachs (3) Support- | According to the stand-
The number of Destination Unreachable ed ard.
messages received.
icmpInTimeExcds (4) Support- | According to the stand-
The number of Time Exceed messages re- ed ard.
ceived.
icmpInParmProbs (5) Support- | According to the stand-
The number of Parameter Problem messag- ed ard.
es received.
icmpInSrcQuenchs (6) Support- | According to the stand-
The number of Source Quench messages re- ed ard.
ceived.
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Object name

(Identifier)
Standard specifications

Support

Implementation spec-
ifications

icmplnRedirects 7) Support- | According to the stand-
The number of Redirect messages received. ed ard.

icmplnEchos (8) Support- | According to the stand-
The number of Echo (request) messages re- ed ard.
ceived.

icmplnEchoReps 9) Support- | According to the stand-
The number of Echo Reply messages re- ed ard.
ceived.

icmpInTimestamps (10) Support- | According to the stand-
The number of Timestamp messages re- ed ard.
ceived.

icmpInTimestampReps | (11) Support- | According to the stand-
The number of Timestamp Reply messages ed ard.
received.

icmplnAddrMasks (12) Support- | According to the stand-
The number of Address Mask Request mes- ed ard.
sages received.

icmplnAddrMaskReps | (13) Support- | According to the stand-
The number of Address Mask Reply messag- ed ard.
es received.

icmpOutMsgs (14) Support- | According to the stand-
The total number of ICMP messages sent. ed ard.
This includes messages counted by icmpOu-
tErrors.

icmpQOutErrors (15) Support- | According to the stand-
The number of ICMP messages that could ed ard.
not be sent because of an error.

icmpOutDestUnreachs | (16) Support- | According to the stand-
The number of Destination Unreachable ed ard.
messages sent.

icmpOutTimeExcds 17) Support- | According to the stand-
The number of Time Exceed messages sent. ed ard.

icmpOutParmProbs (18) Support- | According to the stand-
The number of Parameter Problem messag- ed ard.
es sent.

icmpOutSrcQuenchs (19) Support- | According to the stand-
The number of Source Quench messages ed ard.
sent.

icmpOutRedirects (20) Support- | According to the stand-
The number of Redirect messages sent. ed ard.

icmpOutEchos (21) Support- | According to the stand-
The number of Echo (request) messages ed ard.
sent.

icmpOutEchoReps (22) Support- | According to the stand-
The number of Echo Reply messages sent. ed ard.

icmpOutTimestamps (23) Support- | According to the stand-
The number of Timestamp messages sent. ed ard.

icmpOutTimestam- (24) Support- | According to the stand-

pReps The number of Timestamp Reply messages ed ard.

sent.
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Object name

(Identifier)
Standard specifications

Support

Implementation spec-
ifications

icmpOutAddrMasks (25) Support- | According to the stand-
The number of Address Mask Request mes- ed ard.
sages sent.
icmpOutAddrMa- (26) Support- | According to the stand-
skReps The number of Address Mask Reply messag- ed ard.
es sent.
@ Ip Group: Tcp
Each object can be used for read only.
. (Identifier) Implementation spec-
Object name Standard specifications Support ifications
tcpRtoAlgorithm ) Support- | vanj (4)
The algorithm used to determine the timeout ed
value for resending.
other (1): Other than the following items.
constant (2): A constant RTO value.
rsre (3): The algorithm specified by the MIL-
STD-1778 standard.
vanj (4): The Van Jacobson algorithm.
tcpRtoMin (2) Support- | Always 1000.
The minimum resend timeout value (in 0.01 ed
s).
This value depends on the algorithm used to
determine the resend timeout value.
tcpRtoMax (3) Support- | Always 64,000.
The maximum resend timeout value (in 0.01 ed
s).
This value depends on the algorithm used to
determine the resend timeout value.
tcpMaxConn (4) Support- | Always -1.
The total number of supported TCP connec- ed
tions. If the maximum number of connections
is dynamic, this value is -1.
tcpActiveOpens (5) Support- | According to the stand-
The number of times the TCP connection ed ard.
changed from the CLOSE state directly to the
SYN-SENT state. (Active connection estab-
lishment.)
tcpPassiveOpens (6) Support- | According to the stand-
The number of times the TCP connection ed ard.
changed from the LISTEN state directly to
the SYN-RCVD state. (Passive connection
establishment.)
tcpAttemptFails (7) Support- | According to the stand-
The total number of times the TCP connec- ed ard.

tion changed from the SYN-SENT or SYN-
RCVD state directly to the CLOSE state and
from the SYN-RCVD state directly to the LIS-
TEN state.
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Object name

(Identifier)
Standard specifications

Support

Implementation spec-
ifications

tcpEstabResets (8) Support- | According to the stand-
The number of times the TCP connection ed ard.
changed from the ESTABLISHED or the
CLOSE-WAIT state directly to the CLOSE
state.

tcpCurrEstab 9) Support- | According to the stand-
The total number of TCP connections cur- ed ard.
rently in the ESTABLISHED or the CLOSE-
WAIT state.

tepInSegs (10) Support- | According to the stand-
The total number of received segments. This ed ard.
includes the number of error segments.

tcpOutSegs 11) Support- | According to the stand-
The total number of sent segments. This in- ed ard.
cludes the number of segments for the cur-
rent connection, but does not include the
number of segments for resent data only.

tcpRetransSegs (12) Support- | According to the stand-
The total number of resent segments. ed ard.

tcpConnTable (13) --- ---

The information table specific to the TCP
connection.

NX-series EtherNet/IP Unit User's Manual (W627)



11 SNMP Agent

(Identifier) SUOor Implementation spec-

Object
Ject name Standard specifications ifications

tcpConnEntry (1 --- ---
Entry information related to a specific TCP
connection. This value is deleted if the con-
nection changes to the CLOSE state. The in-
dices are fcpConnLocalAddress,
tcoConnlLocalPort, tcpConnRemAddress,
and tcpConnRemPort.

juaby dININS L-LL

tcpConnState (1) Support- | According to the stand-
The status of the TCP connection. ed ard.

closed (1)

listen (2)
synSent (3)
synReceived (4)
established (5)
finWait1 (6)
finWait2 (7)
closeWait (8)
lastAck (9)
closing (10)
timeWait (11)
tcpConnLoca- (2) Support- | According to the stand-
IAddress The local IP address of this TCP connection. ed ard.

A value of 0.0.0.0 is used for connections in
the LISTEN state that accept connections
from any IP interface related to the node.

suoneoydads gin +-1-LL

tcpConnLocal- | (3) Support- | According to the stand-
Port The local port number for this TCP connec- ed ard.
tion.
tcpConnRe- (4) Support- | According to the stand-
mAddress The remote IP address for this TCP connec- ed ard.
tion.
tcpConnRem- (5) Support- | According to the stand-
Port The remote port number for this TCP connec- ed ard.
tion.
tcpInErrs (14) Support- | According to the stand-
The total number of error segments received ed ard.
(TCP checksum errors, etc.).
tcpOutRsts (15) Support- | According to the stand-
The number of segments sent with the RST ed ard.
flag (the number of times the TCP connection
was reset).

@ Ip Group: Udp

Each object can be used for read only.

. (Identifier) Implementation spec-
Object name Standard specifications Support ifications
udplnDatagrams ) O According to the stand-
The total number of UDP datagrams (i.e., the ard.
number of packets) sent to the UDP user.
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Object name

(Identifier)
Standard specifications

Support

Implementation spec-
ifications

The total number of PDUs received with an er-
ror status of tooBig.

udpNoPorts (2) O According to the stand-
The number of UDP datagrams that were re- ard.
ceived but did not start an application at the
destination port.
udpInErrors 3) ©) According to the stand-
The number of UDP datagrams that were not ard.
sent to a higher level protocol for a reason
other than udpNoPorts.
udpOutDatagrams (4) O According to the stand-
The total number of sent UDP datagrams. ard.
udpTable (5)
The information table for the UDP listener.
udpEntry (1)
An entry related to a specific UDP listener.
The indices are udpLocalAddress and
udpLocalPort.
udpLocalAd- (1) O According to the stand-
dress The local IP address of this UDP listener. A ard.
value of 0.0.0.0 is used for UDP listeners that
accept datagrams from any IP interface relat-
ed to the node.
udpLocalPort (2) O According to the stand-
The local port number for this UDP listener. ard.
® Ip Group: Snmp
Each object can be used for read only.
S nae (Identific.el:) . Sup- Implefn.ent:ation
Standard specifications port specifications
snmplnPkts (1) O According to the
The total number of SNMP messages received. standard.
snmpOutPkts (2) O According to the
The total number of SNMP messages sent. standard.
snmplnBadVersions 3) O According to the
The total number of messages received of an standard.
unsupported version.
snmpInBadCommunity- | (4) O According to the
Names The total number of messages received from standard.
an unregistered community.
snmpInBadCommuni- (5) O According to the
tyUses The total number of messages received that standard.
specify an operation that is not allowed by that
community.
snmpInASNParseErrs (6) O According to the
The total number of messages received that re- standard.
sulted in an ASN.1 error or BER error during
decoding.
snmpinTooBigs (8) O According to the

standard.
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. (Identifier) Sup- Implementation
Object name e e
Standard specifications port specifications

snmpIlnNoSuchNames | (9) O According to the
The total number of PDUs received with an er- standard.
ror status of noSuchName.

snmplnBadValues (10) O According to the
The total number of PDUs received with an er- standard.
ror status of badValue.

snmplnReadOnlys (11) O According to the
The total number of PDUs received with an er- standard.
ror status of readOnly.

snmplnGenErrs (12) ©) According to the
The total number of PDUs received with an er- standard.
ror status of genErr.

snmplnTotalReqVars (13) O According to the
The total number of MIB objects read normally standard.
after receiving GetRequest or GetNextRequest.

snmplnTotalSetVars (14) @) According to the
The total number of MIB objects updated nor- standard.
mally after receiving SetRequest.

snmpInGetRequests (15) O According to the
The total number of GetRequest PDUs re- standard.
ceived.

snmplnGetNexts (16) O According to the
The total number of GetNextRequest PDUs re- standard.
ceived.

snmpInSetRequests (17) O According to the
The total number of SetRequest PDUs re- standard.
ceived.

snmplnGetResponses | (18) O According to the
The total number of GetResponse PDUs re- standard.
ceived.

snmplInTraps (19) O According to the
The total number of trap PDUs received. standard.

snmpOutTooBigs (20) O According to the
The total number of PDUs sent with an error standard.
status of tooBig.

snmpOutNoSuch- (21) O According to the

Names The total number of PDUs sent with an error standard.
status of noSuchName.

snmpOutBadValues (22) @) According to the
The total number of PDUs sent with an error standard.
status of badValue.

snmpOutGenErrs (24) ©) According to the
The total number of PDUs sent with an error standard.
status of genErr.

snmpOutGetRequests | (25) @) According to the
The total number of GetRequest PDUs sent. standard.

snmpOutGetNexts (26) O According to the
The total number of GetNextRequest PDUs standard.
sent.

snmpOutSetRequests (27) ©) According to the

The total number of SetRequest PDUs sent.

standard.
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. (Identifier) Sup- Implementation
Object name . e
Standard specifications port specifications
snmpOutGetResponses | (28) O According to the
The total number of GetResponse PDUs sent. standard.
snmpOutTraps (29) O According to the
The total number of trap PDUs sent. standard.
snmpEnableAuthen- (30) O According to the
Traps Determines if the agent generates verification standard.
failed traps.
enabled (1)
disabled (2)
@ Lidp Group
Each object can be used for read only.
515 e T (Identifital:) . Sup- Implefn_ent.ation
Standard specifications port specifications
lldpConfiguration (1) --- ---
The MIB for LLDP configuration.
lldpMessageTxInterval (1) Sup- | Variable value de-
The LLDP frame transmission inter- ported | pending on setting:
val. 510 32,768
Default value: 30 (seconds)
lldpMessageTxHoldMultiplier (2) Sup- | Variable value de-
The value to determine TTL of the ported | pending on setting:
LLDP frame, this is placed in the 11to 100
LLDP frame header.
TTL (seconds) = lldpMessageTx-
HoldMultipler x lldpMessageTxInterv-
al
However, the maximum value of TTL
shall be 65,535 seconds.
Default value: 4
lldpReinitDelay 3) Sup- | Always 2.
The time until re-initialization process | ported
is attempted when lldpPortConfigAd-
minStatus becomes “disabled”.
Default value: 2 (seconds)
lldpTxDelay (4) Sup- | Always 2.
The interval between successive ported
LLDP frame transmissions.
Default value: 2 (seconds)
lldpNotificationInterval 5) Sup- | Always 0.
Indicates the transmission interval at | ported
which SNMP notifications are sent
due to information updates from the
remote system. Only one SNMP noti-
fication is sent even if multiple remote
system information updates occur
within the transmission interval.
Default value: 30 (seconds)
lIdpStatistics (2) --- ---
The MIB for LLDP statistics informa-
tion.

11-20
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15 T (Identifier) Sup- Implementation
Standard specifications port specifications
lldpStatsRemTablesLastChange- | (1) Sup- | According to the
Time Last time when the addition/change/ | ported | standard.
deletion of neighbor information oc-
curred.
lldpStatsRemTablesInserts (2) Sup- | According to the
Counts up when neighbor information | ported | standard.
increased.
lldpStatsRemTablesDeletes (3) Sup- | According to the
Counts up when neighbor information | ported | standard.
is deleted.
lldpStatsRemTablesDrops (4) Sup- | According to the
Counts up when neighbor information | ported | standard.
cannot be added due to lack of re-
sources.
lldpStatsRemTablesAgeouts (5) Sup- | According to the
Counts up when the retention time ported | standard.
expired and the neighbor information
became invalid.
lldpStatsTxPortTable (6) -
The table containing transmission
frame statistics information for indi-
vidual LLDP transmission ports.
lIdpStatsTxPortEntry (1) - ---
The table entry of transmission frame
statistics information for individual
LLDP transmission ports.
lldpStatsTxPort- | (2) Sup- | According to the
FramesTotal The number of LLDP frame transmis- | ported | standard.
sions on the LLDP transmission port.
lldpStatsRxPortTable (7) -
The table containing reception frame
statistics information for individual
LLDP reception ports.
lldpStatsRxPortEntry (1) - ---
The table entry of reception frame
statistics information for individual
LLDP reception ports.
lldpStatsRx- (2) Sup- | According to the
PortFramesDis- | The total number of discarded LLDP | ported | standard.
cardedTotal frames on the LLDP reception port.
lldpStatsRx- (3) Sup- | According to the
PortFramesEr- | The number of invalid LLDP frames ported | standard.
rors received on the LLDP reception port.
lldpStatsRx- (4) Sup- | According to the
PortFramesTo- | The number of valid LLDP frames re- | ported | standard.
tal ceived on the LLDP reception port.
lldpStatsRx- (5) Sup- | According to the
PortTLVsDis- The total number of discarded TLVs ported | standard.
cardedTotal on the LLDP reception port.
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. (Identifier) Sup- Implementation
Object name e o e
Standard specifications port specifications
lldpStatsRx- (6) Sup- | According to the
PortTLVsUnre- | The number of TLVs received in the ported | standard.
cognizedTotal previous version on the LLDP recep-
tion port.
lldpStatsRxPor- | (7) Sup- | According to the
tAgeoutsTotal Counts up when the retention time ported | standard.
expired and the neighbor information
became invalid on the LLDP recep-
tion port.
lldpLocalSystemData (3) - -
The MIB for information regarding the
LLDP local system.
lldpLocChassisldSubtype 1) Sup- | macAddress(4)
The chassis type for the local system. | ported
lldpLocChassisld (2) Sup- | Port 1 macAddress
The identifier of the chassis compo- ported
nent for the local system.
lldpLocSysName 3) Sup- | Outputs local host
The system name for the local sys- ported | name.
tem. Same as sysName
in the system
group.
lldpLocSysDesc (4) Sup- | "OMRON
The system information for the local ported | Corporation" +
system. CPU Unit model +
CPU Unit version
* CPU Unit model
(example):
NX502-1300
* CPU Unit ver-
sion (example):
Version 1.0
Same as sysDescr
in the system
group.
lldpLocSysCapSupported 5) Sup- | stationOnly(7)
The bitmap representation of the list ported
of functions supported by the local
system.
lldpLocSysCapEnabled (6) Sup- | stationOnly(7)
The bitmap representation of the list ported
of functions running on the local sys-
tem.
lldpLocPortTable 7) --- ---
The table of LLDP ports on the local
system.
lldpLocPortEntry 1) --- ---
The table entry of a LLDP port on the
local system.
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Standard specifications port specifications
lldpLocPortld- (2) Sup- | macAddress(3)
Subtype The type indicating the port ID of the | ported
local system.
lldpLocPortld (3) Sup- | Port 1: Port 1 mac-
The port ID (string) for the local sys- | ported | Address
tem port. Port 2: Port 2 mac-
Address
lldpLocPort- (4) Sup- | Port 1:
Desc The port information (string) for the ported | 10/100/1000M Gig-
local system port. abit Ethernet Port
1
Port 2:
10/100/1000M Gig-
abit Ethernet Port
2
Same as ifDescr in
the interfaces
group.
lldpLocManAddrTable (1) -- -
The table of management address on
the local system.
lldpLocManAddrEntry (1) - -
The table entry of management ad-
dress on the local system.
lldpLocMa- (3) Sup- | Always 5.
nAddrLen The length of LLDP management ad- | ported
dress field transmitted from the local
system.
lldpLocManAd- | (4) Sup- | ifindex(2)
drlfSubtype The type related to the numbering ported
method for the local system interface.
lldpLocManAd- | (5) Sup- | Always 2.
drifld The interface number related to the ported
local system management address.
lldpLocManAd- | (6) Sup- | SNMPv2-SMI::zer-
drOID The ID that identifies the hardware ported | oDotZero
component or protocol type of the lo-
cal system.
lldpV2RemoteSystemsData 4) - -
The MIB for information regarding the
remote system that is connected to
the LLDP local system.
lldpRemTable (1) - -
The table of information from the re-
mote system.
lldpRemEntry (1) - -
The table entry of information from
the remote system.
lldpRemChassi- | (4) Sup- | According to the
sldSubtype The chassis type for the remote sys- | ported | standard.

tem.
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. (Identifier) Sup- Implementation
Object name e o e
Standard specifications port specifications
lldpRemChassi- | (5) Sup- | According to the
sld The chassis ID for the remote sys- ported | standard.
tem.
lldpRemPortld- | (6) Sup- | According to the
Subtype The type indicating the port ID for the | ported | standard.
remote system.
lldpRemPortld (7) Sup- | According to the
The port ID for the remote system. ported | standard.
lldpRemPort- (8) Sup- | According to the
Desc The description (string) to identify the | ported | standard.
port of remote system.
lldpRemSys- 9) Sup- | According to the
Name The system name for the remote sys- | ported | standard.
tem.
lldpRemSys- (10) Sup- | According to the
Desc The description (string) to identify the | ported | standard.
remote system.
lldpRemSy- (11) Sup- | According to the
sCapSupported | The bitmap representation of the list ported | standard.
of functions supported by the remote
system.
lldpRemSysCa- | (12) Sup- | According to the
pEnabled The bitmap representation of the list ported | standard.
of functions running on the remote
system.
lldpRemManAddrTable (2) - -
The table of management address
control on the remote system.
lldpRemManAddrEntry (1) — -
The table entry of management ad-
dress on the remote system.
lldpRemManAd- | (3) Sup- | According to the
drlfSubtype The type related to the numbering ported | standard.
method for the remote system inter-
face.
lldpRemManAd- | (4) Sup- | According to the
drifld The interface number related to the ported | standard.
management address of the remote
system.
lldpRemManAd- | (5) Sup- | According to the
drOID The ID indicating hardware configura- | ported | standard.
tion and protocols related to the man-
agement address of the remote sys-
tem.
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11 SNMP Agent

11-2 Procedure to Use the SNMP Agent

11-2-1  Procedures

1. Make the basic settings.
Refer to 2-2 EtherNet/IP Communications Procedures on page 2-7 for the basic operation flow.
2. Select Configurations and Setup - CPU/Expansion Racks - CPU Rack: X Bus - Unit No.: NX-
EIP201 () - EtherNet/IP Port Settings on the Sysmac Studio.
Make the following settings on the SNMP Settings Display or the SNMP Trap Settings Dis-
play.
* SNMP Service
» Recognition 1
» Recognition 2
3. Select Transfer to Controller from the Controller Menu and click the Yes Button. The EtherNet/IP
port settings are transferred to the Controller.

uaBy JINNS @Y} s 0} 2uNpasoud Z-11
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M Precautions for Correct Use

If the Use Option is selected for Packet Filter of the EtherNet/IP port, allow packets from the
SNMP manager. If they are not permitted, communication with SNMP manager is not possible.
For the details on the settings, refer to Packet Filter on page 7-8.

11-2-2 Settings Required for the SNMP Agent

Make the following EtherNet/IP Port Settings from the Sysmac Studio to use the SNMP agent.

Tab page Setting Setting conditions Reference
SNMP Settings SNMP service Required 7-4 SNMP
Port No. Specified by user. Settings Dis-
Required to change from the default value | play on page
of 161. 7-12
Contact, location Specified by user.
Send a recognition trap Specified by user.

Select this check box to send a recogni-
tion trap if there is access from an SNMP
manager that is not specified (Access oth-
er than Recognition 1 and 2).

Recognition 1 and Recog- | Specified by user. Recognition 1
nition 2 Make these settings to permit access by on page 7-13
IP address only certain SNMP managers. Recognition 2
on page 7-13

Host name

Community name
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11 SNMP Agent

Tab page Setting Setting conditions Reference
SNMP Trap Settings | SNMP trap Required 7-5 SNMP
Port No. Specified by user. Trap
Required to change from the default value | Settings Dis-
of 162. play on page
7-14
Trap 1 and trap 2 Trap 1 on
IP address Required page 7-14
Host name Set an IP address or a host name as the | /7@P 20n
SNMP trap destination. page 7-15
Community name Specified by user.
Version Required
Set the version of the SNMP manager.

@ Additional Information

Make the settings in the SNMP Settings Display and the SNMP Trap Settings Display if the
SNMP agent is used.

Refer to 7-4 SNMP Settings Display on page 7-12 for information on the SNMP Settings Dis-
play. Refer to 7-6 SNMP Trap Settings Display on page 7-14 for information on the SNMP
Trap Settings Display.

11-26 NX-series EtherNet/IP Unit User's Manual (W627)



12

Communications Performance

and Communications Load
]

12-1 Communications SyStem .........cccccciiiiriimi 12-2
12-1-1 Tag Data Link Communications Method.............ccccviiiiiiiiiiicnec e 12-2
12-1-2 Calculating the Number of Connections............ccooiiiiiiiiiiieee e 12-5
12-1-3 Packet Interval (RP1) ACCUIACY .......c.oeeiuieeaiiii et 12-6

12-2 Adjusting the Communications Load.............ccccecimmmrrmrirnniesccccccemeeeeeeeee 12-7
12-2-1 Checking Bandwidth Usage for Tag Data Links .........cccccooiiiiiiiniiiciiiieee 12-8
12-2-2 Tag Data Link Bandwidth Usage and RPI ... 12-9
12-2-3 Adjusting Device Bandwidth Usage ..........ccccooiiiiiiiiiiiiiicieccec e 12-10
12-2-4 Changing the RPI ... e 12-11
12-2-5 RPI Setting EXamPIES .....oooiuiiieiieeeie e 12-16

12-3 Tag Data Link I/O ReSponse Time......cccccceiiimiiiisccccsssnnmnrneeesesssssss s sssssmnnes 12-23
12-3-1 Data Transfer Timing of Tag Data Links ..........coooiiiiiiiiiee e 12-23
12-3-2 Maximum Tag Data Link I/O Response Time .........cocoueviriiiinieieiiiie e 12-23
12-3-3 Data Processing TiME ......oouiiiiiiiieeiie et 12-26
12-3-4 Relationship between Packet Intervals (RPIs) and Task Periods................ 12-27

12-4 Message Service Transmission Delay .........ccccccerrrcecreerrscssnensssssneeessnenes 12-28

NX-series EtherNet/IP Unit User's Manual (W627) 121
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12-1 Communications System

12-1-1 Tag Data Link Communications Method

12-2

I Requested Packet Interval (RPI) Settings

In tag data links for the EtherNet/IP port, the data transmission period is set for each connection as the
RPI.

The target device sends data (i.e., output tags) based on the specified RPI, regardless of the number
of nodes.

Also, the heartbeat frame is sent from the originator to the target device for each connection. The tar-
get device uses the heartbeat to check if any errors have occurred in the connection with the origina-
tor. The data transmission period of the heartbeat frame depends on the RPI settings.

Heartbeat Frame Transmission Period

 If packet interval is shorter than 100 ms, the heartbeat frame transmission period is 100 ms.

« If packet interval is equal to or larger than 100 ms, the heartbeat frame transmission period is the
same as the RPI.

Example)

In this example, two tag data link connections are set for node 2 (the originator) and node 1 (the tar-

get).

The RPI for output data 1 is set to 10 ms.

The RPI for output data 2 is set to 15 ms.

In this case, output data 1 is sent from node 1 to node 2 every 10 ms, and output data 2 is sent from

node 1 to node 2 every 15 ms, as shown in the following diagram.

Also, data is sent from node 2 (the originator) to node 1 (the target) with a heartbeat of 100 ms for

connection 1 and a heartbeat of 100 ms for connection 2.
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Node 1 Node 2

Target Output data 1 .| Originator
Connection 1 heartbeat
*-------------- - mm - - - 100-ms interval 2
Output data 2 R ;
T 10 ms > g
Connection 2 heartbeat 3
- - - - - mm e mm - - 100-ms interval S
2
2
v Output data 1 | g
15 ms e )
<
(7]
o
3
10 ms
v Output data 2 R
v Output data 1 _

I Requested Packet Interval (RPIl) and Bandwidth Usage (PPS)

The number of packets transferred each second is called the used bandwidth, or PPS (packets per
second).
The PPS is calculated from the RPI and heartbeat for each connection as follows:

PPS for a connection (pps)
= (1,000/RPI (ms)) + (1,000/Heartbeat transmission period (ms))

POYISIAl SUOREDIUNWILIOY YurT Bjeq Bel L-L-Z|

Use the following equation to calculate the total number of packets transferred by each EtherNet/IP
port (Unit) in 1 second.

Total PPS for the EtherNet/IP port = Total PPS of originator connections + Total PPS of target connec-
tions (*)

* Connections set as target connections must be added, too.

The following shows the maximum number of packets that each EtherNet/IP port can send and re-
ceive per second through tag data links (i.e., the allowed communications bandwidth per Unit). You

need to consider these values when configuring connections.
* 40,000 pps
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12-4

@ Precautions for Correct Use

When the Unit is performing tag data link communications where the allowable communications

bandwidth per Unit is close to or greater than 30,000 pps, the following functions may not be

used properly. In that case, use the built-in EtherNet/IP port on the CPU Unit or an EtherNet/IP

port of a different NX-series EtherNet/IP Unit.
» Connecting the Sysmac Studio online from the EtherNet/IP port of the NX-series EtherNet/IP
Unit

» Connecting the Network Configurator online from the EtherNet/IP port of the NX-series Ether-
Net/IP Unit

» Connecting the NA-series Programmable Terminal online from the EtherNet/IP port of the
NX-series EtherNet/IP Unit

» Port forward via the NX-series EtherNet/IP Unit

* CIP message communications

* SNMP function

These functions of the NX-series EtherNet/IP Unit can be used via X Bus from the built-in

EtherNet/IP port on the CPU Unit or an EtherNet/IP port of a different NX-series EtherNet/IP

Unit.

Example)

Node 1 has an originator connection with the receive RPI of 500 ms, and two target connections with
the send RPIs of 200 ms and 2 ms.

Node 2 has three originator connections with the receive RPIs of 200 ms, 2 ms, and 5 ms.

Node 3 has two target connections with the send RPIs of 5 ms and 1 ms.

O: Originator

T: Target
HB: Heartbeat

RPI: 200 ms
HB: 200 ms

o¥. o¥ W\ T
| Node 2 if ______________ .,i Node 3 |
0 RPI: 5 ms T
HB: 100 ms

The total PPS of each node is calculated as follows:
» Total PPS of the Unit Node 1
=1,000/200 ms + 1,000/2 ms+ 1,000/500 ms (for data)
+1,000/200 ms + 1,000/100 ms + 1,000/500 ms (for heartbeat)
=524 pps
» Total PPS of the Unit Node 2
=1,000/200 ms + 1,000/2 ms + 1,000/5 ms (for data)
+1,000/200 ms + 1,000/100 ms + 1,000/100 ms (for heartbeat)
=730 pps
» Total PPS of the Unit Node 3
=1,000/5 ms + 1,000/500 ms (for data)
+1,000/100 ms + 1,000/500 ms (for heartbeat)
=214 pps
In this example, the total PPS of each Unit is below the maximum bandwidth allowed for the Unit, so
data transmission can be successfully performed.
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12-1-2 Calculating the Number of Connections

The maximum number of connections per EtherNet/IP port on a CPU Unit is as follows.
« 256

The maximum number of connections for a Unit should not be exceeded by the total number of origi-
nator connections, which the Unit opens, and target connections, which other nodes open to the Unit.
Example)

Node 1 has two target connections with Node 2, and opens one originator connection to Node 3. So,
Node 1 has three connections in total.

Node 2 opens two originator connections to Node 1, and one originator connection to Node 3. So,
Node 2 has three connections in total.

Node 3 has one target connection with Node 1, and one target connection with Node 2. So, Node 3
has two connections in total.

In either case, the connections can be successfully opened since the total number of connections is
below the maximum number for an EtherNet/IP port, as shown above.

wo)sAg suonesunwwo) -z}

O: Originator

N 1
ode T: Target

/2R

Node 2 Node 3
O T

SU0NPBUUOY JO Jaquinp 8y Bunenoen z-1-z1

If multicast is specified for data transmission and the node sends out just one multicast packet to other
nodes, it requires respective connections for them.

Example)

Node 3 sends out one multicast packet to Node 1 and Node 2. Node 3 has one target connection with
Node 1, and one target connection with Node 2, requiring two connections in total.

You need to keep in mind that the number of required connections is the same, whether multicast or
unitcast is specified for the communications.

O: Originator
T Targel

0]
Multicast
Multicast T
Node 2 <« Node 3
o) T
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12-1-3 Packet Interval (RPI) Accuracy

12-6

A send processing delay occurs in an EtherNet/IP port when data packets are sent based on a packet

interval (RPI).

This delay varies within the RPI error margin as shown below, so the send processing may be delayed

for the maximum value for each RPI.

Packet interval (RPI) RPI error margin (%) (%)

1.0 to 1,000 ms 15 - (RPI [ms]/100)

1,000 to 10,000 ms 5% of the RPI

S

)

S

5]

o

o
4 ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
2 ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
0 . . . . . . . . . .

0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
RPI [ms]
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12 Communications Performance and Communications Load

12-2 Adjusting the Communications Load

In an Ethernet network using an Ethernet switch, the network bandwidth is not shared by all of the no-
des; independent transmission paths are established between individual nodes through the Ethernet
switch.

A dedicated communications buffer is established in the Ethernet switch for communications between
the nodes, and full-duplex communications (simultaneous transmission and reception) are performed
asynchronously with other transmission paths. The communications load in other transmission paths
does not affect communications, so packet collisions do not occur and stable, high-speed communica-
tions can be performed.

The Ethernet switch functions shown in the following table determine the performance of tag data

peo suonesiunwwo) ayj bunysnlpy z-zL

links.
Item Description
Buffer capacity This is the amount of data that can be buffered when packets ac-
cumulate at the Ethernet switch.
Multicast filtering This function transfers multicast packets to specific nodes only.
QoS function This function performs priority control on packet transfers.

The following table shows the setting ranges of the tag data link settings that can be made for an
EtherNet/IP port.

syur eyeq Bey Joy oBesn yipimpueg Buppayd |L-z-z1

Item Specification NX-series EtherNet/IP Unit

Network bandwidth Physical Ethernet baud rate 1,000 Mbps

Allowable tag data link communications Maximum number of tag data link 40,000 pps max. (40,000

bandwidth packets that can be processed in 1 | pps total for two ports)™!
second (pps: packets per second)

Connection resources Number of connections that can be | 256 max. (total of 512 with
established two ports)

Packet interval Refresh period for tag data 1.0 to 10,000 ms in 1.0-ms

(RPI: Requested Packet Interval) increments

*1.  When the Unit is performing tag data link communications where the allowable communications bandwidth
per Unit is close to or greater than 30,000 pps, the following functions may not be used properly. In that
case, use the built-in EtherNet/IP port on the CPU Unit or an EtherNet/IP port of a different NX-series Ether-
Net/IP Unit.

* Connecting the Sysmac Studio online from the EtherNet/IP port of the NX-series EtherNet/IP Unit

* Connecting the Network Configurator online from the EtherNet/IP port of the NX-series EtherNet/IP Unit

* Connecting the NA-series Programmable Terminal online from the EtherNet/IP port of the NX-series
EtherNet/IP Unit

* Port forward via the NX-series EtherNet/IP Unit

* CIP message communications

* SNMP function

These functions of the NX-series EtherNet/IP Unit can be used via X Bus from the built-in EtherNet/IP port

on the CPU Unit or an EtherNet/IP port of a different NX-series EtherNet/IP Unit.

When the tag data link settings exceed the capabilities of the Ethernet switch to be used, increase the
packet interval (RPI) value for adjustment.

Particularly when you configure the settings with an Ethernet switch that does not support multicast
filtering, you need to consider that multicast packets will be sent to all the nodes on the network with-
out setting the connections.
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12-2-1

12-8

@ Additional Information

If you select Multi-cast Connection for the connection type in the connection settings on the
Network Configurator, multicast packets are used. If the connection type is set to a Point to
Point Connection, multicast packets are not used.

If required tag data link performance cannot be achieved with the Ethernet switch, re-evaluate the
overall network configuration and take necessary measures such as selecting a different Ethernet

switch or splitting the network.

The following sections show how to check the device bandwidth used by the tag data links in the de-
signed network, and how to set appropriate values.

Checking Bandwidth Usage for Tag Data Links

The Network Configurator can display the bandwidth to be actually used for tag data links at each
EtherNet/IP port, based on the connections set in the network configuration.

The device bandwidth used for tag data links can be checked by clicking the Detail Button in the
Usage of Device Bandwidth Area at the bottom of the Network Configuration Window.

() EtherNet/IP_1

m a8 ¢

192.168.250.1 192 168.250.256 192168 250.22
Cl

Nf%ﬂ:&'gs 1 Usage of Device Bandwidth

#* Gomment

@WQQIEBQEDI NJ501-1500
&192]5325[&5 GJ2m-EIP21
@ 192.168.260.22 CJ1-EIP21

Usage of Gapacity (.. Mbit/s (without bult
200 (2003 & 0042 (D.042) Mbit/s 1
200 (200 % 0042 (0.042) Mbit/s 1
000038 %  0.000(0.028) Mbit/s 0

Usage of 1P multica

Item Description
# The IP address of the device.
Comment A description of the device. The comment is displayed below the device icon.

The model number of the device is displayed by default.

Usage of Capacity (without
Multicast Filter)

The usage rate of allowable tag data link bandwidth for the device is given.
Bandwidth used/Allowable tag data link bandwidth

The values outside parentheses are for when multicast filtering is used.
The values inside parentheses are for when multicast filtering is not used.

Mbit/s (without Multicast Fil-
ter)

The network bandwidth used by the device for tag data link communications is
given.

The values outside parentheses are for when multicast filtering is used.

The values inside parentheses are for when multicast filtering is not used.

Usage of IP multicast ad-
dresses

The number of multicast IP addresses actually used by the device for commu-
nications is given.

Total usage of IP multicast ad-
dresses

The number of multicast IP addresses used in the entire network is given. This
value is used to estimate the number of multicast filters required for a switch.
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Item Description

Network Total of Max. Mbit/s The total bandwidth used for tag data link communications in the entire network
is given.

Tag data links will not normally operate if the bandwidth allowed for the network
is exceeded.

® Checking the Usage of Capacity and Network Bandwidth for Tag Data
Links
The usage rate of allowable tag data link bandwidth for each EtherNet/IP port is given in the Usage
of Capacity (without Multicast Filter) column, and the network bandwidth usage for tag data link
communications is given in the Mbit/s (without Multicast Filter) column.
The usage rate and the network bandwidth usage of tag data link communications for which multi-
cast filtering is not supported by the Ethernet switch are given in parentheses in each correspond-
ing column. These values include bandwidth usage for multicast packets since they are sent to all
the nodes without connection settings.
These values can be adjusted as described in 12-2-4 Changing the RPI on page 12-11.

® Checking the Total Number of Multicast IP Addresses in the Network

When using an Ethernet switch that supports multicast filtering, there must be sufficient multicast
filters for the network. Based on the setting of connections, the Network Configurator indicates the
number of multicast IP addresses to be used in the entire network.

Make sure that the number of multicast IP addresses to be used in the entire network does not ex-
ceed the number of multicast filters supported by the Ethernet switch. If necessary, replace the
Ethernet switch with another one with sufficient multicast filters, or adjust the usage rate and net-
work bandwidth usage with the values given for an Ethernet switch without multicast filtering (i.e.,
the values in parentheses). These values can be adjusted as described in 12-2-4 Changing the RPI
on page 12-11.

® Checking the Total Maximum Network Bandwidth

The Network Configurator displays the total maximum bandwidth to be used for the entire network.
This value indicates the maximum possible bandwidth for a transmission path which connects
Ethernet switches in cascade. If this value exceeds the bandwidth for each cascade connection in
the actual network (1,000 Mbps), the bandwidth for some transmission paths may be exceeded de-
pending on the network wiring, and the tag data links may not operate normally.

If this occurs, calculate the bandwidth usage of each transmission path and make sure that the
bandwidth for any cascade connection is not exceeded, or adjust the bandwidth to ensure that the
value of Network Total of Max. Mbit/s does not exceed the bandwidth for any cascade connec-
tion. These values can be adjusted as described in 12-2-4 Changing the RPI on page 12-11.

12-2-2 Tag Data Link Bandwidth Usage and RPI

The usage rate of allowable tag data link bandwidth as given in the Usage of Capacity (without
Multicast Filter) column can be adjusted by changing the packet interval (RPI) setting.

If the RPI is set shorter, the Usage of Capacity (without Multicast Filter) will increase.

If the RPI is set longer, the Usage of Capacity (without Multicast Filter) will decrease.

The RPI can be set in one of the following ways.
» Setting the same PRI for all the connections
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« Setting a PRI for connections of a particular device
» Setting a PRI for a particular connection

When the same RPI is set for all the connections, the Usage of Capacity (without Multicast Filter)
will basically increase proportionally as the RPI is set shorter.

Example: If the Usage of Capacity (without Multicast Filter) is 40% with the PRI set to 50 ms for all
the connections, the Usage of Capacity (without Multicast Filter) may increase to 80% when the
RPI is changed to 25 ms for all the connections.

@ Precautions for Correct Use

If the Usage of Capacity (without Multicast Filter) is between 80% and 100%, some opera-
tion with the Network Configuator which may cause load on the network, such as monitoring, or
message communications with some user application may temporarily cause excessive load on
the network and result in timeouts. If timeouts occur, increase one or all of the RPI values and
reduce the usage of capacity.

12-2-3 Adjusting Device Bandwidth Usage

This section provides methods for adjusting the device bandwidth usage for tag data links.

@ Precautions for Correct Use

The Ethernet switch should be able to support the maximum network bandwidth for each CPU
Unit. The maximum network bandwidth is as follows.
» 1,000 Mbit/s

I Ethernet Switches without Multicast Filtering

 |s the Mbit/s (without Multicast Filter) value for each node below the maximum network band-
width?
If any node exceeds the maximum network bandwidth, change the connection settings, such as the
RPI.

* |s the value of Usage of Capacity (without Multicast Filter) for each node below 100%?
If any node exceeds 100%, change the connections settings, such as the RPI.

* |s the value of Network Total of Max. Mbit/s below the maximum network bandwidth?
If the value exceeds the maximum network bandwidth, the bandwidth for some transmission paths
(e.g., an Ethernet switch or media converter) may be exceeded depending on the network wiring
(e.g., cascade connection of Ethernet switches), and the tag data links may not operate normally.
Check if the bandwidth of the transmission path in each cascade connection is not exceeded. If the
bandwidth is exceeded, rewire the network or increase the bandwidth between Ethernet switches
(e.g., increase to 1 Gbps). If these countermeasures are not possible, change the connection set-
tings such as the RPI settings, and adjust the bandwidth to ensure that the value of Network Total
of Max. Mbit/s does not exceed the bandwidth for any cascade connection.

I Ethernet Switches with Multicast Filtering

 |s the Mbit/s value for each node below the maximum network bandwidth?
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If any node exceeds the maximum network bandwidth, change the connection settings, such as the
RPI.

* |Is the Usage of Capacity value for each node below 100%?
If any node exceeds 100%, change the connection settings, such as the RPI.

* Is the Network Total of Max. Mbit/s value below the maximum network bandwidth?
If the value exceeds the maximum network bandwidth, the bandwidth for some transmission paths
(e.g., an Ethernet switch or media converter) may be exceeded due to the network wiring (e.g., cas-
cade connection of Ethernet switches), and the tag data links may not operate normally. Check if the
bandwidth of the transmission path in each cascade connection is not exceeded. If the bandwidth is
exceeded, rewire the network or increase the bandwidth between Ethernet switches (e.g., to 1
Gbps). If these countermeasures are not possible, change the connection settings such as the RPI
settings, and adjust the bandwidth to ensure that the value of Network Total of Max. Mbit/s does
not exceed the bandwidth for any cascade connection.

 |s the Mbit/s (without Multicast Filter) value for each node below the maximum network band-
width? Or, is the value of Usage of Capacity (without Multicast Filter) for each node below
100%7?
If any node exceeds either of them, check whether the multicast filtering on the relevant Ethernet
switch is functioning correctly. If the number of multicast filters on the Ethernet switch is less than
the number of Total usage of IP multicast addresses, the bandwidth for some transmission paths
may be exceeded depending on the network wiring (e.g., cascade connection of Ethernet switches),
and the tag data links may not operate normally. Calculate the number of multicast filters required
for each Ethernet switch on the network, and check if the resulting number is below the number of
multicast filters provided by the Ethernet switch. If the Ethernet switch does not have a sufficient
number of multicast filters, replace it with another one which has sufficient multicast filters, or
change the connection settings, such as the RPI settings.
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12-2-4 Changing the RPI

You can check Usage of Capacity (without Multicast Filter) values offline for the usage rate of al-
lowable tag data link bandwidth if you follow the procedure provided in 12-2-1 Checking Bandwidth
Usage for Tag Data Links on page 12-8.

You can adjust Usage of Capacity (without Multicast Filter) values by changing packet interval
(RPI) values.

If required communications performance cannot be achieved after the adjustment, re-evaluate the net-
work configuration.

1 Make required settings in the Network Configuration Window on the Network Configurator.

2 Click the Detail Button in the Usage of Device Bandwidth Area at the bottom of the Network
Configuration Window.
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@ Etherlet/P_1 [ () EtherNetyIP_2 |

1921682501 1321882602 19216825010
NJS01-1500 NJ501-1500 CI2M-EIP21
15000 |E..2502

o

~ Uszage of Device Bandwidth

The Usage of Device Bandwidth Dialog Box is displayed.

Usage of Device Bandwidth =l
# | Comment | Llzage of Capacit.. | bdbitds [without k... | Uzage of [P mult.. I
#»192168.2501 | NJ5O1-1500 0.00(5.00) % 0.000 [0.043) Mbi... 1}
@ 192168.250.2  WJ5O01-1500 E.00(6.00) %  0.050[0.050) Mbi... 1}
£ 192168.250.10 | CIZM-EIP21 200(2.00) % 0.050(0.050) Mbi... 1

Set Packet Interval (FPI] . | Total usage of IP multicast addresses : 1

Metwork Tatal of Max. Mbitds : 0.050Mbit's

The Usage of Capacity (without Multicast Filter) column shows the usage rate of allowable
tag data link bandwidth, and the Mbit/s (without Multicast Filter) column shows the network

bandwidth usage.

3 You can adjust the Usage of Capacity (without Multicast Filter) value by changing the pack-
et interval (RPI) for the relevant device.
There are three methods for changing the RPI as shown below.

. Method 1: Set the Same RPI for All the Connections
You can adjust the Usage of Capacity (without Multicast Filter) value by changing the
packet interval (RPI) values for all the connections at the same time.
1) Click the Set Packet Interval (RPI) Button in the Usage of Device Bandwidth Dialog
Box.
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2) The Set Packet Interval (RPI) Dialog Box is displayed. Input a new RPI value, and click
the OK Button.

set Packet Interval (RPI) x|

— Packet Interval [RPI)

[ M o05-100000ms)

— Target Device
192168, 250.1 MJ507-1500
192 168.250.2 M.J501-1500
192168, 260,10 CI2M-EIF21
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HOTE : Pozzible RPI value dependz on the device type.
Fleaze confirm the setting result on meszaoe reoort window.

0k Cancel

. Method 2: Change the RPI for a Specific Device
You can adjust the Usage of Capacity (without Multicast Filter) value by changing the RPI
for all the connections of a specific device.
Note that the Usage of Capacity (without Multicast Filter) values for the target devices of
the connections are also changed.
1) Click the Set Packet Interval (RPI) Button in the Usage of Device Bandwidth Dialog
Box.

Set Packet [nterval [RFI] ...

2) The Set Packet Interval (RPI) Dialog Box is displayed. In the Target Device Area, clear
the check boxes for devices to which this RPI setting change is not applied.
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12-14

Set Packet Interval (RPT) x|

— Packet [ntersal [RPI)

| SO0 s (0.5 - 100000 ms |

— Target Device

[]192.162.250.1 MJ501-1500
[] 192.168.250.2 MJ501-1500
[#]i192.168.250.10 CJ2M-EIP21:

MOTE : Pozsible AP value dependzs on the device type.
Fleaze confirm the setting result on meszzaoe reoort window.

QE. Cancel

3) Input a new RPI value, and click the OK Button.

Method 3: Change the RPI for a Specific Connection
You can adjust the Usage of Capacity (without Multicast Filter) value by changing the RPI
for a specific connection.
Note that the Usage of Capacity (without Multicast Filter) value for the target device of the
connection are also changed.

1) Click the Close Button in the Usage of Device Bandwidth Dialog Box.

2) Double-click the device that is set as the originator of the connection. The Edit Device
Parameters Dialog Box is displayed.
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Edit Device Parameters : 192.168.250.2 NJ501-1500 5'

Connections I Tag Sets

-~ Unregister Device List

Product Name:

Connections : 1/32(0:1,T:0) e | - |

peo suonesiunwwo) ayj bunysnlpy z-zL

- Register Device List
Product Name |192.168.250.2 NJ501-1500 Variable | Target Variable
£ 192,168 250.10 (#010) ..
2aCND1_01 [Input] TagSet?_192.168.250.2 TagSet2_192.168.250.10
Tew.. | Edt... | Delete | Edit Al .. Ehange Tamet Hade (I | To/From File |

oK Cancel
| |

IdY ey} Buibueyd v-z-z1

3) In the Register Device List Area, select the connection for which you want to change
the RPI, and click the Edit Button.

Edit Device Parameters : 192.168.250.2 NJ501-1500

Connections I Tag Sets |

-~ Unregister Device List
# | Product Name |
& 192.168.250.1 NJ501-1500

Connections : 1/32(0:1,T:0) - | - |

~ Register Device List
Product Name |192.168.250.2 NJ501-1500 Variable | Target Variable
£ 192,168 250.10 (#010) ..

YCND1_01 [Input]

i (= Edit.... | Delete | Edit Al .. Ehange Tamaet Hade (L | To/From File |

oK Cancel
| |
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6

4) The Edit Connection Dialog Box for the device is displayed. Input a new packet interval
(RPI) value, and click the OK Button.

192.168.250.10 C12M-EIP21 Edit Connection ﬂ

It will add & connection configuration to orginatar device.
Flease configure the Tag Set each of onginator device and target device.

r— Originator Device  Target Device

Mode Address ;. 1921682502 Mode Address ;. 192168.250010
Comrment : - MJ501-1500 Comrment :  CJ2M-EIF21
Input Tag Set : Edit Tag Setsl Output Tag Set :
g #" TagSet2_192.168.250.10 - [22Byte]j
Eonn_ln?;t:igr? IMuIti-cast connection j
Hide D1etail |
— Dretail P.

FPacket |ntercal [RFI] : I 200 s [ 10.0 - 10000.0 ms |

Timeaut Value ; [Packet Interval (RP1) x 4 = FenmestionName oy 0y

[Possible to omit]

— Connection 5 bucture
@ 192.168.250.2 NJ501-1500 =
=% TagSet? 192.168.250.2 [M] 20.0ms
E& 192.168.250.10 CJ2M-EIP21

o]

Cancel

If the bandwidth usage rate is not set as desired even after the above operation, re-evaluate
the network configuration,considering the following points. (Refer to 712-2-3 Adjusting Device
Bandwidth Usage on page 12-10.)

* Reduce the number of nodes and connections

» Split the network

Check the bandwidth usage rate again.

After you change the connection settings, click the Detail Button in the Usage of Device
Bandwidth Area at the bottom of the Network Configuration Window to check the bandwidth
usage as described in 12-2-1 Checking Bandwidth Usage for Tag Data Links on page 12-8.
It is important to check the bandwidth usage particularly after you change the RPI values for
individual connections, instead of setting the same RPI for all the connections.

Run user tests to verify that there are no problems with the new values.

12-2-5 RPI Setting Examples

The following examples explain how to calculate the packet intervals (RPIs) in the following network

configuration.

12-16
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I Conditions

& untitled - Network Configurator =10 x|
File Edit View MNetwork Device EDSFile Tools Option Help

| DEE| 28 s i &2 iR x|
Ky |adsov|@|a|e & o] 6]&]

x

| () EtherNet/TP_1 |
-& Metwiork Configuratar

= Q EtherNet/IP Hardware
=] @ Yendor I i i i i i

. ==, OMRON Corparation
; 19216825016 19216826015 19276825014 19218925013 19216825012  192168.25011

peo suonesiunwwo) ayj bunysnlpy z-zL

=g C ications Adapt
i ‘5;" Eﬁmgu{;'f‘ygg gl N507-1300 W50 -1 300 MJ501-1 300 MJ507-1300 NJ501-1300 N507-1300
L - = = =0 1= 1= =
5| Aevi |
] EHW-EIR21CIZ)
T CozBEIRTT
) CI2MEIR2T i i i i i i i
) Cotw-EIRzT : : . . . ;
P 1 19216825010 192122509  1921RB2508 1921682607 1921682506  1921RB2G05  19218A.2504
i NJS01-1300 NJE0T-1300 NJBDT-1200 NJBOT-1300 NJ501-1300 NJE01-1300 NJE0T-1300
=] NJSH-1300 13 (L 12 1. 1@ | @ |
] NJEOT-1400
] NJBDT-1500
5| SYSMAL Gateway
- Generc Devics i I i

= @ DeviceTppe

ol ications Adapt 1927EB250.3  192169.2502 1921622501 -
% il e NJSO1300  RJEDIA300  WJ501-1300 N
| | (=l a v
(&)l
A
3
i~ Uzage of Device Bandwidth g’
g
=]
4 | ] «Q
m
x <
hessage Code I Date I Description 5
=2
@
17
[Ready [:iEtherNetjIP  [TiUnknown  [Intel(R) 82567LM-3 Gigabit Network Connection  |169.254,37.111 [1000M [ Offline | | NUM i

» Connections:
Example) Seventeen NJ501-1300 Units are connected to the network.
Each device has one 100-word tag for sending and sixteen 100-word tags for receiving, and ex-
changes data with each other.
The packet interval (RPI) for all the connections is set to 120 ms.
The IP addresses of the devices range from 192.168.250.1 to 192.168.250.17.

IP address: 192.168.250.1 192.168.250.2 192.168.250.3 192.168.250.17
NJ501-1300 NJ501-1300 NJ501-1300 NJ501-1300
Send \
100CH Out 01 a P»| In_02_a » In_03 a p———Pp ----- —P! In_17_a
4 Send
100CH In_01_b |« In_03_b p=—p ----- ——P! In_17_b
Qut_02_b
100CH In_01_c | In_02_c [¢ - ?egg — - —¥{ n17.c | | 17 network variables,
ut_o.¢ 100 words each
P 4 Send
100CH In_01_t |« In_02_t |4 In_03_t |¢=———----- < out 17 t
— ]
S—— I
——

NJ501-1300: 17 Units
Connection RPI: 120 ms
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I Checking the Device Bandwidth Usage

When you click the Detail Button in the Usage of Device Bandwidth Area, the window shows that the
usage rate of the tag data link bandwidth for each device is 40.83%, as given in the Usage of Capacity
column in the following window.

zage of Device Bandidth x
# | Comment | Uzage of Capacit... | btz [without kultic... I Uzage of [P multi... |
&P 192168.25017  MJS01-1300 40.83 (40.83) % 0.510 [0.510] kbit/s 1
£P192168.25016  MJ501-1300 40.83 (40.83) % 0.510 [0.510] Mbit/z 1
&P 192.168.250,15  MJS01-1300 40,83 (40.83) % 0,570 (0.510] Mbitds 1
£P192168.250.14  MJS01-1300 40.83 (40.83) % 0.510 [0.510] kbit/z 1
@ 19216825013 NJS01-1300 40.83 (40.83) % 0.510 [0.510) kbit/z 1
&P 192168.29012  MJS01-1300 40.83 (40.83) % 0.510 [0.510] kbit/z 1
£P192162.25011  MJS01-1300 40.83 [40.83) % 0.510 [0.510) Mbit/z 1
&P 192168.250.10  MJS01-1300 40.83 (40.83) % 0.510 [0.510] Mbitds 1
&P 1921682509 MJS01-1300 40.83 (4083 % 0.510 [0.510] Mbit/z 1
@ 1921682808 NJS01-1300 40.83 [40.83) % 0.510 [0.510) Mbit/z 1
£P192168.250 7 MJG01-1300 40.83 (40.83) % 0.510 [0.510] kbit/z 1
@ 1921682806 NJS01-1300 40.83 (40.83) % 0.510 [0.510] Mbit/z 1
£P 1921682505 MJS01-1300 40.83 (40.83) % 0.510 [0.510] kbit/s 1
£P192168.2504  MJS01-1300 40.83 (40.83) % 0.510 [0.510] Mbit/z 1
&P 192168.2503  MJS01-1300 40,83 (40.83) % 0,570 (0.510] Mbitds 1
£P192168.2502  MJIS01-1300 40.83 (40.83) % 0.510 [0.510] kbit/z 1
@ 1921682501 NJS01-1300 40.83 (40.83) % 0.510 [0.510) kbit/z 1

Total usage of IP multicast addresszes : 17
==t Pecketinerval (R Metwork Tatal of Maw. Mbit/s . 1.886Mbit/s

I Changing Settings

Method 1: Setting the Same RPI for All the Connections

In the previous example, the usage rate of allowable tag data link bandwidth is 40.83% for all the devi-
ces as given in the Usage of Capacity column, and the RPI is set to 120 ms for all the connections. In
the next example, change the RPI to 40 ms so as to increase the usage rate of allowable tag data link
bandwidth up to 80% or less.

Click the Set Packet Interval (RPI) Button in the Usage of Device Bandwidth Dialog Box to display
the Set Packet Interval (RPI) Dialog Box.

Input 40 ms as the new RPI value, and click the OK Button.
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Set Packet Interval (RPI) x|

 Packet Interval [RFI)

| 40 (e (05 - 100000 ms |

r Target Device
192.168.250.17 MJ&01-1300 1592.168.250.8 MJ501-1300
192.168.250.16 MJ501-1300 1592.168.250.7 MJ501-1300
192.168.250.15 MJ501-1300 192.168.250.6 MJ5S01-1300
192.168.260.14 MJ&01-1300 1592.168.250.5 MJ501-1300
192.168.250.13 MJ501-1300 192.168.250.4 MJ5S01-1300
192.168.250.12 MJ501-1300 1592.168.250.3 MJ501-1300
192.168.250.11 MJ501-1300 1592.168.250.2 MJ501-1300
192.168.250.10 MJS01-1:300 192.168.250.1 MJS07-1:300
192.168.250.9 MJ501-1300

4| | 0|

MOTE : Possible RPI value depends on the device type.
Please confirm the setting result on messade reoort window.

Ok I Cancel |

peo suonesiunwwo) ayj bunysnlpy z-zL

If you set the same packet interval (RPI) for all the connections, the table shows that the usage rate of
allowable tag data link bandwidth is 74.50% for all the device as shown in the Usage of Capacity col-

N
umn, and this indicates that the shortest packet interval is 40 ms. E
()]
Y
x 3
f | Comrent | Uzage of Capacit... | Fbits [without Multic. .. | Uszage of IP multi... I g
@ 192168.250.17  WJ507-1300 F4.50 [74.50) % 1.199(1.139] Mbit/s 1 %"
919216826016 NJS01-1300 7450 [F4.50) % 1.199 (1.199) hbit/s 1 «@
@ 19216825015 WJGOT-1300 F4.50 [74.50) % 1.199(1.139) Mbit/s 1 ;I'I
&P 192168.250.14  MJSO1-1300 7450 [74.50) % 1.199 (1.199) Mbit/s 1 5
#£P192168.25013  MJSO1-1200 7450 [74.50) % 1.199 (1.199) Mbit/s 1 =2
&P 192168.25012  MJSO1-1300 7450 [74.50) % 1.139 (1.199) Mbit/s 1 8
£P192168.25011  MJSO1-1200 7450 [74.50) % 1.199 (1.199) Mbit/s 1
@ 192168.250.10  WJS07-1300 F4.50 [74.50) % 1.199(1.139] Mbit/s 1
£P192168.2609  MJS01-1300 7450 [F4.50) % 1.199 (1.199) hbit/s 1
@ 192168.250.8  WJS07-1300 F4.50 [74.50) % 1.199(1.139) Mbit/s 1
#P192168.2507  MJSO1-1300 7450 [74.50) % 1.199 (1.199) Mbit/s 1
21921682506 MJSO1-1200 7450 [74.50) % 1.199 (1.199) Mbit/s 1
#P192168.2505  MJSO1-1200 7450 [74.50) % 1,199 (1.199) Mbit/s 1
91921682504 NJSO1-1200 7450 [74.50) % 1.199 (1.199) Mbit/s 1
@ 192168.250.3  WJSO07-1300 F4.50 [74.50) % 1.1991.139) Mbit/s 1
£P192168.2502  NJSO1-1300 7450 [74.50) % 1.199 (1.199) bbit/s 1
£ 1921682501  MJISO-1300 74.50 [74.50) % 1.139(1.199) Mbit/s 1
T Banket interval GBI i Total uzage of IP multicast addresses ; 17 Dlese |
== Metwark Total of ax. kbit/s : 2851 Mbit/s

Method 2: Changing the Packet Intervals (RPIs) of Specific Devices

In this example, set faster tag data links for specific two devices: 192.168.250.1 and 192.168.250.10.
Click the Set Packet Interval (RPI) Button in the Usage of Device Bandwidth Dialog Box to display
the Set Packet Interval (RPI) Dialog Box.

In the Target Device Area, clear the check boxes for devices to which this RPI change is not applied
(all the devices except 192.168.250.1 and 192.168.250.10). Input 30 ms as the new RPI value, and
click the OK Button.
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Set Packet Interval (RPI) x|

 Packet Interval [RPI)

| 0 s (0.5 -10000.0 ms )

r~ Target Device
[1192.168.250.17 MJ501-1300  [] 192.168.250.5 NJ501-1300
[1192.168.250.16 NJ5O1-1200  [] 192.168.250.7 N.J501-1300
[] 192168, 250.15 HJG01-1300 ] 192168, 250.6 MJ501-1300
[1192.168.250.14 NJ5OT-1300  [] 192.168.250.5 M.J501-1300
[1192.168.250.13 NJ501-1200  [] 192.168.250.4 N.J501-1:300
[1192.168.250.12 MJ501-1300  [] 192.168.250.3 NJ501-1300
[1192.162.250.11 NJ5O1-1200  [] 192.168.250.2 M.J501-1300
192,168, 250,10 MJS01-1300 192.168.250.1 MJS01-1300
[]192.168.250.9 MJS01-1300

4| | i

MOTE ; Possible RPI value depends on the device type.
Please confirm the setting result on messane repart window.

Ok I Cancel |

The usage rate of allowable tag data link bandwidth for each of the two devices, 192.168.250.1 and
192.168.250.10, increases to 87.00% as shown in the Usage of Capacity column, and this indicates
that the shorter RPI is set for the connections of these devices.

Note that the usage rate of allowable tag data link bandwidth for all the other devices is also increased
from 40.83% to 44.50% since they are connected with the two devices, 192.168.250.1 and
192.168.250.10.

x
# | Comment | Usage of Capacit... | bbit!s [without kultic. .. | Uzage of IP multi.. I
&P 192168.25017 | MJS01-1300 4450 (97.83) % 0589 [1.818) Mhit/s 2
@ 192.168.250.16  MJS01-1300 4450 (97.83) & 0.589 [1.818) Mhbit/s 2
&£F192.168.250.15  MJS01-1300 4450 (97.83) & 0.589 [1.518) Mbit/'s 2
#£P192162.25014  MJS01-1300 4450(97.83) & 0.589 [1.818) Mbit/s 2
&P 192168.25013  MJS01-1300 4450 (97.83) % 0589 [1.518) Mbit's 2
&P 192168.25012  MJ501-1300 4450(97.83) & 0,589 [1.818) Mbit/s 2
&P 192168.250.11  MJE01-1300 4450 (97.83) % 0,589 [1.618) Mbit's 2
£P192168.25010  MJS01-1300 87.00 [100.33) % 1.528 [1.835) Mhit/s 2
@ 192.168.250.9  MJS01-1300 4450 (97.83) & 0.589 [1.818) Mhbit/s 2
£ 1921682908 MJIS01-1300 4450 (97.83) & 0.589 [1.518) Mbit/'s 2
1921682507 MIS01-1300 4450(97.83) & 0.589 [1.818) Mbit/s 2
&P 1921682506 MJS01-1300 4450 (97.83) % 0589 [1.518) Mbit's 2
£P192168.2505  MJS01-1300 4450(97.83) & 0,589 [1.818) Mbit/s 2
.@ 192.168.250.4  MJS01-1300 44.50(97.83) & 0.589 [1.818) Mbit/s 2
£P192168.2503  MJG01-1300 4450 (97.83) % 0589 [1.518) Mbit.'s 2
@ 192.168.250.2  MJS01-1300 4450(97.83) & 0.589 [1.818) Mhbit/s 2
£P192168.2501  MJS01-1300 87.00[100.33) & 1.528 [1.535) Mbit/'s 2

Set Packet Interval (RFI] .. | Total uzage of IP multicast addresses : 34
Metwork Total of Max Mbit's : 3. 228Mbitds

In this case, if the Ethernet switch has no multicast filter, the Usage of Capacity value would be
100.33% and communications errors might occur due to traffic overload at the EtherNet/IP port.
Method 3: Changing the Packet Interval (RPI) of a Specific Connection

In this example, set faster tag data links for a specific connection of a device, 192.168.250.1. Double-
click the device, 192.168.250.1, in the Network Configuration Window.
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Edit Device Parameters : 192.168.250.1 N1501-1300 5[

Connections. ITag Sets |

— Unregister Device List
# | Product Name: |

Connections : 32/32 (016, T: 16} - | - |

r~ Register Device List

peo suonesiunwwo) ayj bunysnlpy z-zL

Pt N 192 168.250.1 NJ501-1300 Variable | Target Variable
¥ 12) NJ5D1-1300
& 192.168.250.3 (2003) NJ501-1300
& CNODT_02 flnput] IN_03 A Out
& 192.168.250.4 (4004) NJ501-1300
2 CNDT_03 lnput] IN_04 AOut
&7 192 168 250 5 (4005) NJ501-1300
2 CNDT_04 [lnpui] IN_05 A Oui
£ 152 168 250 6 (006) NJ501-1300
& CNDT_05 [lnput] IN_06 A_Out
&P 152 168 250 7 (2007) NJ501-1300 =
" | _l’I
New.. | Edi | e | Edta Change Target Node ID... | To/Fom Ele |

ok | Cancd |

Since the Register Device List shows a list of devices connected with 192.168.250.1, double-click a
device, 192.168.250.10, in the list.

192.168.250.10 NJ501-1300 Edit Connection x|

It will add & connection configuration to originator device.
Fleaze configure the Tag Set each of onginator device and target device.

se|dwex3 bumes |dY G-Z-Z|

— Originator Device  Target Device
Mode Address . 192.168.250.1 Mode Address . 192.168.250.10
Caorament:  MJS01-1300 Cornment : MJS07-1300

Input Tag Set : Edit Tag Setsl Olutput Tag Set :
IN_10 - [202Byte] #r | &_Out - [202Byte] =l

Connection
Type:

Hide Dretail |

— Detail Parameter

Packet Interval [RFI] : I 10 s (10,0 - 10000.0 me |
Tirmeoutialie : [Packet Interval [RF1) « 4 =] E?Sggggf:t?zmﬁf CNO1_09

|
=

I ulti-cast connection

- Connection Structure
£ 192.168.250.1 NJ501-1300 = i’
=[] IM_02 [M] 50.0ms

- -4 192.168.250.2 NJ501-1300
L @ A Out
=1-[§] IM_03 [M] 50.0ms

- -4 192.168.250.3 NJ501-1300

L oA =

Ok I Cancel |

Input 10 ms as the new RPI value in the Edit Connection Dialog Box, and click the OK Button. The
usage rate of allowable tag data link bandwidth for the device 192.168.250.1 increases to 50.17% as
shown in the Usage of Capacity column, and this indicates that the RPI for the specific connection is
set shorter.
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Usage of Device Bandwidth

x|

# | Comment | Llzage of Capacit... | b bit sz [without k4. | U gage of [P multi... |
@ 19216828017 NJS01-1300 40.83(50.831 % 0.510[0.740) Mbi... 1
&P 192168.25016  MJS01-1300 40.83 (50,831 % 0.510[0.740) Mbi... 1
£P192168.25015  MJ501-1300 40.83(50.831 % 0.510[0.740) Mbi... 1
&P 192.168.250,14  MJE01-1300 40,83 (50.831 % 0.510[0.740) Mbi... 1
£P192168.25012  MJS01-1300 40.83 (50,831 % 0.510[0.740) Mbi... 1
@ 19216828012 NJS01-1300 40.83(50.83) % | 0.510[0.740) Mbi... 1
&P 192168.25011  MJS01-1300 40.83 (50,831 % 0.510[0.740) Mbi... 1
£P192162.25010  MJS01-1300 51.00(51.000 % 0.741 [0.741) Mbi... 2
P 1921682509 MJS01-1300 40.83 (50,831 % 0.510[0.740) Mbi... 1
£P192168.2508  MJ501-1300 40.83(50.831 % 0.510[0.740) Mbi... 1
@ 1921682807 NJS01-1300 40.83(50.83) % | 0.510[0.740) Mbi... 1
£P 1921682506 MJG01-1300 40.83(50.831 % 0.510[0.740) Mbi... 1
@ 1921682505 NJS01-1300 40.83(50.831 % 0.510[0.740) Mbi... 1
£P192168.2904  MJS01-1300 40.83 (50,831 % 0.510[0.740) Mbi... 1
£P192168.2503  MJS01-1300 40.83(50.831 % 0.510[0.740) Mbi... 1
&£P192168.2502  MJE01-1300 40,83 (50.831 % 0.510[0.740) Mbi... 1
£P192168.2501  MJIS01-1300 5017 (51.001 % 0722 [0.747) Mbi... 1

Set Packet nterval (R . | Total uzage of IP multicast addresses

Metwork Total of bax Mbit/s :

[ ]
Cloze
211 7Mbit/z =

Note that the usage rate of allowable tag data link bandwidth for the device, 192.168.250.10, is also
increased from 40.83% to 51.00%.
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12-3 Tag Data Link I/O Response Time

The following shows how to calculate the guideline for the tag data link 1/0 response time.

As described in the 9-7-7 Concurrency of Tag Data Link Data on page 9-12, the tag with a refreshing
task is refreshed each time the user program with the task that is set as the refreshing task is execut-
ed. By setting the refreshing task, you can estimate the 1/0 response time without the effect of system
services.

This section describes the 1/O response time when the refreshing task is set.

awi] asuodsay O] yur ejeq bel ¢-z1

12-3-1 Data Transfer Timing of Tag Data Links

Data transfer of tag data links consists of data transfer between the NX-series EtherNet/IP Unit and
CPU Unit, and data transfer for variable access in the CPU Unit.

I Data Transfer between NX-series EtherNet/IP Unit and CPU unit

Data transfer between the NX-series EtherNet/IP Unit and the CPU unit differs for the NX-series Ether-
Net/IP Unit with unit version 1.00 and the NX-series EtherNet/IP Unit with unit version 1.01 or later as
follows.

® For NX-series EtherNet/IP Unit with Unit Version 1.00

The NX-series EtherNet/IP Unit and the CPU Unit transfer data during 1/O refresh time.

Two types of tasks can be set to perform 1/O refreshing, primary periodic task and priority-16 peri-
odic task. Tasks to perform 1/O refreshing of tag data links are specified for each tag set. Refer to
I/O Refreshing of X Bus Function Module in the NJ/NX-series CPU Unit Software User’s Manual

(Cat. No. W501) for details on the settings.

syur ejeq Bey Jo Bulwi] Jejsuel] eleq L-¢-zl

® For NX-series EtherNet/IP Unit with Unit Version 1.01 or Later
Data between NX-series EtherNet/IP Unit and the CPU Unit is transferred when the tag data link
refresh service for the X Bus Unit is operational.
Refer to Processing Performed and Execution Timing of the Tag Data Link Refresh Service for X
Bus Units in the NJ/NX-series CPU Unit Software User’s Manual (Cat. No. W501 )for details.

I Data Transfer of CPU Unit Variable Access

Data transfer for variable access in the CPU Unit is processed in the system common processing 2 of
the refreshing task. For details, refer to the Timing of Data Transmissions in the NJ/NX-series CPU
Unit Built-in EtherNet/IP Port User’s Manual (Cat. No. W506).

12-3-2 Maximum Tag Data Link I/O Response Time

The following shows how to calculate the guideline for the maximum tag data link 1/0 response time.
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@ Precautions for Correct Use

The numerical values that are obtained by the calculation described here shall be used as a
guideline for the maximum tag data link I/O response time. Always confirm the execution times
with the physical Controller and study the designs before starting actual system operation.

You can calculate the maximum tag data link 1/0 response time by adding up the time of (1) to (6) in
the following figure.
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1. Input ON Response Time
The input ON response time contains the delay time for the external input device from when the
input occurs until the switch actually changes to ON and the time until the input data is stored in
the memory area of the CPU Unit. Refer to the input delay information of the device for input
switch delay time.
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12 Communications Performance and Communications Load

One task period is required until the input data is stored in the memory area of the CPU Unit. Ac-
cordingly, the input ON response time is calculated as below.

Input ON response time = Input device delay time + Task period

2. Send Data Processing Time
This is the time required to transfer a variable from the CPU Unit to the EtherNet/IP port on the NX-
series EtherNet/IP Unit.
For details on the send data processing time, refer to 12-3-3 Data Processing Time on page
12-26.
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3. Packet Interval (RPI)
This is the communications refresh period which can be specified on the Network Configurator.

4. Network Transmission Delay Time
The transmission delay on an Ethernet line is 50 us or less. This delay time can be ignored.

5. Receive Data Processing Time
This is the time required to transfer data that is received on the EtherNet/IP port on the NX-series
EtherNet/IP Unit to a variable in the CPU Unit.
For details on the receive data processing time, refer to 12-3-3 Data Processing Time on page
12-26.

6. Output ON Response Time
This is the delay time from when an output command is issued by the Controller until the output is
executed on the external output device.
Output ON response time = Output device delay time + task period of the CPU Unit
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@ Additional Information

The I/O response time may be longer due to noise, or other causes.

NX-series EtherNet/IP Unit User's Manual (W627) 12-25
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@ Precautions for Correct Use

Set the number of tag data link connections so that it does not exceed the upper limit for the
RPI shown in the figure below.

The maximum
number of connections
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12-3-3 Data Processing Time

The data processing time differs for NX-series EtherNet/IP Unit with unit version 1.00 and NX-series
EtherNet/IP Unit with unit version 1.01 or later.

I For NX-series EtherNet/IP Unit with Unit Version 1.00

Depending on the task setting that performs the 1/O refreshing, the data processing time can be calcu-
lated as follows.

Primary periodic task:
Data processing time = (the greater of the task period of the primary periodic task and the RPI of the
tag set)

Priority-16 periodic task
Data processing time = (the greater of the task period of the priority-16 periodic task and the RPI of
the tag set) x 2

I For NX-series EtherNet/IP Unit with Unit Version 1.01 or Later

The data processing time can be calculated as follows.

Data processing time = Number of data transfers x task period set in the refreshing task
+ (the greater of the task period of the primary periodic task and the PRI of the tag set)
+ task period of the primary periodic task
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For information on how to calculate the number of data transfers, refer to Built-in EtherNet/IP Port
Data Processing Time in the NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (Cat. No.
W506). The number of data transfers will be the same as that calculated with the data processing time
for the built-in EtherNet/IP port of the NX502 CPU Unit.

12-3-4 Relationship between Packet Intervals (RPIs) and Task Periods

The responsiveness of the tag data link depends on the packet interval (RPI) and the execution time
for the task. Balance tag data link responsiveness and task period to suit your application.
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Relationship between Packet Intervals (RPIs) and Task Execution
Time in Tag Data Links

Data transfer during variable access is executed as part of the task processing.

Therefore, the task specified as the refreshing task for the tag performs data transfer for variable ac-
cess for tag data links, in addition to its normal task processing. The variable access time can be ad-
justed so that data transfer for variable access can be finished in one task cycle. On the other hand, to
reduce the impact on task execution time, it is possible to process data transfer for variable access
over multiple task cycles by settings.

Adjust the variable access time using the following procedure.

1. Calculate the time required for the data transfer during variable access and set the result as the
variable access time.
If the same refreshing task is set for multiple tag sets, calculate the total time required for all tags in
tag sets for the variable access time.

2. Set the variable access time in the Task Settings to a value equal to or greater than the value cal-
culated in step 1 above.
Adjust the task period time after adding in the time calculated in step 1. Use the Sysmac Studio to
set the variable access time and task period settings.
Refer to NJ/NX-series CPU Unit Software User’s Manual (Cat. No. W501) for details.
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I Adjusting Packet Intervals (RPIs) According to the Task Period

Tag data is transferred based on the actual time required for the transfer as described in the
12-3-3 Data Processing Time on page 12-26, regardless of the packet interval (RPI) setting.
Set the packet interval (RPI) as below.

Time required for actual data transfer described in the 72-3-3 Data Processing Time on page 12-26<
RPI
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12-4 Message Service Transmission Delay

This section describes delay time in the service processing of a CIP communications instruction.
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Maximum transmission delay time = Send delay + System service execution time + Transmission delay
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(Local node task period)

+ Receive delay + System service execution time
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(Remote node task period)

+ Variable write time + System service execution time + Transmission delay
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(Remote node task period)
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— _/

~
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Processes with delay time are processed within the task period of each node as shown in the above

diagram.

Delay time related to transmission lines is as below.

® Transmission Delay
The transmission delay on an Ethernet line is 50 ps or less. This delay time can be ignored.
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@ Additional Information

Depending on the actual operating environment, the transmission time may be longer
than the one calculated with the equations given above.

The following factors can cause longer transmission time: the load rate of the network (the de-
gree of network congestion), the window size of each network node, traffic load on the Ether-
Net/IP port (e.g., simultaneous tag data link communications), and the system configuration.

CIP communications instructions are executed in the system service process.
If a timeout occurs for a CIP communications instruction, reconsider the execution time for the
system service.
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13 Instructions Specific to NX-series EtherNet/IP Units

Commonly Used Structure Varia-

bles

The following gives the definition of structure variables commonly used in instructions specific to the
NX-series EtherNet/IP Unit.

® UnitProxy

Variable name

Meaning Data type Description
Member name
UnitProxy Specified Unit | _sXBU_ID | A structure that specifies the NX-series EtherNet/IP Unit to con-
trol.
| UnitNo Unit Number | UINT Unit number

13-2
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13 Instructions Specific to NX-series EtherNet/IP Units

TDLinkStartConnection

The TDLinkStartConnection instruction specifies the target node and starts the tag data link connec-

tion.
FB/FU
Instruction Name N Graphic expression ST expression
TDLinkStart- | Start Tag Da- | FB TDLinkStartConnention_instance TDLinkStartConnection_instance =]
Connection ta Link Tar- TDLinkStartConnection (Execute, UnitProxy, PortNo. Tar- 5
get Connec- getNodelPAdr, Done, Busy, Error, g
tion | Execute Done ErrorID); %
— UnitProxy Busy S
=]
—1 PortNo Error §_
o
— TargetNodelPAdr ErrorlD S
13
Variables
<
L
=
=
]
I Input Variables
Initial val-
Input variable | Meaning Data type Valid range | Unit o |zeva Description
Execute Execute BOOL TRUE or -—- FALSE TRUE: Instruction is execut-
FALSE ed.
FALSE: Instruction is not exe-
cuted.
UnitProxy Specified _sXBU_ID Dependson | --- 1 Specifies the NX-series
Unit data type. EtherNet/IP Unit to control.
UnitNo Unit Num- UINT 1to4 - 0 Unit number of the NX-series
ber EtherNet/IP Unit to access.
PortNo Port Num- | USINT 1or2 -—- 1 Specifies the port number.
ber 1: Port 1
2: Port 2
TargetNodel- | Target ARRAY[0..3] | Dependson | --- {0,0,0,0} Specifies the target IP ad-
PAdr Node IP OF BYTE data type. dress to start the tag data link
Address in big endian.
*1.  If you omit an initial value, a building error will occur.
I Output Variables
Output Data
Meanin Valid range | Unit Description
variable 9 type . 2
Done Done BOOL TRUE or --- TRUE: Normal end
FALSE FALSE: Error end, execution in progress, or exe-
cution condition not met.
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Ou.t put Meaning Data Valid range | Unit Description
variable type
Busy Executing | BOOL TRUE or - TRUE: Execution processing is in progress.
FALSE FALSE: Execution processing is not in progress.
Error Error BOOL TRUE or --- TRUE: Error end
FALSE FALSE: Normal end, execution in progress, or ex-
ecution condition not met.
ErrorlD Error WORD 16#0000 to --- This is the error code for an error end.
Code 16#FFFF The value is WORD#16#0 for a normal end.
Related Device Variables

Device variable Meaning Data type Reference
EIP_Comm1Status.EstbTar- | CIP Communications1 Normal Target Node ARRAY[0..255] page 6-26
getSta Information OF BOOL
EIP_Comm2Status.EstbTar- | CIP Communications2 Normal Target Node ARRAY[0..255] page 6-26
getSta Information OF BOOL
EIP_Comm1Status.Target- CIP Communications1 Target Node Error In- | ARRAYJ[0..255] page 6-28
NodeErr formation OF BOOL
EIP_Comm2Status.Target- CIP Communications2 Target Node Error In- | ARRAY[0..255] page 6-28
NodeErr formation OF BOOL
EIP_Comm1Status.TDLin- CIP Communications1 All Tag Data Link BOOL page 6-25
kAllRunSta Communications Status
EIP_Comm2Status.TDLin- CIP Communications2 All Tag Data Link BOOL page 6-25
kAIIRunSta Communications Status
EIP_Comm1Status.TDLink- | CIP Communications1 Tag Data Link Com- BOOL page 6-24
RunSta munications Status
EIP_Comm2Status.TDLink- | CIP Communications2 Tag Data Link Com- BOOL page 6-25
RunSta munications Status

Related Error Codes

Error code Name Description
0400 hex Input Value Out of Range * UnitProxy is out of range
* PortNo is out of range
5C00 hex | Cannot Execute at Specified | The EtherNet/IP port designated by the specified Unit and port number does

Unit/Port

not exist.

An instruction was executed when execution was not possible.

5C01 hex | Too Many Simultaneous In- Tag data link control instructions (TDLinkStartConnection and TDLinkStop-

struction Executions Connection) were executed more than the number that can be executed at
the same time.

5C03 hex | Target Node IP Address Connection settings with the target node IP address do not exist on the
Does Not Exist Ethernet/IP port specified by the specified Unit and port number.

5C04 hex | Connection Communications | Communications can not be established with the target node specified by
Error target node IP address.

5C05 hex | Connection Setting Error An abnormal response from the target node was received.
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Function

The TDLinkStartConnection instruction starts all tag data link connections for the target specified with
TargetNodelPAdr when Execute changes from FALSE to TRUE.

Busy changes to TRUE during execution and Done changes to TRUE after the start of all connections
for the specified target. Error changes to TRUE if one of the specified targets cannot start the connec-

tion.

» Only one tag data link control instruction (TDLinkStartConnection and TDLinkStopConnection in-
structions) can be executed for each CPU Unit. Perform exclusive control processing if more than
two instructions are written in the user program.

» Refer to the EIP_Comm1Status.EstbTargetSta (CIP Communications1 Normal Target Node Infor-
mation) device variable or the EIP_Comm2Status.EstbTargetSta (CIP Communications2 Normal
Target Node Information) device variable for the start and stop status of the connection.

* You cannot use this instruction in the CIPSafety routing.

uonoBUUOIMEISHUITAL
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I Differences When Executing This Instruction in the Simulator

If this instruction is executed in the Simulator, when Execute changes from FALSE to TRUE, Busy
changes to TRUE only in the first task period, and Busy changes to FALSE and Done changes to
TRUE from the next task period.

The input parameters are discarded.

uonoung

Precautions for Correct Use

 This instruction is executed over more than one task period. The execution continues even if
Execute changes to FALSE once execution started.

* You cannot use this instruction in an event task. If you use this instruction in an event task, a build-
ing error will occur.

Sample Programming

The following sample programming is given below.
» The tag data link connection is started for the IP address provided in advance when Change Trigger
changes to TRUE.

I Ladder Diagram

® Main Variables

Name Data type Initial Comment
value
TDLinkStartConnection_Instance TDLinkStartConnection - Instance of TDLinkStartCon-
nection instruction
ChangeTrigger BOOL - Execution condition
SettingTrigger BOOL - Parameter setting trigger
Done BOOL - Done
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Initial
Name Data type Comment
value
Busy BOOL --- Executing
Error BOOL - Error
TargetNodelPAdr ARRAY[0..3] OF BYTE {0,0,0,0} | Target node IP address
@ Algorithm
(* Execution Conditions Check *)
) resetKeep_instance
ChangeTrigger Busy =S SettingTrigger ‘
| | I Set Q1 ~
[ I U/
Reset1
Done
| |
[
Error
| |
[
(* Parameter Settings *)
Settllng'l'lrlgger MOVE TargetNodelPAdr[0]
EN ENO )
[ U/
16#C0 —In Out —
MOVE TargetNodelPAdr[1]
EN ENO O
16#A8 —In Out —
MOVE TargetNodelPAdr[2]
EN ENO O
16#FA —In Out —
MOVE TargetNodelPAdr[3]
EN ENO O
16#0A —In Out —
(* Tag Data Link Connection Start *) TDLinkStartConnention_instance
ChangeTrigger TDLinkStartConnection
|| nore
| ] Execute Done )
v
UnitProxy UnitProxy Busy U
al
1 —— PortNo Error ()
TargetNodelPAdr TargetNodelPAdr ErrorlD }——
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I Structured Text (ST)

® Main Variables

Name Data type :::It:: Comment
TDLinkStartConnection_Instance TDLinkStartConnection - Instance of TDLinkStartCon-
nection instruction
ChangeTrigger BOOL - Execution condition g
SettingTrigger BOOL - Parameter setting trigger %
Done BOOL - Done g
Busy BOOL - Executing §
Error BOOL - Error §
TargetNodelPAdr ARRAY[0..3] OF BYTE {0,0,0,0} | Target node IP address §'

® Algorithm

(* Execution condition ON check *)

IF (ChangeTrigger = TRUE) AND (Busy = FALSE) THEN

[
SettingTrigger := TRUE; §
END TF; 2
(* Execution condition OFF check *) g
IF (Done = TRUE) OR (Error = TRUE) THEN %
SettingTrigger := FALSE; g-
END IF;

(* Set parameters. ¥*)

IF SettingTrigger = TRUE THEN

TargetNodeIPAdr[0] = 16#CO0O;
TargetNodeIPAdr[1] = 16#A8;
TargetNodeIPAdr([2] = 16#FA;
TargetNodeIPAdr[3] = 16#0A;

END IF;

(* Execute TDLinkStartConnection instruction. *)

TDLinkStartConnection Instance( Execute := SettingTrigger,
UnitProxy := UnitProxy,

PortNo =1,

TargetNodeIPAdr := TargetNodeIPAdr,

Done => Done,

Busy => Busy,

Error => Error);
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TDLinkStopConnection

The TDLinkStopConnection instruction specifies the target node and stops the tag data link connec-

tion.
FB/FU
Instruction Name N Graphic expression ST expression
TDLinkStop- | Stop Tag Da- | FB TDLinkStopConnention_instance TDLinkStopConnection_instance
Connection ta Link Tar- TDLinkStopConnection (Execute, UnitProxy, PortNo. Tar-
get Connec- getNodelPAdr, Done, Busy, Error,
tion | Execute Done ErroriD);
— UnitProxy Busy
—1 PortNo Error
— TargetNodelPAdr ErrorlD
Variables
I Input Variables
Initial val-
Input variable | Meaning Data type Valid range | Unit o |:eva Description
Execute Execute BOOL TRUE or --- FALSE TRUE: Instruction is execut-
FALSE ed.
FALSE: Instruction is not exe-
cuted.
UnitProxy Specified _sXBU_ID Dependson | --- *1 Specifies the NX-series
Unit data type. EtherNet/IP Unit to control.
UnitNo Unit Num- UINT 1to4 - 0 Unit number of the NX-series
ber EtherNet/IP Unit to access.
PortNo Port Num- | USINT 1or2 - 1 Specifies the port number.
ber 1: Port 1
2: Port 2
TargetNodel- | Target ARRAYI0..3] | Dependson | --- {0,0,0,0} Specifies the target IP ad-
PAdr Node IP OF BYTE data type. dress to stop the tag data link
Address in big endian.

*1.  If you omit an initial value, a building error will occur.

I Output Variables

vc::it:t:jlte Meaning tDya;: Valid range | Unit Description
Done Done BOOL TRUE or - TRUE: Normal end
FALSE FALSE: Error end, execution in progress, or exe-
cution condition not met.
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\,C;:it:l;te Meaning :;a;: Valid range | Unit Description
Busy Executing | BOOL TRUE or - TRUE: Execution processing is in progress.
FALSE FALSE: Execution processing is not in progress.
Error Error BOOL TRUE or - TRUE: Error end
FALSE FALSE: Normal end, execution in progress, or ex-
ecution condition not met.
ErrorlD Error WORD 16#0000 to - This is the error code for an error end.
Code 16#FFFF The value is WORD#16#0 for a normal end.
Related Device Variables

Device variable Meaning Data type Reference
EIP_Comm1Status.EstbTar- | CIP Communications1 Normal Target Node ARRAY[0..255] page 6-26
getSta Information OF BOOL
EIP_Comm2Status.EstbTar- | CIP Communications2 Normal Target Node ARRAY[0..255] page 6-26
getSta Information OF BOOL
EIP_Comm1Status.Target- CIP Communications1 Target Node Error In- | ARRAY[0..255] page 6-28
NodeErr formation OF BOOL
EIP_Comm2Status.Target- CIP Communications2 Target Node Error In- | ARRAY[0..255] page 6-28
NodeErr formation OF BOOL
EIP_Comm1Status.TDLin- CIP Communications1 All Tag Data Link BOOL page 6-25
kAlIRunSta Communications Status
EIP_Comm2Status.TDLin- CIP Communications2 All Tag Data Link BOOL page 6-25
kAlIRunSta Communications Status
EIP_Comm1Status.TDLink- | CIP Communications1 Tag Data Link Com- BOOL page 6-24
RunSta munications Status
EIP_Comm2Status.TDLink- | CIP Communications2 Tag Data Link Com- BOOL page 6-25
RunSta munications Status

Related Error Codes

Error code Name Description
0400 hex Input Value Out of Range * UnitProxy is out of range
* PortNo is out of range
5C00 hex | Cannot Execute at Specified | The EtherNet/IP port designated by the specified Unit and port number does

Unit/Port

not exist.

An instruction was executed when execution was not possible.

5C01 hex | Too Many Simultaneous In- Tag data link control instructions (TDLinkStartConnection and TDLinkStop-

struction Executions Connection) were executed more than the number that can be executed at
the same time.

5C03 hex | Target Node IP Address Connection settings with the target node IP address do not exist on the
Does Not Exist Ethernet/IP port specified by the specified Unit and port number.

5C04 hex | Connection Communications | Communications can not be established with the target node specified by
Error target node IP address.

5C05 hex | Connection Setting Error An abnormal response from the target node was received.
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13 Instructions Specific to NX-series EtherNet/IP Units

Function

The TDLinkStopConnection instruction stops all tag data link connections for the target specified with
TargetNodelPAdr when Execute changes from FALSE to TRUE.

Busy changes to TRUE during execution and Done changes to TRUE after all connections for the
specified target stop. Error changes to TRUE if one of the specified targets cannot stop the connec-

tion.

» Only one tag data link control instruction (TDLinkStartConnection and TDLinkStopConnection in-
structions) can be executed for each CPU Unit. Perform exclusive control processing if more than
two instructions are written in the user program.

» Refer to the EIP_Comm1Status.EstbTargetSta (CIP Communications1 Normal Target Node Infor-
mation) device variable or the EIP_Comm2Status.EstbTargetSta (CIP Communications2 Normal
Target Node Information) device variable for the start and stop status of the connection.

* You cannot use this instruction in the CIPSafety routing.

I Differences When Executing This Instruction in the Simulator

If this instruction is executed in the Simulator, when Execute changes from FALSE to TRUE, Busy
changes to TRUE only in the first task period, and Busy changes to FALSE and Done changes to

TRUE from the next task period.
The input parameters are discarded.

Precautions for Correct Use

» This instruction is executed over more than one task period. The execution continues even if
Execute changes to FALSE once execution started.
* You cannot use this instruction in an event task. If you use this instruction in an event task, a build-

ing error will occur.

Sample Programming

The following sample programming is given below.
» The tag data link connection is stopped for the IP address provided in advance when ChangeTrigger

changes to TRUE.

I Ladder Diagram

® Main Variables

Name

Data type

Initial

Comment
value

TDLinkStopConnection_Instance

TDLinkStopConnection

- Instance of TDLinkStopCon-
nection instruction

ChangeTrigger BOOL - Execution condition
SettingTrigger BOOL --- Parameter setting trigger
Done BOOL - Done

13-10
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Initial
Name Data type Comment
value
Busy BOOL - Executing
Error BOOL - Error
TargetNodelPAdr ARRAYI0..3] OF BYTE {0,0,0,0} | Target node IP address
@ Algorithm
(* Execution Conditions Check *)
) resetKeep_instance =
ChangeTrigger Busy - SettingTrigger ‘ E
| | I Set Q1 N\ =
[ I O/ 2
Reset1 S
Done 9
>
|| -
[ e
)
=]
Error
| |
| 13
[
5
(* Parameter Settings *) %
. ) v
Se“'rngf'gger MOVE TargetNodelPAdI{0] %
EN ENO )
] O S
16#C0 —In Out — 5
«Q
MOVE TargetNodelPAdr[1]
)
EN ENO ()
16#A8 —|In Out —
MOVE TargetNodelPAdr[2]
)
EN ENO ()
16#FA —In Out —
MOVE TargetNodelPAdr[3]
M)
EN ENO )
16#0A —In Out —
(* Tag Data Link Connection Stop ) TDLinkStopConnention_instance
ChangeTrigger TDLinkStopConnection
| Pone
| | Execute Done U
v
UnitProxy UnitProxy Busy U
1 v
PortNo Error W
TargetNodelPAdr TargetNodelPAdr ErrorlD |——
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13 Instructions Specific to NX-series EtherNet/IP Units

I Structured Text (ST)

® Main Variables

@ Algorithm

13-12

Name Data type :’nallt:‘ael Comment
TDLinkStopConnection_Instance TDLinkStopConnection - Instance of TDLinkStopCon-
nection instruction

ChangeTrigger BOOL --- Execution condition
SettingTrigger BOOL - Parameter setting trigger
Done BOOL --- Done
Busy BOOL --- Executing
Error BOOL --- Error
TargetNodelPAdr ARRAY[0..3] OF BYTE {0,0,0,0} | Target node IP address
(* Execution condition ON check *)

IF (ChangeTrigger = TRUE) AND (Busy = FALSE) THEN

SettingTrigger := TRUE;

END_IF;

(* Execution condition OFF check *)

IF (Done = TRUE) OR (Error = TRUE) THEN

SettingTrigger := FALSE;

END_IF;

(* Set parameters. *)

IF SettingTrigger = TRUE THEN

TargetNodeIPAdr[0] = 16#CO0;

TargetNodeIPAdr[1] = 16#A8;

TargetNodeIPAdr[2] = 16#FA;

TargetNodeIPAdr[3] = 16#0A;

END_IF;

(* Execute TDLinkStopConnection instruction. *)

:= SettingTrigger,

TDLinkStopConnection Instance( Execute
UnitProxy := UnitProxy,
PortNo =1,
TargetNodeIPAdr := TargetNodeIPAdr,
Done => Done,

Busy => Busy,

Error => Error);
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Troubleshooting
]

This section explains how to check the errors that occur on an NX-series EtherNet/IP
Unit and resolve them.

14-1 Checking Methods for Errors........ccccoiivmmmiinsimmsnsss e 14-2

14-2 Checking with the Unit Status Indicators on the NX-series Ether-
[NV T= 7 | U T 14-3

14-3 Checking with the EtherNet/IP Status Indicators on the NX-series
EtherNet/IP Unit ... eesccccccsmeecr e s sssmse e s s e e mmmnnnn e 14-5

14-4 Checking with the Sysmac Studio, an HMI, and Instructions That
Read Error Status........ococciiiiiiiieiirieeee s 14-6
14-4-1 Types of CommuNICatioNS EFTOrS .......ccuviiiiiiiiiiicii e 14-6
14-4-2 Source and Level of Communications Errors..........cccceeeiiiiiiieee e 14-7
14-4-3 Error TablEs ... 14-8
14-4-4 Error DetailS .....oooooieeee e 14-14
14-5 Checking with Device Variables .........ccccceeriiiiiiccccccceeerrrree e 14-46
14-6 Checking with the Network Configurator...........ccccoeemmmmieriiniiiccccccsnneenns 14-47
14-6-1 The Network Configurator's Device Monitor Function............cccccoviienee. 14-47
14-6-2 Connection Status Codes and Troubleshooting..........ccccooceeeviiiiiieccineenn. 14-55
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14 Troubleshooting

14-1 Checking Methods for Errors

14-2

The following table shows the checking methods for errors that occur on an NX-series EtherNet/IP
Unit and what you can check for.
Identify the errors that occur on the NX-series EtherNet/IP Unit by using these methods.

Checking method

What you can check

Reference

Checking with the Unit

status indicators on the
NX-series EtherNet/IP

Unit

Level of current Controller error in the NX-
series EtherNet/IP Unit and error state

14-2 Checking with the Unit Status In-
dicators on the NX-series EtherNet/IP
Unit on page 14-3

Checking with the Ether-
Net/IP status indicators
on the NX-series Ether-
Net/IP Unit

Current communications related error
states in the NX-series EtherNet/IP Unit

14-3 Checking with the EtherNet/IP
Status Indicators on the NX-series
EtherNet/IP Unit on page 14-5

Checking with the trou-
bleshooting function of
Sysmac Studio

Current Controller errors in the NX-series
EtherNet/IP Unit, a log of past errors, error
sources, error causes, and corrections

14-4 Checking with the Sysmac Stu-
dio, an HMI, and Instructions That
Read Error Status on page 14-6

Checking with the Trou-
bleshooter of an HMI

Current Controller errors in the NX-series
EtherNet/IP Unit, a log of past errors, error
sources, error causes, and corrections

14-4 Checking with the Sysmac Stu-
dio, an HMI, and Instructions That
Read Error Status on page 14-6

Checking with instruc-
tions that read error sta-
tus

The highest level status and highest level
event code of current Controller errors in
the NX-series EtherNet/IP Unit

14-4 Checking with the Sysmac Stu-
dio, an HMI, and Instructions That
Read Error Status on page 14-6

Checking with device
variables

Status of current Controller errors in the X
Bus Ethernet Function Module, X Bus
EtherNet/IP Function Module, and X Bus
Unit Common Function Module

14-5 Checking with Device Variables
on page 14-46

Checking with the Net-
work Configurator

Communications status of each device on
the EtherNet/IP network (e.g. tag data link
connection status)

14-6 Checking with the Network Con-
figurator on page 14-47
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14 Troubleshooting

14-2 Checking with the Unit Status Indica-
tors on the NX-series EtherNet/IP Unit

You can check the operation status of the NX-series EtherNet/IP Unit by using the Unit status indica-
tors on the NX-series EtherNet/IP Unit.
Refer to 3-2-1 Operation Status Indicators on page 3-3 for the location of the Unit status indicators.

The status of Unit status indicators, operation status of an NX-series EtherNet/IP Unit, description of
the operation status and correction are listed in the following table.

Indicators Operation
status of an
RUN ERR NX-series Description Correction
(green) (red) EtherNet/IP
Unit
Lit Not lit Normal oper- | Operating normally. -
ation
Not lit Not lit Power Supply | The power supply to Turn ON the power supply.
Error the NX-series Ether-
Net/IP Unit is not
turned ON.
The voltage is out of Check the power supply system to the Control-
allowable power sup- ler and modify to fit within the allowable power
ply range. supply range.
The power supply part | Replace the NX-series EtherNet/IP Unit.
of the NX-series Ether-
Net/IP Unit failed.
Hardware Ini- | A data error occurred Cycle the power supply.
tialization Er- | in the firmware which If the NX-series EtherNet/IP Unit does not start

ror

is the minimum re-
quirement to initialize
the hardware of the
NX-series EtherNet/IP
Unit.

normally after cycling the power supply, replace

the NX-series EtherNet/IP Unit.
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14 Troubleshooting

Indicators Operation
status of an
RUN ERR NX-series Description Correction
(green) (red) EtherNet/IP
Unit
Not lit Lit X Bus Unit An error in the critical Cycle the power supply.
Hardware Er- | part occurred, i.e., the | If the NX-series EtherNet/IP Unit does not start
ror CPU of the NX-series | normally after cycling the power supply, replace
EtherNet/IP Unit stop- | the NX-series EtherNet/IP Unit.
ped, etc.
X Bus Unit An error that causes all | Connect the Sysmac Studio and an HMI to the
Common system control opera- | CPU Unit, refer to Errors in the X Bus Unit
Function tions in the X Bus Unit | Common Function Module in the NJ/NX-series
Processing to stop occurred. Troubleshooting Manual (Cat. No. W503) and
Error troubleshoot the problem.
CPU Unit Er- | The NX-series Ether- e |If the Sysmac Studio and an HMI can be con-
ror Net/IP Unit stopped nected to the CPU Unit, refer to
operation due to an er- Troubleshooting Non-fatal Errors in the
ror that occurred in the NJ/NX-series Troubleshooting Manual (Cat.
NX502 CPU Unit. No. W503) and troubleshoot the problem.
¢ If the Sysmac Studio and an HMI cannot be
connected to the CPU Unit, cycle the power
supply.
If the CPU Unit does not start normally after
cycling the power supply, replace the CPU
Unit.
Flashing | Not lit System Initi- | A hardware failure or Cycle the power supply.
status alization Error | data error in the NX- If the NX-series EtherNet/IP Unit does not start
continues series EtherNet/IP Unit | normally after cycling the power supply, replace
more that is not detected as | the NX-series EtherNet/IP Unit.
than 30 a Hardware Initializa-
seconds. tion Error or X Bus Unit
Hardware Error occur-
red.
Lit Flash- | Errorsin the | An errorin the X Bus Refer to Errors in the X Bus Function Module in
ing X Bus Func- | Function Module oc- the NJ/NX-series Troubleshooting Manual (Cat.
tion Module curred. No. W503).
Errors in the | An error in the X Bus * 14-3 Checking with the EtherNet/IP Status In-
X Bus Ether- | EtherNet/IP Function dicators on the NX-series EtherNet/IP Unit on
Net/IP Func- | Module occurred. page 14-5
tion Module * 14-4 Checking with the Sysmac Studio, an
Errors in the | An error in the X Bus HMI, and Instructions That Read Error Status
X Bus Ether- | Ethernet Function on page 14-6
net Function Module occurred. * 14-5 Checking with Device Variables on page
Module 14-46
* 14-6 Checking with the Network Configurator
on page 14-47

14-4
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14 Troubleshooting

14-3 Checking with the EtherNet/IP Status
Indicators on the NX-series
EtherNet/IP Unit

You can check whether an error related to the communications port of the NX-series EtherNet/IP Unit
occurred or not and the error state with the EtherNet/IP status indicators on the NX-series EtherNet/IP
Unit.

Refer to 3-2-1 Operation Status Indicators on page 3-3 for the location of the EtherNet/IP status indi-
cators.

The error state is checked for each communications port. The following flow diagram shows the proce-
dure for checking the error state for a single communications port.

Refer to the NJ/NX-series Troubleshooting Manual (Cat. No. W503) for details on how to identify the
cause of the error and resetting the error using the Sysmac Studio or an HMI.

In addition, refer to Section 6 Device Variables Related to the NX-series EtherNet/IP Unit on page 6-1
for details on device variables related to the NX-series EtherNet/IP Unit.

( START
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To know thg detailed error causes, Ethernet
connection” through the CPU Unit must be
used to connect to the Sysmac Studio or an
HMI.

> Ethernet communications are not possible.

LINK/ACT lit
for relevant port?

NET ERR lit

NET RUN lit
for relevant port?

NET ERR lit
for relevant port?

(]

through Ethernet.

Ethernet communications are possible.
Detailed information on causes
can be checked on the Sysmac
Studio and an HMI connected

for relevant port?

Not lit []

Flashing Iz

A\ 4

If a link is not established with the
Ethernet switch connected to the
relevant port, replace the Ethernet
cable or the Ethernet switch.

An error for which recovery is not
possible has occurred in Ethernet
communications of the relevant port.
To recover Port A, cycle the power
supply to the Controller or replace
the Unit.

Flashing |2

Lit [l

NET ERR lit
for relevant port?

Not lit [_]

NET ERR it
for relevant port?

Flashing [4

An Ethernet communications error
has occurred on the relevant port,
however, recovery is possible.
Monitor the device variable on the
Sysmac Studio or an HMI connected
through the CPU Unit™1 to identify
the error causes and clear them.

An error for which recovery is not
possible has occurred in CIP
communications or TCP/IP
application communications on the
relevant port.

To recover the relevant port, cycle
the power supply to the Controller or
replace the Unit.

There are no communications errors in the
relevant port for EtherNet/IP.

An error for which recovery is possible
has occurred in one of the functions of
the relevant port. Use the Sysmac
Studio or an HMI to read the device
variable status to isolate the cause of
the error and correct it.

*1. You can connect the Sysmac Studio or an HMI to the other port to confirm error details when Ethernet communications are possible for the

other port.
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14 Troubleshooting

14-4 Checking with the Sysmac Studio, an
HMI, and Instructions That Read Error
Status

You can check for current Controller errors in the NX-series EtherNet/IP Unit, a log of past errors, error
sources, error causes, and corrections with the Sysmac Studio, HMI, and instructions that read error
status.

Refer to Checking with the Troubleshooting Function of Sysmac Studio, Checking with the
Troubleshooter of an HMI, and Checking with Instructions That Read Error Status in the NJ/NX-series
Troubleshooting Manual (Cat. No. W503) for details on how to use each of the above.

The following describes the errors in the X Bus Ethernet Function Module and the X Bus EtherNet/IP
Function Module, which are the communications errors that occur in the NX-series EtherNet/IP Unit.
The definitions of the X Bus Ethernet Function Module and the X Bus EtherNet/IP Function Module
are as follows.

Function module Definition
X Bus Ethernet Func- | A function module that performs Ethernet functions of the X Bus Unit other than the
tion Module EtherNet/IP function.
With the NX-series EtherNet/IP Unit, a function module that performs TCP/IP or SNMP
agent.
X Bus EtherNet/IP A function module that performs EtherNet/IP function of the X Bus Unit.
Function Module With the NX-series EtherNet/IP Unit, a function module that performs tag data links or

CIP message communications.

@ Additional Information

The function modules related to the X Bus Unit other than the above include the X Bus Function
Module and the X Bus Unit Common Function Module. The definitions of each module are giv-
en in the following table.

Function module Definition
X Bus Function A function module that manages the status of X Bus Unit which is connected to the
Module X Bus of CPU Unit and also performs the processing of 1/O refresh with the X Bus

Unit, etc. as an X Bus master.

X Bus Unit Com- | A function module of the X Bus Unit that manages the X Bus Unit common informa-
mon Function tion, i.e. total power ON time and unit version, etc., the event log of X Bus Unit, and
Module the status, and also performs the processing of 1/0 refresh with the CPU Unit, etc.

Refer to Errors in the X Bus Function Module in the NJ/NX-series Troubleshooting Manual (Cat.
No. W503) for details on errors in the X Bus Function Module.

Refer to Errors in the X Bus Unit Common Function Module in the NJ/NX-series
Troubleshooting Manual (Cat. No. W503) for details on errors in the X Bus Unit Common Func-
tion Module.

14-4-1 Types of Communications Errors

The communications errors that occur in the NX-series EtherNet/IP Unit are classified by the source
as follows.
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14 Troubleshooting

Communica-

Error source

Error source - details Description
X Bus Ether- | Port 1 Communica- | This is an error related to all communications using EtherNet/IP
net Function tions port 1 ports.
Module Port 2 Communica- | This includes BOOTP and DNS-related errors.
tions port 2

Both ports SNMP This error is SNMP agent/trap related error.
X Bus Ether- | Port 1 CIP1 This is an error related to CIP communications.
Net/IP Func- | port 2 CIP2 Other communication functions are not affected.
tion Module

14-4-2 Source and Level of Communications Errors

The relationship between the source and level of communications error that may occur in the NX-ser-
ies EtherNet/IP Unit and examples of communications error are shown below.

For information about the meaning of error level, refer to the NJ/NX-series Troubleshooting Manual
(Cat. No. W503).

Level Error source
eve X Bus Ethernet Function Module X Bus EtherNet/IP Function Module
Major None None
fault
Partial None None
fault
* MAC Address Error * Identity Error
* Communications Controller Error * Tag Data Link Setting Error
* Basic Ethernet Setting Error * Tag Data Link Connection Failed
* |IP Address Setting Error * Tag Name Resolution Error
Minor * |P Address Duplication Error * Tag Data Link Timeout
fault * BOOTP Server Connection Error * Tag Data Link Connection Timeout
* DNS Setting Error * Allowed Communications Bandwidth per Unit
* |IP Router Table Setting Error Exceeded
* SNMP Setting Error * Number of Tag Sets for Tag Data Links Exceed-
* Ethernet Processing Error ed
* Packet Discarded Due to Full Reception * Unit Configuration Error, Combined Use of CIP
Observa- .
tion Buffer Safety and Tag Data Link
* Link OFF Detected * Access Detected Outside Range of Variable
e Link Detected * Tag Data Link Download Started
e |P Address Fixed * Tag Data Link Download Finished
* BOOTP Client Started * Tag Data Link Stopped
Informa- .
tion * SNMP Started * Tag Data Link Started
e |P Address Changed * Tag Data Link All Run
* SNMP Settings Changed * Restarting Ethernet Port
e Subnet Mask Changed

In addition, the behaviors of the NX-series EtherNet/IP Unit to the source of communications error
when each level of error occurred are as shown below.

Level

Error source

X Bus Ethernet Function Module

X Bus EtherNet/IP Function
Module

Major fault

None

None

NX-series EtherNet/IP Unit User's Manual (W627)
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14 Troubleshooting

Error source
Level X Bus EtherNet/IP Function
X Bus Ethernet Function Module “ Hnet
Module
Partial fault | None None
* Ethernet communications stop (online connection with the | « EtherNet/IP communications
Sysmac Studio and communication with an HMI are not stop.
possible). * EtherNet/IP communications
Minor fault | ¢ Ethernet communications partially stop (if the error is partially stop.
caused by communications other than connection with the
Sysmac Studio or an HMI, online connection with the Sys-
mac Studio and communication with an HMI are possible).
. Ethernet communications continue. EtherNet/IP communications
Observation .
continue.
. Ethernet communications continue. EtherNet/IP communications
Information continue

@ Additional Information

For the behaviors of the X Bus Unit and the X Bus Unit Common Function Module for each lev-
el of error, refer to Operation Related to the X Bus Unit in the appendix of the NJ/NX-series
Troubleshooting Manual (Cat. No. W503).

14-4-3 Error Tables

This section provides tables of errors (events) that occur on the NX-series EtherNet/IP Unit. The fol-
lowing abbreviations and symbols are used for Level, which means the severity level of the event.

Abbreviation Name

Min Minor fault level

Obs Observation

Info Information

Symbol Meaning

Event levels that are defined by the system.

Event levels that can be changed by the user.

*1.  This symbol is used only for the event whose level can be changed.

For all event codes of NJ/NX-series Controllers, refer to the NJ/NX-series Troubleshooting Manual
(Cat. No. W503).

I X Bus Ethernet Function Module

This section provides the list of errors (events) related to the X Bus Ethernet Function Module.
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14 Troubleshooting

Level
M |
Event code Event name Meaning Assumed cause i n | Reference
I'] f
o
04310000 hex Communica- | A hardware error was Hardware failure of Communi- page
tions Con- detected in the Com- cations Controller 14-16
troller Error munications Control- O
ler of the EtherNet/IP
port.
14310000 hex MAC Ad- MAC address in non- Non-volatile memory failure page
dress Error volatile memory could O 14-17
not be read correctly.
14340000 hex Ethernet A fatal error was de- Hardware failure page
Processing tected in the Ethernet O 14-17
Error Function Module.
36010000 hex Basic Ether- | An Ethernet setting Parameter error page
net Setting | error was detected. Power interruption while down- 14-18
Error loading EtherNet/IP port set- O
tings
Memory error
36020000 hex IP Address An |IP address setting Parameter error page
Setting Error | error was detected. Power interruption while down- 14-19
loading EtherNet/IP port set-
tings O
The IP address obtained from
the BOOTP server is invalid.
Memory error
36030000 hex IP Router An error was detect- Parameter error page
Table Setting | ed in the IP routing Power interruption while down- 14-20
Error function settings. loading EtherNet/IP port set- o
tings
Memory error
36060000 hex SNMP Set- | A setting errorin Parameter error page
ting Error SNMP agent/trap was | ¢ Power interruption while down- 14-21
detected. loading SNMP agent/trap set- o
tings
Memory error
36080000 hex DNS Setting | Errors were detected Parameter error page
Error in DNS setting and Power interruption while down- 14-22
Hosts setting. loading EtherNet/IP port set- ©]
tings
Memory error
85D00000 hex IP Address The same IP address The IP address of the Ether- page
Duplication is used more than Net/IP port is duplicated with o 14-23
Error once. the IP address of another
node.
85D10000 hex BOOTP Connection with the The server is misconfigured. page
Server Con- | BOOTP server failed. The server went down. 14-24
nection Error An error occurred in the com- ©
munications path.
NX-series EtherNet/IP Unit User's Manual (W627) 14-9
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14 Troubleshooting

Level
1
Event code Event name Meaning Assumed cause M n | Reference
r" f
o
85D40000 hex Packet Dis- | A packet drop occur- Network congestion occurred. page
carded Due | red. 14-25
to Full Re-
ception Buf-
fer
85D50000 hex Link OFF An Ethernet link OFF An Ethernet cable is broken, page
Detected was detected. disconnected, or loose. 14-26
The Ethernet switch’s power
supply is turned OFF.
Communications speed mis-
matched.
Noise
The identity object was reset.
Settings for EtherNet/IP were
downloaded from the Network
Configurator or Sysmac Stu-
dio, or the Clear All Memory
operation was performed.
EtherNet/IP was restarted.
96440000 hex Link Detect- | Establishment of an Establishment of an Ethernet page
ed Ethernet link was de- link was detected. O | 14-27
tected.
96470000 hex IP Address The correct IP ad- The correct IP address has page
Fixed dress has been deter- been determined and Ethernet 14-27
mined and Ethernet communications can start. @)
communications can
start.
96480000 hex BOOTP Cli- | The BOOTP client The BOOTP client started re- page
ent Started started requesting an questing an IP address. O | 14-28
IP address.
964B0000 hex SNMP Start- | The SNMP agent The SNMP agent started nor- o page
ed started normally. mally. 14-28
96500000 hex IP Address | The IP address was The IP address was changed. o page
Changed changed. 14-29
96510000 hex SNMP Set- | The SNMP settings The SNMP settings were page
tings were changed. changed. O | 14-30
Changed
96520000 hex Subnet The subnet mask set- The subnet mask setting was page
Mask ting was changed. changed. O | 14-31
Changed

| X Bus EtherNet/IP Function Module

This section provides the list of errors (events) related to the X Bus EtherNet/IP Function Module.

14-10
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14 Troubleshooting

Event code

Event name

Meaning

Assumed cause

O =h 3 =—

14210000 hex

Identity Error

The CIP identity infor-
mation in non-volatile
memory was not read
correctly.

Non-volatile memory failure

34200000 hex

Tag Data
Link Setting
Error

An error was detect-
ed in the communica-
tions settings for tag
data links.

Power was interrupted when a
download was in progress for
the tag data link settings.
Memory error

34270000 hex

Tag Name
Resolution
Error

Resolution of a tag
used in a tag data link
failed.

The size of the network varia-
ble is different from the tag set-
tings.

The I/O direction that is set in
the tag data link settings does
not agree with the I/O direction
of the variable in the Control-
ler.

There is no network variable in
the Controller that corresponds
to the tag settings.

A variable in the Controller that
is set for a tag data link has
the Network Publish attribute
set to Input but also has the
Constant attribute.

84070000 hex

Tag Data
Link Con-
nection
Failed

Establishing a tag da-
ta link connection
failed.

The tag data link connection
information is not the same for
the originator and target.
Insufficient connections

CIP message communications
at the target node are stopped.
Setting to use tag data link
communications was made to
the NX-series EtherNet/IP Unit
that is included in the CIP
Safety connection settings.
The NX-series EtherNet/IP
Unit with tag data link commu-
nications was added to the CIP
Safety connection settings.
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14 Troubleshooting

Event code Event name Meaning Assumed cause P Reference

~
O = 5 —

84080000 hex Tag Data A timeout occurred in | * The power supply to the target page

Link Timeout | a tag data link. node is OFF. 14-36

¢ Communications with the tar-
get node stopped.

¢ The Ethernet cable connector
for EtherNet/IP is disconnect-
ed.

* The Ethernet cable for Ether-
Net/IP is broken.

* The link to the EtherNet/IP port
is OFF.

¢ CIP message communications
at the target node are stopped.

* When the Packet Filter func- (@)
tion is enabled in the
EtherNet/IP Port Settings,
packets from the target are not
allowed.

¢ CIP communications are not
allowed by the firewall function
or Packet Filter function on the
target node or the devices on
the communication path.

* The packet loss occurred on
the path due to the network
communications load.

* Noise

84090000 hex Tag Data A timeout occurred * The power supply to the target page
Link Con- while trying to estab- node is OFF. 14-38
nection lish a tag data link e Communications with the tar-
Timeout connection. get node stopped.

* CIP message communications
stopped at the target node or
the EtherNet/IP port.

¢ The Ethernet cable connector
for EtherNet/IP is disconnect-
ed. O

* The Ethernet cable for Ether-
Net/IP is broken.

¢ CIP communications are not
allowed by the firewall function
or Packet Filter function on the
target node or the devices on
the communication path.

* An error occurred in the com-
munications path.
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Level
|
Event code Event name Meaning Assumed cause M n | Reference
l'] f
o
840C0000 hex Allowed The total bandwidth * An attempt was made to es- page
Communica- | for the connections tablish a connection of com- 14-39
tions Band- | that are set or estab- munications bandwidth (PPS),
width per lished for all of the which is the sum of the packet
Unit Exceed- | EtherNet/IP ports ex- transmission rates of the tag
ed ceeded the allowed data links and CIP Safety com- ©)
communications munications used for all Ether-
bandwidth of tag data Net/IP ports, and it exceeded
links and CIP Safety the allowable communications
communications per bandwidth of the Unit.
Unit.

840E0000 hex Number of The total number of * The total number of tag sets page
Tag Sets for | tag sets for tag data for all ports that are set for tag 14-40
Tag Data links for all data links in each Ethernet/IP O
Links Ex- Ethernet/IP ports ex- port exceeded the maximum
ceeded ceeds the upper limit. number the product allows.

342C0000 hex Unit Config- | Tag data link commu- | ¢ Setting to use tag data link page
uration Error, | nications and CIP communications was made to 14-41
Combined Safety communica- the NX-series EtherNet/IP Unit
Use of CIP tions cannot be used that is included in the CIP
Safety and together in one NX- Safety connection settings.

Tag Data series EtherNet/IP * The NX-series EtherNet/IP

Link Unit. Unit with tag data link commu-
nications was added to the CIP
Safety connection settings.

54E00000 hex Access De- | An access attemptto | ¢ An out-of-range value was page
tected Out- | write a value out of written by an EtherNet/IP tag 14-42
side Range | range was detected data link to a variable with
of Variable for a tag variable that range specification. A value

is used in a tag data that does not specify an enu-

link. merator was written by an
EtherNet/IP tag data link to an
enumeration variable.

94010000 hex Tag Data Changing the tag da- | = Changing the tag data link set- page
Link Down- | ta link settings start- tings started. O | 14-42
load Started | ed.

94020000 hex Tag Data Changing the tag da- | * Changing the tag data link set- page
Link Down- | ta link settings finish- tings finished. o 14-43
load Finish- | ed.
ed

94030000 hex Tag Data Tag data links were * Tag data links were stopped by page
Link Stop- stopped by the Net- the Network Configurator, Sys- 14-43
ped work Configurator, mac Studio, special instruc-

Sysmac Studio, spe- tions or manipulation of a sys-
cial instructions or tem-defined variable.
manipulation of a sys- O
tem-defined variable.
Or, the data link table
was downloaded from
Network Configurator
or Sysmac Studio.
NX-series EtherNet/IP Unit User's Manual (W627) 14-13
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14 Troubleshooting

Level
1
Event code Event name Meaning Assumed cause M P M 2 n | Reference
? rt r" : f
o
94040000 hex Tag Data Tag data links were ¢ Tag data links were started by page
Link Started | started by the Net- the Network Configurator, Sys- 14-44
work Configurator, mac Studio, special instruc-
Sysmac Studio, spe- tions or manipulation of a sys-
cial instructions or tem-defined variable.
manipulation of a sys- O
tem-defined variable.
Or, the data link table
was downloaded from
Network Configurator
or Sysmac Studio.
94070000 hex Tag Data Tag data link connec- | » Tag data link connections to all page
Link All Run | tions to all nodes target nodes have been nor- o 14-45
have been normally mally established.
established.
96450000 hex Restarting The EtherNet/IP port | « The EtherNet/IP port was re- page
Ethernet was restarted. started. O | 14-45
Port

14-4-4 Error Details

This section provides detailed information on errors (events) that occur on the NX-series EtherNet/IP
Unit.

I Interpreting Error Descriptions

The items that are used to describe individual errors (events) are described in the following copy of an

error table.
Event name Gives the name of the error. | Event code Gives the code of the error.
Meaning Gives a short description of the error.
Source Gives the source of the error. Source details | Gives details Detection tim- | Tells when the

on the source
of the error.

ing

error is detect-
ed.

Error attrib- Level Tells the level Recovery Gives the Log category | Tells which log
utes of influence on method to re- the error is
control. 1 turn to normal saved in. "2
state after elim-
inating the
cause of the
error.
Effects User program | Tells what will Operation Provides special information on the operation that
happen to exe- results from the error.
cution of the
user program.
*3
Indicators Gives the status you can check with the EtherNet/IP port indicators.
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14 Troubleshooting

Device varia- | Variable | Data type | Name

ble Lists the variable names and data types for device variables that provide direct error notification, that are
directly affected by the error, or that contain settings that cause the error.

Cause and Assumed cause | Correction | Prevention

correction Lists the possible causes, corrections, and preventive measures for the error.

Attached in- This is the attached information that is displayed by the Sysmac Studio or an HMI. "4
formation

Precautions/ Provides precautions, restrictions, and supplemental information. If the user can set the event level, the
Remarks event levels that can be set, the recovery method, operational information, and other information is also
provided.

User name in | Provides the name of the user who performed the operation that generates the access log. This informa-
the access log | tion is provided only for errors (events) for which the user name is recorded in the access log.

*1.  One of the following:
Minor fault: Minor fault level
Observation
Information
*2. One of the following:
System: System event log
Access: Access event log
*3.  One of the following:
Continues: Execution of the user program will continue.
Stops: Execution of the user program stops.
Starts: Execution of the user program starts.
*4. Refer to Applicable Range of the HMI Troubleshooter of the NJ/NX-series Troubleshooting Manual (Cat. No. W503) for
the applicable range of the HMI Troubleshooter.
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This section provides detailed information on errors (events) related to the X Bus Ethernet Function
Module.
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14 Troubleshooting

[Eventcode ] 04310000 hex

A hardware error was detected in the Communications Controller of the EtherNet/IP port.

Communications Controller Error

X Bus Ethernet Function Module 1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
communications
port 1/
communications
port 2 are given
in combination

Cycle the power
supply.

Ethernet communications are not possible for the rele-
vant communications port.

Continuously

Minor fault

ETN_Port1Status.LanHwWErr Port1 Communications Controller

Error
ETN_Port2Status.LanHwWErr BOOL Port2 Communications Controller
Error

Hardware failure of Communica-
tions Controller

Replace the Unit.

None

Once the device variable ETN_Port1Status.LanHwErr or ETN_Port2Status.LanHwErr becomes TRUE, it will
not become FALSE unless the Controller power is turned OFF and then ON.
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Event name MAC Address Error Event code 14310000 hex
Meaning MAC address in non-volatile memory could not be read correctly.
Source X Bus Ethernet Function Module Source details | 7 to 4: Mounting | Detection tim- | At power ON or

position of the X
Bus Unit (unit
number) and
communications
port 1/
communications
port 2 are given
in combination

ing Controller reset

Error attributes | Level Minor fault Recovery Cycle the power | Log category System

supply.

Effects User program | Continues. Operation Ethernet communications are not possible for the rele-

vant communications port.

Indicators Ethernet NET RUN Ethernet NET ERR Ethernet LINK/ACT
OFF Lights. ---

Device variable | Variable Data type Name
ETN_Port1Status.MacAdrErr BOOL Port1 MAC Address Error
ETN_Port2Status.MacAdrErr BOOL Port2 MAC Address Error

Cause and cor- | Assumed cause Correction Prevention

rection Non-volatile memory failure Replace the Unit. None

Attached infor-
mation

None

Precautions/

Once the device variable ETN_Port1Status.MacAdrErr or ETN_Port2Status.MacAdrErr becomes TRUE, it will

Remarks not become FALSE unless the Controller power is turned OFF and then ON.
Event name Ethernet Processing Error Event code 14340000 hex
Meaning A fatal error was detected in the Ethernet Function Module.
Source X Bus Ethernet Function Module Source details | 7 to 4: Mounting | Detection tim- | Continuously
position of the X | ing
Bus Unit (unit
number) and
communications
port are given in
combination
Error attributes | Level Minor fault Recovery Cycle the power | Log category System
supply.
Effects User program | Continues. Operation Ethernet communications are not possible.
Indicators Ethernet NET RUN Ethernet NET ERR Ethernet LINK/ACT
OFF Lights. -
Device variable | Variable Data type Name
None - -
Cause and cor- | Assumed cause Correction Prevention
rection Hardware failure Replace the Unit. None
Attached infor- | None
mation
Precautions/ None

Remarks

NX-series EtherNet/IP Unit User's Manual (W627)

1417

10413 peay jeyl suononssu| pue ‘JINH ue ‘oipnig sewsAg ayj yum Bunjoays -1

snjejg

s|ieyaq Jou3 -1l



14 Troubleshooting

Basic Ethernet Setting Error

An Ethernet setting error was detected.

X Bus Ethernet Function Module

Minor fault

OFF

ETN_Port1Status.EtnCfgErr

Continues.

1 to 4: Mounting

Bus Unit (unit
number) and
communications
port 1/
communications
port 2 are given
in combination
Automatic re-
covery, cycle
the power sup-

reset

BOOL

[Eventcode ] 36010000 hex

position of the X

ply, or Controller

At power ON or
Controller reset

System

Ethernet communications are not possible for the rele-
vant communications port.

Flashes at 1-s intervals.

Port1 Basic Ethernet Setting Error

ETN_Port2Status.EtnCfgErr

Parameter error

BOOL

Identify the cause of the error from
the attached information, correct
the settings, and then download
the settings again.

Port2 Basic Ethernet Setting Error

None

Power interruption while download-
ing Ethernet port settings

Please clear all memory or down-
load the settings.

Do not turn OFF the power supply
to the Controller while downloading
the Ethernet port settings.

Memory error

If the above measures do not work,
replace the Unit.

None

Attached information 1: Error type

communications speed

01 hex: Non-volatile Memory Access Error, 02 hex: There is an inconsistency in the set values.
Attached information 2: Error Details
00 hex: Non-volatile memory access error, 11 hex: Invalid communications speed setting, 12 hex: Unsupported

None
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Event name IP Address Setting Error Event code 36020000 hex
Meaning An IP address setting error was detected.
Source X Bus Ethernet Function Module Source details | 7 to 4: Mounting | Detection tim- | At power ON or

position of the X
Bus Unit (unit
number) and
communications
port 1/
communications
port 2 are given
in combination

ing Controller reset

Error attributes | Level Minor fault Recovery Automatic re- Log category System
covery (after
downloading the
settings), cycle
the power sup-
ply, or Controller
reset

Effects User program | Continues. Operation Ethernet communications are not possible for the rele-

vant communications port.

Indicators Ethernet NET RUN Ethernet NET ERR Ethernet LINK/ACT
OFF Flashes at 1-s intervals. -—-

Device variable | Variable Data type Name
ETN_Port1Status.IPAdrCfgErr BOOL Port1 IP Address Setting Error
ETN_Port2Status.IPAdrCfgErr BOOL Port2 IP Address Setting Error

Cause and cor- | Assumed cause Correction Prevention

rection

Parameter error

Identify the cause of the error from
the attached information, correct
the settings, and then download
the settings again.

None

Power interruption while download-
ing Ethernet port settings

Clear all memory or download the
settings again.

Do not turn OFF the power supply
to the Controller while downloading
the Ethernet port settings.

The IP address obtained from the
BOOTP server is invalid.

Correct the IP address setting pro-
vided by the BOOTP server to this
port within the range specified for
the NX-series Controller.

Set the IP address provided by the
BOOTP server to this port within
the range specified for the NX-ser-
ies Controller.

Memory error

If the above measures do not work,

replace the Unit.

None

Attached infor-
mation

Attached information 1: Error type

01 hex: Non-volatile Memory Access Error, 02 hex: There is an inconsistency in the set values.

Attached information 2: Error Details

00 hex: Non-volatile memory access error
If there is an inconsistency in the set values:
11 hex: lllegal IP address, 12 hex: lllegal subnet mask, 13 hex: Invalid default gateway, 14 hex: Preferred DNS
setting error, 15 hex: Alternate DNS setting error, 16 hex: lllegal domain name, 17 hex: lllegal X Bus network

address

Precautions/
Remarks

None

NX-series EtherNet/IP Unit User's Manual (W627)
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14 Troubleshooting

IP Router Table Setting Error [Eventcode | 36030000 hex

An error was detected in the IP routing function settings.

X Bus Ethernet Function Module 1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
communications
port are given in

combination

At power ON or
Controller reset

Automatic re-
covery (after
downloading the
settings), cycle

the power sup-

ply, or Controller
reset

Minor fault

Continues. Communications that use the relevant IP routing set-

tings are not possible.

Flashes at 1-s intervals.
BOOL

Identify the cause of the error from
the attached information, correct
the settings, and then download
the settings again.

ETN_IPRTbIErr IP Router Table Setting Error

Parameter error

Power interruption while download- | Clear all memory or download the | Do not turn OFF the power supply

ing EtherNet/IP port settings settings again. to the Controller while downloading
the EtherNet/IP port settings.
Memory error If the above measures do not work, | None

replace the Unit.

Attached information 1: Error type

01 hex: Non-volatile Memory Access Error, 02 hex: There is an inconsistency in the set values.

Attached information 2: Error Details

00 hex: Non-volatile memory access error

If there is an inconsistency in the set values:

11 hex: lllegal IP router table settings, 12 hex: lllegal hosts settings, 13 hex: Invalid default gateway, 14 hex:
lllegal IP Forward settings, 15 hex: lllegal NAT settings, 16 hex: lllegal Packet Filter settings, 17 hex: lllegal
TCP/UDP Port Transfer settings

None

14-20 NX-series EtherNet/IP Unit User's Manual (W627)



14 Troubleshooting

SNMP Setting Error [Eventcode | 36060000 hex

A setting error in SNMP agent/trap was detected.

1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
SNMP are given
in combination

At power ON or
Controller reset

X Bus Ethernet Function Module

Automatic re-
covery (after
downloading the
SNMP settings),
cycle the power
supply, or Con-

troller reset

Minor fault

Continues.

SNMP operation stops.

Parameter error

Identify the cause of the error from
the attached information, correct
the settings, and then download
the settings again.

Power interruption while download- | Clear all memory or download the | Do not turn OFF the power supply

ing SNMP agent/trap settings settings again. to the Controller while the SNMP
agent/trap settings are being down-
loaded.

Memory error If the above measures do not work, | None

replace the Unit.

Attached information 1: Error type

01 hex: Non-volatile Memory Access Error, 02 hex: There is an inconsistency in the set values.
Attached information 2: Error Location

If there is an inconsistency in the set values:

01 hex: SNMP agent settings, 02 hex: SNMP trap settings

None
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14 Troubleshooting

1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
communications
port are given in
combination

DNS Setting Error
Errors were detected in DNS setting and Hosts setting.

X Bus Ethernet Function Module At power ON or

Controller reset

Automatic re-
covery (after
downloading the
settings), cycle

the power sup-

ply, or Controller
reset

Minor fault

Continues.

Ethernet communications are not possible.

Flashes at 1-s intervals.
ETN_DNSCfgErr BOOL

Identify the cause of the error from
the attached information, correct
the settings, and then download
the settings again.

OFF

DNS Setting Error

Parameter error

Power interruption while download- | Clear all memory or download the | Do not turn OFF the power supply
ing Ethernet port settings settings again. to the Controller while downloading
the Ethernet port settings.

Memory error If the above measures do not work, | None
replace the Unit.

Attached information 1: Error type

01 hex: Non-volatile Memory Access Error, 02 hex: There is an inconsistency in the set values.

Attached information 2: Error Details

00 hex: Non-volatile memory access error

If there is an inconsistency in the set values:

14 hex: Preferred DNS setting error, 15 hex: Alternate DNS setting error, 16 hex: lllegal domain name, 17 hex:
lllegal hosts settings

None
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IP Address Duplication Error

The same IP address is used more than once.

X Bus Ethernet Function Module

Minor fault

Continues.

OFF

ETN_Port1Status.IPAdrDupErr

1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
communications
port 1/
communications
port 2 are given
in combination

Automatic re-
covery (after
downloading the
IP address set-
tings), cycle the
power supply, or
Controller reset

are discarded.

Flashes at 1-s intervals.

BOOL

14 Troubleshooting

[Event code ] 85000000 fex

Continuously af-
ter link estab-
lishment

System

Ethernet communications are not possible for the rele-
vant communications port. Packets addressed to the
local IP address of the relevant communications port

Port1 IP Address Duplication Error

ETN_Port2Status.IPAdrDupErr

The IP address of the Ethernet port
is duplicated with the IP address of
another node.

BOOL

Perform either of the following cor-

rections.

* Check the IP addresses of other
nodes and correct the IP ad-
dress settings so that the same
address is not used by more
than one node.

* Remove the other node that has
the duplicate IP address from
the network and then cycle the
power supply to the Controller or
reset the Controller.

Port2 IP Address Duplication Error

Perform allocations so that IP ad-
dresses of nodes on the network
are used for only one node.

Attached information 1: Duplicated IP address (example: COA8FAO1 hex = address 192.168.250.1)

A duplicated address error occurs if an ARP is sent with the set IP address and there is an ARP response.

NX-series EtherNet/IP Unit User's Manual (W627)
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14 Troubleshooting

14-24

BOOTP Server Connection Error

Connection with the BOOTP server failed.

X Bus Ethernet Function Module

Minor fault

Continues.

OFF

ETN_Port1Status.BootpErr

Bus Unit (unit
number) and

port 1/

port 2 are given
in combination

dress.

BOOL

[Eventcode ] 85010000 hex

1 to 4: Mounting
position of the X

communications

communications

Automatic re-
covery

Ethernet communications are not possible for the rele-
vant communications port.

Requests to the BOOTP server will continue until
there is a response from the BOOTP server. Data re-
freshing with the PLC Function Module will continue.
An IP address was not set for the Ethernet port for
which the BOOTP server attempted to set an IP ad-

During BOOTP
operation

System

Flashes at 1-s intervals. -

Port1 BOOTP Server Error

ETN_Port2Status.BootpErr

The server is misconfigured.

BOOL

Correct the server settings at the
remote connection.

Port2 BOOTP Server Error

Check to make sure that the server
settings at the remote connection
are correct.

The server went down.

Check if the server at the remote
connection is operating normally
and set it to operate normally if it is
not.

Check to make sure that the server
at the remote connection is operat-
ing normally.

An error occurred in the communi-
cations path.

Check the communications path to
the server and take corrective
measures if there are any prob-
lems.

None

None

None
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Packet Discarded Due to Full Reception Buffer _ 85D40000 hex

A packet drop occurred.

After link is es-
tablished

1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
communications
port 1/
communications
port 2 are given
in combination

X Bus Ethernet Function Module

Not affected.

The load on the network is too Make sure that unnecessary
high. Check whether there are no- | broadcast frames are not sent on
des that send unnecessary broad- | the network.

cast frames on the network and re- | Do not connect the Ethernet cable
move them. After that, check that in a loop.

the received number of frames has

Network congestion occurred.
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Link OFF Detected
An Ethernet link OFF was detected.
X Bus Ethernet Function Module

Bus Unit (unit
number) and

port 1/

port 2 are given
in combination

An Ethernet cable is broken, dis-
connected, or loose.

Firmly connect the Ethernet cable.
Replace the cable if it is broken.

[Eventcode ] 85050000 hex

1 to 4: Mounting
position of the X

communications

communications

Ethernet communications are not possible.

Continuously

Firmly connect the Ethernet cable.
Also, make sure that the cable to
be used is not disconnected.

The Ethernet switch’s power sup-
ply is turned OFF.

Turn ON the power supply to the
Ethernet switch.

Replace the Ethernet switch if it
fails.

Do not turn OFF the Ethernet
switch.

Communications speed mismatch- | Please modify the setting so that
ed. the communication speed is the
same as that of the remote node.

Set the same communication
speed as that on the remote node.

Noise Implement noise countermeasures

if there is excessive noise.

Implement the noise countermeas-
ures.

None. This error occurs when the
operations on the left are per-
formed.

One of the following operations

was performed.

* The identity object was reset.

¢ Settings for Ethernet were
downloaded from the Network
Configurator or Sysmac Studio,
or the Clear All Memory opera-
tion was performed.

¢ Ethernet port was restarted.

None. This error occurs when the
operations on the left are per-
formed.

None

None
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Link Detected [Eventcode | 96440000 hex

Establishment of an Ethernet link was detected.

When a link is
established

1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
communications
port 1/
communications
port 2 are given
in combination

X Bus Ethernet Function Module

Information
Continues.

Not affected.

Establishment of an Ethernet link
was detected.
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None

None

IP Address Fixed [Eventcode | 96470000 hex

The correct IP address has been determined and Ethernet communications can start.

1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
communications
port 1/
communications
port 2 are given
in combination

At power ON or
Controller reset

X Bus Ethernet Function Module

s|ieyaq Jou3 -1l

Information
Continues.

Not affected.

The correct IP address has been
determined and Ethernet commu-
nications can start.

Attached information 1: IP address (example: COA8FAQ1 hex = address 192.168.250.1)

None
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[Event code ] 96430000 hex

1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
communications
port 1/
communications
port 2 are given
in combination

BOOTP Client Started
The BOOTP client started requesting an IP address.

X Bus Ethernet Function Module At power ON or

Controller reset

Information
Continues.

Not affected.

The BOOTP client started request-
ing an IP address.

None

None

SNMP Started
The SNMP agent started normally.

[Eventcode ] 96480000 hex

1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
SNMP are given
in combination

X Bus Ethernet Function Module At power ON or

Controller reset

Information
Continues.

Not affected.

The SNMP agent started normally.

None

None
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IP Address Changed [Eventcode | 96500000 hex

The IP address was changed.

When down-
loaded

1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
communications
port 1/
communications
port 2 are given
in combination

X Bus Ethernet Function Module

Information
Continues.

Not affected.

Attached information 1: IP address after change, e.g. 192.168.250.1

None
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[Eventcode ] 96510000 nex

1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
SNMP are given
in combination

SNMP Settings Changed
The SNMP settings were changed.

X Bus Ethernet Function Module When down-

loaded

Information
Continues.

Not affected.

The SNMP settings were changed.

Attached information 1: Changes in SNMP Service
* 1: SNMP service enabled

¢ 2: SNMP service disabled

* 3: SNMP service settings changed

* 4:No change (Not 1, 2, or 3)

Attached information 2: Changes in Recognition 1
* 1: Recognition 1 enabled

¢ 2: Recognition 1 disabled

¢ 3: Recognition 1 settings changed

* 4: No change (Not 1, 2, or 3)

Attached information 3: Changes in Recognition 2
* 1: Recognition 2 enabled

¢ 2: Recognition 2 disabled

¢ 3: Recognition 2 settings changed

* 4: No change (Not 1, 2, or 3)

None
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Event name Subnet Mask Changed Event code 96520000 hex
Meaning The subnet mask was changed.
Source X Bus Ethernet Function Module Source details | 7 fo 4: Mounting | Detection tim- | When down-
position of the X | ing loaded
Bus Unit (unit
number) and
communications
port 1/
communications
port 2 are given
in combination
Error attributes | Level Information Recovery -—- Log category System
Effects User program | Continues. Operation Not affected.
Indicators Ethernet NET RUN Ethernet NET ERR Ethernet LINK/ACT

Device variable | Variable Data type Name
None
Cause and cor- | Assumed cause Correction Prevention

rection

The subnet mask was changed.

Attached infor-
mation

Attached information 1: Subnet mask after change, e.g. 255.255.255.0

Precautions/
Remarks

None

| X Bus EtherNet/IP Function Module

This section provides detailed information on errors (events) related to the X Bus EtherNet/IP Function
Module.
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14 Troubleshooting

The CIP identity information in non-volatile memory was not read correctly.

X Bus EtherNet/IP Function Mod-
ule

Identity Error

1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
CIP1/CIP2 are
given in combi-
nation

Cycle the power
supply.

EtherNet/IP communications are not possible for the
relevant communications port.

Lights. -—-

BOOL

At power ON or
Controller reset

Minor fault System

Continues.

EIP_Comm1Status.ldentityErr CIP Communications1 Identity Er-

ror
EIP_Comm2Status.ldentityErr BOOL CIP Communications2 Identity Er-
ror

Non-volatile memory failure Replace the CPU Unit. None

None

None
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Tag Data Link Setting Error _ 34200000 hex

An error was detected in the communications settings for tag data links.

X Bus EtherNet/IP Function Mod-
ule

1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
CIP1/CIP2 are
given in combi-
nation

At power ON or
Controller reset

Automatic re- System
covery (after
downloading the
tag data link set-
tings), cycle the
power supply, or
Controller reset

Minor fault

Flashes at 1-s intervals. Flashes at 1-s intervals. -

BOOL

Tag data link communications are not possible.

CIP Communications1 Tag Data
Link Setting Error

EIP_Comm2Status. TDLinkCfgErr | BOOL CIP Communications2 Tag Data
Link Setting Error

EIP_Comm1Status.TDLinkCfgErr

Power was interrupted when a Please perform one of the follow- Do not turn OFF the power supply

download was in progress for the ing corrections. to the Controller while downloading
tag data link settings. * Execute Clear All Memory oper- | the tag data link settings.
ation.
* Download the tag data link set-
tings.

¢ Clear the tag data link settings.

Memory error If the above measures do not work, | None
replace the CPU Unit.

Attached information 1: Error type
01 hex: Non-volatile Memory Access Error, 02 hex: There is an inconsistency in the set values.

None
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14 Troubleshooting

Event name Tag Name Resolution Error Event code 34270000 hex
Meaning Resolution of a tag used in a tag data link failed.
Source X Bus EtherNet/IP Function Mod- Source details | 7 to 4: Mounting | Detection tim- | At power ON,

ule

position of the X
Bus Unit (unit
number) and
CIP1/CIP2 are
given in combi-
nation

Controller reset,
changing varia-
ble values from
the Sysmac Stu-
dio, or changing
data link table
from the Net-
work Configura-

ing

tor

Error attributes | Level Minor fault Recovery Automatic re- Log category System
covery (after
downloading tag
settings)

Effects User program Continues. Operation The data link does not operate for the tag whose er-
rors were not resolved. Data links for other tags oper-
ate.

Indicators EtherNet/IP NET RUN EtherNet/IP NET ERR EtherNet/IP LINK/ACT

Flashes at 1-s intervals. Flashes at 1-s intervals. -
Device variable | Variable Data type Name
EIP_Comm1Status.TagAdrErr BOOL CIP Communications1 Tag Name
Resolution Error
EIP_Comm2Status.TagAdrErr BOOL CIP Communications2 Tag Name
Resolution Error
Cause and cor- | Assumed cause Correction Prevention

rection

The size of the network variable is
different from the tag settings.

Modify the size of the tag settings
to match the network variable.

Set the size of the tag settings to
match the network variable.

The 1/0O direction that is set in the
tag data link settings does not
agree with the 1/O direction of the
variable in the Controller.

Modify the tag settings or Control-
ler variable settings so that the I/O
direction of the tag data link set-
tings and the Controller variable
match.

Set the tag settings or Controller
variable so that the 1/O direction of
the tag data link setting agree with
the 1/0O direction of the Controller
variable.

There is no network variable in the
Controller that corresponds to the
tag settings.

Modify the tag settings to specify
existing network variable in the tag.

Set the tag to specify an existing
network variable.

A variable in the Controller that is
set for a tag data link has the Net-
work Publish attribute set to Input

but also has the Constant attribute.

Remove the Constant attribute of
the Controller variable whose Net-
work Publish attribute is set to
Input.

Do not set the Constant attribute in
the Controller variable whose Net-
work Publish attribute is set to
Input.

Attached infor- | None
mation
Precautions/ None
Remarks
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Event name Tag Data Link Connection Failed Event code 84070000 hex
Meaning Establishing a tag data link connection failed.
Source X Bus EtherNet/IP Function Mod- Source details | 7 fo 4: Mounting | Detection tim- | When establish-

ule

position of the X
Bus Unit (unit
number) and
CIP1/CIP2 are
given in combi-
nation

ing a tag data
link connection

ing

Error attributes

Level Minor fault

Automatic re-
covery

Recovery

Log category System

Effects

User program | Continues.

Operation

The data link does not operate for a connection that
failed to establish a connection. Data links on other
connection operate.

Indicators

EtherNet/IP NET RUN

EtherNet/IP NET ERR

EtherNet/IP LINK/ACT

Flashes at 1-s intervals.

Flashes at 1-s intervals.

Device variable | Variable Data type Name
EIP_Comm1Status. TDLinkOpnErr | BOOL CIP Communications1 Tag Data
Link Connection Failed
EIP_Comm2Status. TDLinkOpnErr | BOOL CIP Communications2 Tag Data
Link Connection Failed
Cause and cor- | Assumed cause Correction Prevention

rection

The tag data link connection infor-
mation is not the same for the origi-
nator and target.

Modify connection information of
the tag data link and download the
device parameter or connection
settings from Network Configurator
or Sysmac Studio.

Before starting the tag data link,
match the connection information
for the tag data link in the originator
and target.

Insufficient connections

Please reduce class-3 messages.

Please reduce the number of data
link and class-3 messages used.

CIP message communications at
the target node are stopped.

Make the device start normal CIP
message communications.

Start CIP message communica-
tions successfully and then perform
tag data links.

Setting to use tag data link com-
munications was made to the NX-
series EtherNet/IP Unit that is in-
cluded in the CIP Safety connec-
tion settings.

Do not configure the NX-series
EtherNet/IP Unit, which is included
in the CIP Safety connection set-
tings, to use tag data link commu-
nications.

Do not configure the NX-series
EtherNet/IP Unit, which is included
in the CIP Safety connection set-
tings, to use tag data link commu-
nications.

The NX-series EtherNet/IP Unit
with tag data link communications
was added to the CIP Safety con-
nection settings.

Do not add the NX-series Ether-
Net/IP Unit, for which tag data link
communications are set to use, to
the CIP Safety connection settings.

Do not add the NX-series Ether-
Net/IP Unit, for which tag data link
communications are set to use, to
the CIP Safety connection settings.

Attached infor-
mation

Attached information 1: IP address of the target node (example: COA8FAOQ1 hex for IP address of

192.168.250.1)

Attached information 2: Connection instance No. 0 to 255
Attached information 3: Connection status (example: 010000117 hex for General Status 01 and Additional Sta-

tus 0117)

Precautions/
Remarks

* You can know the detailed cause by checking the connection status.
Refer to 14-6-2 Connection Status Codes and Troubleshooting on page 14-55.
* If errors occur for multiple connections in one node, the event log is registered only for one connection

where an error is occurring.
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Event name Tag Data Link Timeout Event code 84080000 hex
Meaning A timeout occurred in a tag data link.
Source X Bus EtherNet/IP Function Mod- Source details | 7 fo 4: Mounting | Detection tim- | Continuously af-

ule

position of the X
Bus Unit (unit
number) and

ter the start of
tag data link
communications

ing

CIP1/CIP2 are
given in combi-
nation
Error attributes | Level Minor fault Recovery Automatic re- Log category System
covery
Effects User program Continues. Operation The related data link connection stops. Reconnection
process on a regular basis continues for the target
node of the tag data link error.
Indicators EtherNet/IP NET RUN EtherNet/IP NET ERR EtherNet/IP LINK/ACT
Flashes at 1-s intervals. Flashes at 1-s intervals. -
Device variable | Variable Data type Name
EIP_Comm1Status.TDLinkErr BOOL CIP Communications1 Tag Data
Link Communications Error
EIP_Comm2Status. TDLinkErr BOOL CIP Communications2 Tag Data
Link Communications Error
Cause and cor- | Assumed cause Correction Prevention

rection

The power supply to the target
node is OFF.

Communications with the target
node stopped.

Check the status of the target node
and start it up normally.

Check that the target node is oper-
ating properly and start the tag da-
ta link.

The Ethernet cable connector for
EtherNet/IP is disconnected.

Check that the connector is fitted
correctly and reconnect the con-
nector.

Connect the connector properly.

The Ethernet cable for EtherNet/IP
is broken.

Replace the Ethernet cable.

None

The link to the EtherNet/IP port is
OFF.

Refer to the Link OFF Detected er-
ror (85D50000Hex) for the as-
sumed causes and other informa-
tion on link OFF.

Refer to the Link OFF Detected er-
ror (85D50000Hex) for the as-
sumed causes and other informa-
tion on link OFF.

CIP message communications at
the target node are stopped.

Make the device start normal CIP
message communications.

Start CIP message communica-
tions successfully and then perform
tag data links.

When the Packet Filter function is
enabled in the EtherNet/IP Port
Settings, packets from the target
are not allowed.

Allow packets from the target in the
Packet Filter settings of the Ether-
Net/IP Port Settings.

Make sure that packets from the
target are allowed in the Packet Fil-
ter settings of the Ethernet/IP Port
Settings and perform a tag data
link.

CIP communications are not al-
lowed by the firewall function or
Packet Filter function on the target
node or the devices on the com-
munication path.

Allow CIP communications in the
firewall function or Packet Filter
functions on the target node and
the devices on the communication
path.

Make sure that CIP communica-
tions are allowed in the firewall
function or Packet Filter functions
on the target node or the devices
on the communication path, and
then perform a tag data link.

The packet loss occurred on the
path due to the network communi-
cations load.

Increase the connection timeout
value or RPI. Or, review the net-
work environment and network de-
vices.

Design the network so that there is
not too much load on the network.

Noise

Implement noise countermeasures
if there is excessive noise.

Implement noise countermeasures
if there is excessive noise.
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14 Troubleshooting

Attached infor- | Attached information 1: Connection instance No. 0 to 255

mation Attached information 2: IP address of the target node (example: COA8FAOQ1 hex for IP address of
192.168.250.1)

Precautions/ * This event des not occur for the following cases.

Remarks The Controller is connected as a target.

A connection timeout is occurring due to a Link OFF Error with an Ethernet switch.
* If errors occur for multiple connections in one node, the event log is registered only for one connection
where an error is occurring.
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Event name Tag Data Link Connection Timeout Event code 84090000 hex
Meaning A timeout occurred while trying to establish a tag data link connection.
Source X Bus EtherNet/IP Function Mod- Source details | 7 fo 4: Mounting | Detection tim- | When establish-

ule

position of the X
Bus Unit (unit
number) and

ing a tag data
link connection

ing

CIP1/CIP2 are
given in combi-
nation
Error attributes | Level Minor fault Recovery Automatic re- Log category System
covery
Effects User program Continues. Operation A data link where a timeout error occurred while trying
to establish a connection does not operate. Recon-
nection process on a regular basis continues for the
connection where a timeout error occurred.
Indicators EtherNet/IP NET RUN EtherNet/IP NET ERR EtherNet/IP LINK/ACT
Flashes at 1-s intervals. Flashes at 1-s intervals. -
Device variable | Variable Data type Name
EIP_Comm1Status. TDLinkOpnErr | BOOL CIP Communications1 Tag Data
Link Connection Failed
EIP_Comm2Status.TDLinkOpnErr | BOOL CIP Communications2 Tag Data
Link Connection Failed
Cause and cor- | Assumed cause Correction Prevention

rection

The power supply to the target
node is OFF.

Communications with the target
node stopped.

Check the status of the target node
and start it up normally.

Check that the target node is oper-
ating properly and start the tag da-
ta link.

CIP message communications
stopped at the target node or the
EtherNet/IP port.

Make the device start normal CIP
message communications.

Start CIP message communica-
tions successfully and then perform
tag data links.

The Ethernet cable connector for
EtherNet/IP is disconnected.

Check that the connector is fitted
correctly and reconnect the con-
nector.

Connect the connector properly.

The Ethernet cable for EtherNet/IP
is broken.

Replace the Ethernet cable.

None

CIP communications are not al-
lowed by the firewall function or
Packet Filter function on the target
node or the devices on the com-
munication path.

Allow CIP communications in the
firewall function or Packet Filter
functions on the target node and
the devices on the communication
path.

Make sure that CIP communica-
tions are allowed in the firewall
function or Packet Filter functions
on the target node or the devices
on the communication path, and
then perform a tag data link.

An error occurred in the communi-
cations path.

Check the communications path
and take corrective measures if
there are any problems.

None

Attached infor-
mation

Attached information 1: IP address of the target node (example: COA8FAOQ1 hex for IP address of

192.168.250.1)

Precautions/

* This event des not occur for the following cases.

Remarks The Controller is connected as a target.
A connection timeout is occurring due to detection of a link OFF to an Ethernet switch.
* |f errors occur for multiple connections in one node, the event log is registered only for one connection
where an error is occurring.
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Event name Allowed Communications Bandwidth per Unit Exceed- | Event code 840C0000 hex
ed

Meaning The total bandwidth for the connections that are set or established for all of the EtherNet/IP ports exceeded the
allowed communications bandwidth of tag data links and CIP Safety communications per Unit.

Source X Bus EtherNet/IP Function Mod- Source details | 7 to 4: Mounting | Detection tim- | When establish-

ule

position of the X
Bus Unit (unit
number) and
CIP1/CIP2 are
given in combi-
nation

ing a tag data
link connection
or a CIP safety
connection

ing

Error attributes

Level Minor fault

Automatic re-
covery (after
downloading the
settings), cycle
the power sup-
ply, or Controller
reset

Recovery

Log category System

Effects

User program | Continues.

Operation

Tag data links and CIP Safety communications will not
operate in the bandwidth that exceeds the allowed
communications bandwidth per Unit.

Indicators

EtherNet/IP NET RUN

EtherNet/IP NET ERR

EtherNet/IP LINK/ACT

Flashes at 1-s intervals.

Flashes at 1-s intervals.

Device variable | Variable Data type Name
EIP_Comm1Status. TDLinkOpnErr | BOOL CIP Communications1 Tag Data
Link Connection Failed
EIP_Comm2Status. TDLinkOpnErr | BOOL CIP Communications2 Tag Data
Link Connection Failed
Cause and cor- | Assumed cause Correction Prevention

rection

An attempt was made to establish
a connection of communications
bandwidth (PPS), which is the sum
of the packet transmission rates of
the tag data links and CIP Safety
communications used for all Ether-
Net/IP ports, and it exceeded the
allowable communications band-
width of the Unit.

Change the settings of the origina-
tor node for tag data links and CIP
Safety communications so that
PPS for all port of the Ethernet/IP
port is within the allowable commu-
nications bandwidth per Unit, and
cycle the power supply to the Con-
troller or reset the Controller.

Set tag data links and CIP Safety
communications so that PPS for all
ports of the Ethernet/IP port is
smaller than the allowable commu-
nications bandwidth per Unit.

Attached infor-
mation

None

Precautions/
Remarks

The bandwidth usage (PPS) for tag data links on the EtherNet/IP port is shown on the Ethernet Information

tab page of the Network Configurator.

For the procedure to check the bandwidth usage (PPS), refer to the description on Ethernet Information Tab
Page in Checking Communications Status with the Sysmac Studio and Troubleshooting on the NJ/NX-series
CPU Unit Built-in EtherNet/IP Port User’s Manual (Cat. No. W506).
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Event name Number of Tag Sets for Tag Data Links Exceeded Event code 840E0000 hex
Meaning The total number of tag sets for tag data links for all Ethernet/IP ports exceeds the upper limit.
Source X Bus EtherNet/IP Function Mod- Source details | 7 to 4: Mounting | Detection tim- | At power ON,

ule

position of the X
Bus Unit (unit
number) and

Controller reset,
download from
the Sysmac Stu-

ing

CIP1/CIP2 are dio, or download
given in combi- from the Net-
nation work Configura-
tor
Error attributes | Level Minor fault Recovery Automatic re- Log category System
covery
Effects User program Continues. Operation Tag data link communications for the relevant port
were stopped.
Indicators EtherNet/IP NET RUN EtherNet/IP NET ERR EtherNet/IP LINK/ACT
Flashes at 1-s intervals. Flashes at 1-s intervals. -
Device variable | Variable Data type Name
EIP_Comm1Status.TDLinkCfgErr BOOL CIP Communications1 Tag Data
Link Setting Error
EIP_Comm2Status. TDLinkCfgErr BOOL CIP Communications2 Tag Data
Link Setting Error
Cause and cor- | Assumed cause Correction Prevention

rection

The total number of tag sets for all
ports that are set for tag data links
in each Ethernet/IP port exceeded
the maximum number the product
allows.

Change the number of tag sets so
that the total number of tag sets for
all ports that are set for tag data
links in each Ethernet/IP port does
not exceed the maximum number
the product allows.

When you change the number of
tag sets for tag data links in each
Ethernet/IP port, make sure that
the total number of tag sets for all
ports does not exceed the maxi-
mum number.

Attached infor-
mation

Attached information 1: The number of tag sets that are set for the port.
Attached information 2: Total number of tag sets that are set for the product.
Attached information 3: Maximum number of tag sets that the product allows.

Precautions/
Remarks

None
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Event name Unit Configuration Error, Combined Use of CIP Safety | Event code 342C0000 hex
and Tag Data Link

Meaning Tag data link communications and CIP Safety communications cannot be used together in one NX-series
EtherNet/IP Unit.

Source X Bus EtherNet/IP Function Mod- Source details | 7 to 4: Mounting | Detection tim- | Continuously

ule

position of the X
Bus Unit (unit
number) and

ing

CIP1/CIP2 are

given in combi-

nation
Error attributes | Level Observation Recovery - Log category System
Effects User program | Continues. Operation Not affected.
Indicators EtherNet/IP NET RUN EtherNet/IP NET ERR EtherNet/IP LINK/ACT

Device variable | Variable Data type Name
None
Cause and cor- | Assumed cause Correction Prevention

rection

Setting to use tag data link com-
munications was made to the NX-
series EtherNet/IP Unit that is in-
cluded in the CIP Safety connec-
tion settings.

Do not configure the NX-series
EtherNet/IP Unit, which is included
in the CIP Safety connection set-
tings, to use tag data link commu-
nications.

Do not configure the NX-series
EtherNet/IP Unit, which is included
in the CIP Safety connection set-
tings, to use tag data link commu-
nications.

The NX-series EtherNet/IP Unit
with tag data link communications
was added to the CIP Safety con-
nection settings.

Do not add the NX-series Ether-
Net/IP Unit, for which tag data link
communications are set to use, to
the CIP Safety connection settings.

Do not add the NX-series Ether-
Net/IP Unit, for which tag data link
communications are set to use, to
the CIP Safety connection settings.

Attached infor- | None
mation
Precautions/ None

Remarks
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Event name Access Detected Outside Range of Variable Event code 54E00000 hex
Meaning An access attempt to write a value out of range was detected for a tag variable that is used in a tag data link.
Source X Bus EtherNet/IP Function Mod- Source details | CIP1 or CIP2 Detection tim- | When writing a
ule ing value to a varia-
ble
Error attributes | Level Observation Recovery - Log category System
Effects User program | Continues. Operation Not affected.
Indicators EtherNet/IP NET RUN EtherNet/IP NET ERR EtherNet/IP LINK/ACT
Device variable | Variable Data type Name
None - -
Cause and cor- | Assumed cause Correction Prevention

rection

An out-of-range value was written
by an EtherNet/IP tag data link to a
variable with range specification.

A value that does not specify an
enumerator was written by an
EtherNet/IP tag data link to an enu-
meration variable.

Correct the value that is written to
the variable with range specifica-
tion so that the value is in the
range.

Correct the value that is written to
the enumeration variable so that
the value specifies an enumerator.

Write values that are in range for
variables with specified ranges.
Write values that specify enumera-
tors to enumeration variables.

Attached infor-
mation

None

Precautions/

* Write operations for out-of-range values or values that do not specify enumerators do not end normally.

Remarks * Write operations for in-range values or values that specify enumerators end normally.

Event name Tag Data Link Download Started Event code 94010000 hex

Meaning Changing the tag data link settings started.

Source X Bus EtherNet/IP Function Mod- Source details | 7 fo 4: Mounting | Detection tim- | At user opera-

ule

position of the X
Bus Unit (unit
number) and

tion

CIP1/CIP2 are

given in combi-

nation
Error attributes | Level Information Recovery --- Log category Access
Effects User program Continues. Operation Not affected.
Indicators EtherNet/IP NET RUN EtherNet/IP NET ERR EtherNet/IP LINK/ACT

Flashes at 1-s intervals.

Device variable | Variable Data type Name
None - ---
Cause and cor- | Assumed cause Correction Prevention

rection

Changing the tag data link settings
started.

Attached infor-
mation

Attached information 1: Controller status (01 hex: PROGRAM mode, 02 hex: RUN mode)

Precautions/
Remarks

None
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Event name Tag Data Link Download Finished Event code 94020000 hex
Meaning Changing the tag data link settings finished.
Source X Bus EtherNet/IP Function Mod- Source details | 7 to 4: Mounting | Detection tim- | At user opera-

ule

position of the X
Bus Unit (unit
number) and
CIP1/CIP2 are
given in combi-
nation

ing

tion

Error attributes | Level Information Recovery - Log category Access
Effects User program | Continues. Operation Not affected.
Indicators EtherNet/IP NET RUN EtherNet/IP NET ERR EtherNet/IP LINK/ACT

Flashes at 1-s intervals.

Device variable | Variable Data type Name
None --- -
Cause and cor- | Assumed cause Correction Prevention

rection

Changing the tag data link settings
finished.

Attached infor-
mation

Attached information 1: Controller status (01 hex: PROGRAM mode, 02 hex: RUN mode)

Precautions/ None

Remarks

Event name Tag Data Link Stopped Event code 94030000 hex

Meaning Tag data links were stopped by the Network Configurator, Sysmac Studio, special instructions or manipulation
of a system-defined variable. Or, the data link table was downloaded from Network Configurator or Sysmac
Studio.

Source X Bus EtherNet/IP Function Mod- Source details | 7 to 4: Mounting | Detection tim- | At user opera-

ule

position of the X
Bus Unit (unit
number) and
CIP1/CIP2 are
given in combi-
nation

ing

tion

Error attributes

Level Information

Recovery

Log category

Access

Effects

User program | Continues.

Operation

Not affected.

Indicators

EtherNet/IP NET RUN

EtherNet/IP NET ERR

EtherNet/IP LINK/ACT

Flashes at 1-s intervals.

Device variable | Variable Data type Name
None --- -
Cause and cor- | Assumed cause Correction Prevention

rection

Tag data links were stopped by the
Network Configurator, Sysmac Stu-
dio, special instructions or manipu-
lation of a system-defined variable.

Attached infor-
mation

Attached information 1: Controller status (01 hex: PROGRAM mode, 02 hex: RUN mode)
Attached information 2: Operation method (01 hex: Operation by Network Configurator or Sysmac Studio, 02
hex: Manipulation by a device variable, 03 hex: Manipulation by special instructions)

Attached information 3:

* When attached information 2 is 03 hex: IP address of the target node

* Other than the above: 0

Precautions/
Remarks

None
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14 Troubleshooting

Tag Data Link Started [Eventcode | 94040000 hex

Tag data links were started by the Network Configurator, Sysmac Studio, special instructions or manipulation of
a system-defined variable. Or, the data link table was downloaded from Network Configurator or Sysmac Stu-

dio.
X Bus EtherNet/IP Function Mod-
ule

1 to 4: Mounting
position of the X
Bus Unit (unit
number) and
CIP1/CIP2 are
given in combi-
nation

At user opera-
tion

Information
Continues.

Access
Not affected.

Tag data links were started by the
Network Configurator, Sysmac Stu-
dio, special instructions or manipu-
lation of a system-defined variable.
Attached information 1: Controller status (01 hex: PROGRAM mode, 02 hex: RUN mode)

Attached information 2: Operation method (01 hex: Operation by Network Configurator or Sysmac Studio, 02
hex: Manipulation by a device variable, 03 hex: Manipulation by special instructions)

Attached information 3:

* When attached information 2 is 03 hex: IP address of the target node

* Other than the above: 0

None
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Event name Tag Data Link All Run Event code 94070000 hex
Meaning Tag data link connections to all target nodes have been normally established.
Source X Bus EtherNet/IP Function Mod- Source details | 7 to 4: Mounting | Detection tim- | When establish-

ule

position of the X
Bus Unit (unit
number) and
CIP1/CIP2 are
given in combi-
nation

ing

ing a tag data
link connection

Error attributes | Level Information Recovery - Log category System

Effects User program | Continues. Operation Not affected.

Indicators EtherNet/IP NET RUN EtherNet/IP NET ERR EtherNet/IP LINK/ACT
Lights. - -—-

Device variable | Variable Data type Name
EIP_Comm1Status.TDLinkAlIRun- | BOOL CIP Communications1 All Tag Data
Sta Link Communications Status
EIP_Comm2Status. TDLinkAlIRun- | BOOL CIP Communications2 All Tag Data
Sta Link Communications Status

Cause and cor- | Assumed cause Correction Prevention

rection

Tag data link connections to all tar-
get nodes have been normally es-
tablished.

Attached infor- | None

mation

Precautions/ None

Remarks

Event name Restarting Ethernet Port Event code 96450000 hex

Meaning The EtherNet/IP port was restarted.

Source X Bus EtherNet/IP Function Mod- Source details | 7 to 4: Mounting | Detection tim- | At user opera-

ule

position of the X
Bus Unit (unit
number) and
CIP1/CIP2 are
given in combi-
nation

ing

tion

Error attributes | Level Information Recovery - Log category Access
Effects User program | Continues. Operation Not affected.
Indicators EtherNet/IP NET RUN EtherNet/IP NET ERR EtherNet/IP LINK/ACT

Device variable | Variable Data type Name
None --- -
Cause and cor- | Assumed cause Correction Prevention

rection

The EtherNet/IP port was restart-
ed.

Attached infor- | None
mation
Precautions/ None

Remarks
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14 Troubleshooting

14-5 Checking with Device Variables

14-46

You can check the status of current Controller errors in the X Bus Ethernet Function Module, X Bus
EtherNet/IP Function Module, and X Bus Unit Common Function Module with the device variables.
Refer to Section 6 Device Variables Related to the NX-series EtherNet/IP Unit on page 6-1 for details
on the device variables of the X Bus Ethernet Function Module and X Bus EtherNet/IP Function Mod-
ule.

Refer to Specifications for Individual Device Variables in the NJ/NX-series CPU Unit Software User’s
Manual (Cat. No. W501) for details on the device variables of the X Bus Unit Common Function Mod-
ule.
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14 Troubleshooting

14-6 Checking with the Network Configu-
rator

You can check the communications status of each device on the EtherNet/IP network (e.g. tag data
link connection status) with the Network Configurator.

14-6-1 The Network Configurator's Device Monitor Function

Connect the Network Configurator online, select the device to be checked, right-click to display the
pop-up menu, and select Monitor.

@ EtherNet/IP_1 [ () EtherNet/IP_2 |

132.168.250.2 192.168.250.10

RLICTH A CMmm Tkl e

J10jeanBLIUOY YIOMIaN BU} yum Bunidayd 9-pL

Parameter g

ﬂ Monitor...

Reset

The Monitor Device Dialog Box will be displayed.

m Precautions for Correct Use

Monitoring may not be performed if the following settings are configured on the NJ/NX-series
Controller on the connection route or on the destination NJ/NX-series Controller. If monitoring is
not performed, check the following settings. Refer to CIP Message Server on page 7-16,
andPacket Filter on page 7-8 for details on the settings.

» The Do not use Option is selected for the CIP message server.

» The Use Option is selected for Packet Filter.

uoloUN 4 JOHUOJ 82IA8( S,101eINBIIU0D YIOMISN YL L-9-v|

@ Additional Information

If a communications error occurs during monitoring, the dialog box will continue to show the last
information that was collected.

To start monitoring again, close the Monitor Device Dialog Box, and then open the Monitor
Device Dialog Box again.

@ Status 1 Tab Page
The following check boxes are displayed for the status. If a check box is checked with [¥], the sta-

tus is TRUE.
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14 Troubleshooting

Classification Item TRUE status description
Ethernet Status Com. Controller Error An error occurred in the Communications Controller.
IP Address Duplicated The same IP address is assigned to more than one
node.
On-Line The Unit is online. (The EtherNet/IP Unit can perform
communications processing.)
Multiple Switch ON More than one data link start/stop switch changed to
TRUE at the same time.
Data Link Status Comparison Error The remote node information in the tag data link param-
eters was different from the actual node information.
Main causes:

* The specified target does not exist.

* The variable name does not match.

* The connection size is different.

* Connection resources are not sufficient.

Data Link Status Tag Data Link Error There were two or more errors in a connection as an
originator.
Invalid Parameter An error was found in the parameters for tag data links
that are saved in non-volatile memory.
All Tag Data Link Tag data links are communicating in all connections as
the originator.
Tag Data Link Tag data links are communicating in one or more con-
nections as the originator.
Configuration Er- | Ethernet Link Status A link is established with the Ethernet switch.
ror Status Ethernet Basic Settings Log- | The following settings are incorrect:
ic Error * TCPI/IP settings (IP address, subnet mask, or link set-
tings)
IP Router Table Error There is a mistake in the IP router table information.
Ethernet Ext Config Logical | Always FALSE.
Error
BOOTP Server Error One of the following errors occurred when using the
BOOTP server:
* The IP address received from the BOOTP server is
incorrect.

* A communications timeout occurred with the server.

In the Target Node Status, information about the target node that acts as the originator is dis-
played.

If all tag data link connections to the node are established and normal, this information is displayed
in blue. However, if any connection is broken it is displayed in red.
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14 Troubleshooting

-

Monitor Device @

Status 1 |S:tatu32 | Connection I Controller Log I Tag Status | Bthemet Humdinn|

Ethemet Status
["]Com. Controller Ermor [T Multiple Switch ON
[1IP Address Duplicated
On-Line

Data Link Status
[] Comparison Emor [¥] Al Tag Data Link
[] Tag Data Link Emor [¥] Tag Data Link

[ Invalid Parameter

Configuration Emor Status

Ethemet Link Status [] Bthemet Ext Config Logical Emor
[ | Bthemet Corfig Logical Emor [ ] BOOTP Server Emor

[]IP Router Table Emor

Target Node Status

op 002

J10jeanBLIUOY YIOMIaN BU} yum Bunidayd 9-pL
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14 Troubleshooting

@ Status 2 Tab Page

This tab page displays information on nodes with tag data link originator settings. This information
is in blue if the connection is normal, or red if an error occurred.

CrrrE— x
Status 1 Status 2 IConnecLion I Controller Log I Tag Statusl Ethemet Information |
r~ Target Controller Status
@ 010
RUN: @ ERROR : @
Close

@ Additional Information

The target Controller status can be used when the Controller status is set to Included for all the
target sets for both originator and target connections.
If it is set to Not included, it is grayed out on the display.

14-50 NX-series EtherNet/IP Unit User's Manual (W627)



14 Troubleshooting

® Connection Tab Page

» Target Node Status
Information about the target node that acts as the originator is displayed.
If all tag data link connections to the node are established and normal, this information is dis-
played in blue. However, if any connection is broken it is displayed in red.
However, this information is displayed in gray if the connection to the node is stopped.

» Connection Status
The Status Column of the connection status shows the status of each connection that is set as
the originator. The connection status can be used to identify the cause of tag data link errors.
Refer to 14-6-2 Connection Status Codes and Troubleshooting on page 14-55 for details on the
connection status.

Monitor Device x|

Status 1 I Status 2 Connection IControIIer Log | Tag Status | Ethemet Information I

r~ Target Node Status

@010

J10jeanBLIUOY YIOMIaN BU} yum Bunidayd 9-pL

Start Connection Stop Connection

r Connection Status

Close |
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14 Troubleshooting

® Controller Log Tab Page

This tab page displays the Controller event log that is stored in the NX-series EtherNet/IP Unit.
The error history shows errors that have occurred. It can be saved in a file in the computer.

Monitor Device - __ ll

Status 1| Status 2| Comnection Controller Log | Tag Status | Ethemet information |

System Event Log | Access Evert Log |

Time of Event | Event Code [ Source | Content .
€92011/06/22.. 94070000 EtherNet/IP Tag Data Link Al |
A42011/06/22.. 24080000 EtherNet/IP  Tag Data Link Tim
€92011/06/22.. 94070000 EtherNet/IP Tag Data Link Al |
€92011/06/22.. 94050000 BtherNet/IP  Link Detected
ﬂZD‘I‘I/DGfZZ 84060000 EtherMet/IP  Link OFF Detectec
€92011/06/22.. 94080000 BtherNet/IP  IP Address Foed
0201 1/06/22. 54050000 EtherNet/IP Link Detected
14 2011/06/22... 34270000 BtherMet/IP  Tag Name Resolu
€ 2011/06/22.. 90130000 PLC Operation Started
€92011/06/22.. 30110000 PLC Power Tumed ON
€ 2011/06/21.. 90120000 PLC Power Intemupted
€92011/06/21.. 94070000 EtherNet/IP Tag Data Link Al [
€92011/06/21... 94050000 BtherNet/IP  Link Detected
142011/06/21... 84060000 EtherNet/IP Lirk OFF Detectec
€92011/06/21.. 94050000 BtherNet/IP  Link Detected
ﬂ?ﬂ‘l‘l/ﬂﬁf?‘l 24060000 EtherMet/IP Link OFF Detectec
€92011/06/21... 90130000 PLC Operation Started
0201 1/06/21 54050000 EtherMet/IP Link Detected
A42011/06/21... 84060000 BtherNet/IP  Link OFF Detectec
02011/06}'21... 54080000 EtherMet/IP 1P Address Foed
frZD'I'I/DGfZ‘I... 30140000 PLC Operation Tas st:z =
Save.

Monitor Device > __ il

Stetus 1| Status 2| Connection Cortroller Log | Tag Status | Etnemet information |

System Event Log mssgmm]

Time of Event | Event Code | Source | Corntent
€92011/06/22.. 94060000 EtherNet/IP Restating Ethemet...
€92011/06/22.. 54020000 EtherNet/IP Tag Data Link Dow...
02011/M. 54010000 EtherMet/IP Tag Data Link Dow...
€92011/06/22.. 54030000 BtherNet/IP Tag Data Link Stop...
€92011/06/71 . 54060000 EtherMet/IP  Restarting Ethemet
€92011/06/21... 94020000 BtherNet/IP  Tag Data Link Dow...
20110621 54010000 EtherNet/IP Tag Data Link Dow
€92011/06/21... 94030000 BtherMet/IP  Tag Data Link Stop...
€92011/06/21... 94060000 EtherNet/IP  Restatting Ethemet...
€92011/06/21... 54020000 BtherMet/IP Tag Data Link Dow...
02011!’06»‘21 .. 54010000 EtherMet/IP Tag Data Link Dow...
02011/0&21 .. 54030000 EtherMet/IP Tag Data Link Stop...
€92011/06/21... 94040000 EtherMet/IP  Tag Data Link Star...
€92011/06/21.. 94030000 EtherNet/IP Tag Data Link Stop...

€92011/06/21... S00BOOOD  PLC Memaory All Cleared
€2011/06/21 . 900CD000  PLC Event Log Cleared
4] [

Close: |
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14 Troubleshooting

® Tag Status Tab Page
This tab page displays if the tag settings for each tag for tag data links are set so that data can be
exchanged with the NX-series EtherNet/IP Unit.
The following status is displayed depending on the status that is set.

Normally resolved:
Resolving:

Different sizes:

No tag:

Attribute error:

Normal data exchange is possible.

The variables with tags are being resolved.

When the resolution is completed normally, a connection will be established and the data ex-
change will start.

Different sizes are set for the network variables and the tag settings.

A connection will not be established for a tag for which this error occurs.

A network variable is not set in the variable table in the NX-series EtherNet/IP Unit for the speci-
fied tag setting. Or, instead of a member of union variable, unions are specified.

A connection will not be established for a tag for which this error occurs.

1. Writing is not possible for Read Only and Constant attributes.
2. The I/O direction that is set in the tag data link settings does not agree with the 1/O direction
of the variable in the NX-series EtherNet/IP Unit. There is an error in the setting of a Net-

work Publish attribute for a NX-series EtherNet/IP Unit variable.
A connection will not be established for a tag for which this error occurs.

If the status is not “Normally resolved”, check the tag data link settings or the network variable set-
tings in the variable table in the NX-series EtherNet/IP Unit.

Monitor Device x|

 Status 1 I Status ZI Connection I Cortroller Log  Tag Status I Ethemet Information I

Name | InAQut | Status |

Y= Net_In Input 0]

Y2 Net_Out Output Ok
Update

Close |
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14 Troubleshooting

14-54

® Ethernet Information Tab Page

This tab page displays the communications status at the communications driver level of the Ether-

Net/IP port.

The error counter information can be used to confirm whether communications problems have oc-

curred.

The tag data link information can be used to confirm characteristics such as the Bandwidth (pps).

Monitor Device

 Status 1 I Statule Connection I Cortroller Log I Tag Status  Ethemet Information |

]

- General

Speed : 100MBps Full Duplex
MALC Address : 00-00-DA-3C-41-D9

 Recv Send
Octets 180312 Octets 54130
Unicast Packets : 403 Unicast Packets : 354
Nen-Unicast Packets : 1704 Mon-Unicast Packets : 656
Discards 0 Discards : 1]
Ermors 0 Emors : 1]
r~ Emor Counter
Alignment Emors : 0 FCS Errors : 0
Excessive Collisions : 0
Camier Sense Emors : 0
Frame Too Long : 0
r Tag Data Link
Bandwidth (PP5) : 50
Average of TxRx Packets 83 Maimum : Ll
Average of Rx Packets 60 Maimum : 61
Average of Tx Packets 29 Maimum : 30
Receive Multicast Packets : 1660
Link OFF Emors : 2

Collection’s Start Time :

2011/06/22 08:58:51.472
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14 Troubleshooting

14-6-2 Connection Status Codes and Troubleshooting

This section explains how to identify and correct errors based on the tag data link's connection status.
The connection status can be read using the Connection Tab Page of Monitor Device Window with
the Network Configurator. Refer to 74-6-1 The Network Configurator's Device Monitor Function on
page 14-47 for details.

@ Additional Information

The connection status has the same meaning as the Connection Manager's General and Addi-
tional error response codes, as defined in the CIP specifications.

The following table shows the likely causes of the errors causes for each configuration and connection

status (code).

Originator

Target

Configuration 1

CS1W-EIP21, CS1W-EIP21S, CJ1W-EIP21,
CJ1W-EIP21S, CJ2H-CPUOO-EIP, CJ2M-
CPU30, NJ501-0000, NJ301-0000, NJ101-
OO00, NX701-0000, NX502-0000, NX-
EIP201, NX102-0000, NX1P2-000000

CS1W-EIP21, CS1W-EIP21S, CJ1W-EIP21,
CJ1W-EIP21S, CJ2H-CPULIO-EIP, CJ2M-
CPU30, NJ501-0000, NJ301-0000, NJ101-
00004, NX701-0000, NX502-0000, NX-
EIP201, NX102-0000, NX1P2-000000

Configuration 2

CS1W-EIP21, CS1W-EIP21S, CJ1W-EIP21,
CJ1W-EIP21S, CJ2H-CPUOO-EIP, CJ2M-
CPU30, NJ501-0000, NJ301-0000, NJ101-
OO00, NX701-0000, NX502-0000, NX-
EIP201, NX102-0000, NX1P2-000000

Products from other manufacturers

Configuration 3

Products from other manufacturers

CS1W-EIP21, CS1W-EIP21S, CJ1W-EIP21,
CJ1W-EIP21S, CJ2H-CPULIO-EIP, CJ2M-
CPU30, NJ501-00000, NJ301-0000, NJ101-
0000, NX701-0000, NX502-0000, NX-
EIP201, NX102-0000, NX1P2-000000

Connection status Handling
General | Additional Source of error Configuration | Configuration | Configuration
Status Status 1 2 3
(hex) (hex)
00 0000 Normal status code: - -—- -—-
The connection has been opened and
the tag data link is communicating nor-
mally.

01 0100 Error code returned from target: This error does | Depends on Depends on
Attempted to open multiple connections | not occur. the target's the originator's
for the same connection. specifications. | specifications.

(This error (This error
should not oc- | should not oc-
cur. If it does, cur. If it does,
contact the tar- | contact the

get device's originator devi-

manufacturer.)

ce's manufac-
turer.)
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14 Troubleshooting

Connection status

Handling

General | Additional Source of error Configuration | Configuration | Configuration
Status Status
1 2 3
(hex) (hex)

01 0103 Error code returned from target: This error does | Confirm that Confirm that
Attempted to open a connection with an | not occur. the target sup- | the originator
unsupported transport class. ports Class 1. | supports Class

1.

01 0106 Duplicate consumers: If the tag data | Depends on If the tag data
Attempted to open multiple connections | link is stopped | the target's link is stopped
for single-consumer data. or started, this | specifications. | or started, this

error may oc- (Contact the error may oc-
cur according target device's | cur according
to the timing, manufacturer.) | to the timing,
but the system but the system
will recover au- will recover au-
tomatically. tomatically.

01 0107 Error code returned from target: This error does | This error does | This is not an
Attempted to close a connection, but that | not occur. not occur. error because
connection was already closed. the connection

is already
closed.

01 0108 Error code returned from target: This error does | Check which Check which
Attempted to open a connection with an | not occur. connection connection
unsupported connection type. types can be types can be

used by the used by the
target. originator. (An
(Contact the error will occur
manufacturer.) | if a connection
Only multicast | other than a
and point-to- multicast or
point connec- point-to-point
tions can be connection is
set. set.)

01 0109 Error code returned from target: Check the connection (sizes) set in the originator
The connection size settings are differ- and target.
ent in the originator and target.

01 0110 Error code returned from target: Check whether | Depends on Check whether
The target was unable to open the con- | the tag data the target's the tag data
nection, because of its operating status, | link is stopped | specifications. | link is stopped
such as downloading settings. at the target. (Contact the at the target.

(Restart the tag | target device's | (Restart the tag
data link com- | manufacturer.) | data link com-
munications munications
with the soft- with the soft-
ware switch.) ware switch.)

01 0111 Error code returned from target: This error does | Check the tar- | Set the origina-
The RPI was set to a value that exceeds | not occur. get's RPI set- tor's RPI set-
the specifications. ting specifica- | ting to 10 sec-

tions. onds or less.
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Connection status

Handling

General | Additional Source of error Configuration | Configuration | Configuration
Status Status 1 2 3
(hex) (hex)

01 0113 Error code generated by originator or re- | Check the con- | Check the con- | Check the con-
turned from target: nection set- nection set- nection settings
Attempted to open more connections tings (number | tings (number | (number of
than allowed by the specifications. of connections) | of connections) | connections) at
Connections of tag data link communica- | at the origina- | at the origina- | the originator
tions and CIP Safety communications tor and target. | tor and target. | and target.
are used together. Check whether | Check the con- | Check the con-

a Unit nection specifi- | nection specifi-

Configuration cations for de- | cations for de-

Error, vices from oth- | vices from oth-

Combined Use | er manufactur- | er manufactur-

of CIP Safety ers. ers.

and Tag Data Check whether | Check whether

Link a Unit a Unit

(342C0000 Configuration Configuration

hex) observa- Error, Error,

tion level event | Combined Use | Combined Use

occurred in the | of CIP Safety of CIP Safety

NX-series and Tag Data and Tag Data

EtherNet/IP Link Link

Unit which is (342C0000 (342C0000

on the path of | hex) observa- | hex) observa-

tag data link tion level event | tion level event

communica- occurred in the | occurred in the

tions. NX-series NX-series
EtherNet/IP EtherNet/IP
Unit which is Unit which is
on the path of | on the path of
tag data link tag data link
communica- communica-
tions. tions.

The NX502 CPU Unit is set to disable Make sure that the NX502 CPU Unit on the CIP
CIP Safety communications. Safety communications path is set to enable CIP

Safety communications.

01 0114 Error code returned from target: This error does | Depends on Check the orig-
The Vendor ID and Product Code did not | not occur. the target's inator's con-
match when opening connection. specifications. | nection set-

(Contact the tings.
target device's

manufacturer.)

Check that the

target device's

EDS file is cor-

rect.

NX-series EtherNet/IP Unit User's Manual (W627) 14-57

J10jeanBLIUOY YIOMIaN BU} yum Bunidayd 9-pL

Buooyss|gnoJl] pue sepod) snieis UoNoauuo) Z-9-|



14 Troubleshooting

Connection status

Handling

General | Additional Source of error Configuration | Configuration | Configuration
Status Status
1 2 3
(hex) (hex)

01 0115 Error code returned from target: This error does | Depends on Check the orig-
The Product Type did not match when not occur. the target's inator's con-
opening connection. specifications. | nection set-

(Contact the tings.
target device's
manufacturer.)

Check that the

target device's

EDS file is cor-

rect.

01 0116 Error code returned from target: Check the ma- | Depends on Check the orig-
The Major/Minor Revisions did not jor and minor the target's inator's con-
match when opening connection. revisions set specifications. | nection set-

for the target (Contact the tings.
device and target device's
connection. If | manufacturer.)
necessary, ob- | Check that the

tain the most target device's

recent EDS file | EDS file is cor-

and set it rect.

again.

01 0117 Error code returned from target: Check whether | Depends on Check the orig-
The tag set specified in the connection's | the originator the target's inator's con-
target variables does not exist. and target tag | specifications. | nection set-

sets and tags (Contact the tings. Check

are set correct- | target device's | whether the

ly. manufacturer.) | target tag sets
and tags are
set correctly.

01 011A Error code generated by originator: Unexpected Unexpected Depends on
Connection could not be established be- | network traffic | network traffic | the target's
cause the buffer was full due to high traf- | may have been | may have been | specifications.
fic. received. received. (Contact the

If there are pla- | If there are pla- | target device's
ces where ces where manufacturer.)
broadcast broadcast

storms occur, storms occur,

such as loop such as loop

connections in | connections in

the network the network

connection for- | connection for-

mat, then cor- mat, then cor-

rect them. rect them.

01 011B Error code returned from target: This error does | Depends on Set the origina-
The RPI was set to a value that is below | not occur. the target's tor's RPI set-
the specifications. specifications. | ting to 1 ms or

(Contact the greater.
target device's
manufacturer.)
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Connection status

Handling

General | Additional Source of error Configuration | Configuration | Configuration
Status Status
1 2 3
(hex) (hex)

01 0127 Error code returned from target: This error does | Check the con- | This error does
The connection data size settings are not occur. nection (sizes) | not occur.
different in the originator and target. set in the origi-

(data from originator to target) nator and tar-
get.
(data from orig-
inator to target)
Depends on
the target's
specifications.
(Contact the
manufacturer.)
Check that the
target device's
EDS file is cor-
rect.

01 0128 The connection data size settings are Check the connection (sizes) set in the originator
different in the originator and target. and target.

(data from target to originator) (data from target to originator)

01 0203 Error code generated by originator: Tag data link communications from the target timed
The connection timed out. out. Check the power supply and cable wiring of

the devices in the communications path, including
the target and switches. If performance has drop-
ped due to heavy traffic, change the performance
settings. For example, increase the timeout time or
RPI setting.

Also, check whether the CIP message communica-
tions of the target are stopped and whether the CIP
communications are permitted by Packet Filter
function of the originator or the device on the route.

01 0204 Error code generated by originator: There was no response from the target. Check the
The connection open process timed out. | power supply and cable wiring of the devices in the

communications path, including the target and
switches.

Also, check whether the CIP message communica-
tions of the target or originator are stopped and
whether the CIP communications are permitted by
Packet Filter function of the target device or the de-
vice on the route.

01 0205 Error code returned from target: This error does | Depends on Depends on
There was a parameter error in the not occur. the target's the originator's
frame used to open the connection. specifications. | specifications.

(Contact the (Contact the

target device's
manufacturer.)

originator devi-
ce's manufac-
turer.)
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Connection status

Handling

General | Additional Source of error Configuration | Configuration | Configuration
Status Status
1 2 3
(hex) (hex)

01 0301 Error code generated by originator or re- | Check the total | Check the total | Check the total
turned from target: number of the | number of the | number of the
Total number of tag sets that are set to tag sets that tag sets that tag sets that
the product was exceeded. are set to the are set to the are set to the

product and set | product and set | product and set
the tag sets so | the tag sets so | the tag sets so
that the total that the total that the total
number does number does number does
not exceed the | not exceed the | not exceed the
maximum of maximum of maximum of
the allowable the allowable the allowable
number. number. number.

01 0302 Error code generated by originator or re- | Check the con- | Check the tar- | Check the con-
turned from target: nection set- get's connec- nection settings
The tag data link's allowable bandwidth | tings (number | tion settings (number of
(pps) was exceeded. of connections | (number of connections

and RPI) at the | connections and RPI) at the
originator and and RPI). originator and
target. Check the con- | target.

nection set-

tings (number

of connections

and RPI) at the

originator and

target.

01 0311 Error code returned from target: This error does | Depends on Depends on
There was a parameter error in the not occur. the target's the originator's
frame used to open the connection. specifications. | specifications.

(Contact the (Contact the

target device's | originator devi-

manufacturer.) | ce's manufac-
turer.)

01 0312 Error code returned from target: This error does | Depends on Depends on
There was a parameter error in the not occur. the target's the originator's
frame used to open the connection. specifications. | specifications.

(Contact the (Contact the

target device's | originator devi-

manufacturer.) | ce's manufac-
turer.)

01 0315 Error code returned from target: This error does | Depends on Depends on
There was a parameter error in the not occur. the target's the originator's
frame used to open the connection. specifications. | specifications.

(Contact the (Contact the
target device's | originator devi-
manufacturer.) | ce's manufac-
turer.)
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Connection status

Handling

General | Additional Source of error Configuration | Configuration | Configuration
Status Status
1 2 3
(hex) (hex)

01 0316 Error code returned from target: This error does | Depends on Depends on
There was a parameter error in the not occur. the target's the originator's
frame used to close the connection. specifications. | specifications.

(Contact the (Contact the

target device's | originator devi-

manufacturer.) | ce's manufac-
turer.)

01 031C Error code generated by originator: This error does | The originator | Depends on
Some other error occurred. not occur. generates this | the originator's

code when an | specifications.
unsupported (Contact the
response code | originator devi-
is returned ce's manufac-
from the target | turer.)

in reply to an

open request.

08 - Error code returned from target: This error does | Depends on Depends on
There is no Forward Open or Large For- | not occur. the target's the originator's
ward Open service in the target device. specifications. | specifications.

(Contact the (Contact the

target device's
manufacturer.)

originator devi-
ce's manufac-
turer.)
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14 Troubleshooting

Connection status Handling
General | Additional Source of error Configuration | Configuration | Configuration
Status Status 1 2 3

(hex) (hex)

DO 0001 Error code generated by originator: The connection | The meaning Depends on

The connection operation is stopped. was stopped of this error the originator's
because the code is defined | specifications.
Tag Data Link | by each ven- (Contact the
Stop Bit was dor, so it de- originator devi-
turned ON, or | pends on the ce's manufac-
the settings da- | target's specifi- | turer.)
ta is being cations.
downloaded. (Contact the
Either turn ON | target device's
the Tag Data manufacturer.)
Link Start
Switch, or wait
until the set-
tings data has
been down-
loaded.
This code in-
cludes fatal
Controller er-
rors and Unit
failure. To han-
dle these er-
rors, refer to
the NJ/NX-
series
Troubleshootin
g Manual (Cat.
No. W503).

DO 0002 Error code generated by originator: Wait until the The meaning Depends on
The connection is being opened (open- | opening proc- | of this error the originator's
ing processing in progress). essing is com- | code is defined | specifications.

pleted. by each ven- (Contact the
dor, so it de- originator devi-
pends on the ce's manufac-
target's specifi- | turer.)
cations.
(Contact the
target device's
manufacturer.)
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Connection status

Handling

General | Additional Source of error Configuration | Configuration | Configuration
Status Status 1 2 3
(hex) (hex)
OMRON error code
01 0810 Error code returned from target: Automatically The meaning Automatically
The latest data cannot be retrieved from | recovered by of this error recovered by
the CPU Unit after a connection was connection code is defined | connection
opened. (Automatic recovery by connec- | open retry. by each ven- open retry.
tion open retry) dor, so it de-
pends on the
target's specifi-
cations.
(Contact the
target device's
manufacturer.)
01 0811 Error code generated by originator: Automatically Automatically The meaning of

The latest data cannot be retrieved from
the CPU Unit after a connection was
opened. (Automatic recovery by connec-
tion open retry)

recovered by
connection
open retry.

recovered by
connection
open retry.

this error code
is defined by
each vendor,
so it depends
on the origina-
tor's specifica-
tions.
(Contact the
originator devi-
ce's manufac-
turer.)
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14 Troubleshooting
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Maintenance and Inspection
]

This section describes cleaning and inspection methods and maintenance procedures.

15-1 Maintenance and INSPECiON ........ccoeeeiiiiiieceeiec e e e 15-2
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15 Maintenance and Inspection

15-1 Maintenance and Inspection

Refer to Maintenance and Inspection in the NX-series NX502 CPU Unit Hardware User’s Manual (Cat.
No. W629) for information on cleaning and inspection methods and maintenance procedures of the
NX-series EtherNet/IP Unit.
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The appendices provide datasheets for the NX-series EtherNet/IP Unit, dimensions,
and other information.

N N 0 1104 1= 5 T= T o =T A-2

A-2 Functional Comparison of EtherNet/IP Ports on NJ/NX-series
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A-3 Use the Sysmac Studio to Set the Tag Data Links (EtherNet/IP
(00 4 =Y o2 { o 1= A-6
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With the Sysmac StUIO ........coueiiiiii e A-6
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SYSMAC STUAIO ettt e A-7
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A-6-2 Creating a Tag or Tag Set for Generic DeviCe...........ccceeiiiiiieeeiiiiieeeeee A-52
A-7 TCP/UDP Port Numbers Used for the NX-series EtherNet/IP Unit.......... A-56
A-8 Version INformation ...........cccoriiiriiiiiceere e A-58
A-8-1 Relationship between Unit VErsions............ccocoiiiieiiiiciiiiee e A-58

NX-series EtherNet/IP Unit User's Manual (W627) A-1




Appendices

A-1 Dimensions
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I Installation Height

Approx. 150 to 175

120
T ————
. ™=
I}
o
1
| e

suoisuawi(q L-y

(Unit: mm)

The dimension from the back of the Unit to the communications cable varies depending on the cable

connector. Use the following dimensions as a guide.

Cable connector . . .
Dimension from the back of the Unit to the cable
Manufacturer Model
Panduit Corporation | MPS588-C Approx. 150 mm
OMRON XS6G-T421-1 | Approx. 175 mm
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A-2 Functional Comparison of EtherNet/IP
Ports on NJ/NX-series CPU Units and
Other Series

|
O: Supported, ---: Not supported
Built-in Built-in Built-in Built-in Built-in
EtherNet/IP | EtherNet/IP | EtherNet/IP | EtherNet/IP | EtherNet/IP NX-series
Item port on port on port on port on port on NJ- | EtherNet/IP
NX701 CPU | NX502 CPU | NX102 CPU | NX1P2 CPU | series CPU Unit
Unit Unit Unit Unit Unit

Tag data link communica- OK OK OK OK OK OK
tions service

CIP message communica- OK OK OK OK OK OK
tions service

IP routing OK OK OK -—- --- OK
Socket services OK OK OK OK OK
FTP server OK OK OK OK OK ---
FTP client OK OK OK OK OK
Mail send/receive - --- --- - --- ---
Web functions -— -— -
Automatic adjustment of OK OK OK OK OK ---
PLC/Controller’s internal

clock

Error history oK™ oK™ oK1 oK™ oK™ oK™
Response to PING com- OK OK OK OK OK OK
mand

SNMP/SNMP trap OK OK OK OK OK OK
CIDR function for IP ad- OK OK OK OK OK OK
dresses

DHCP client - OK --- - --- ---
Online connection via Ether- - -—- - - - -
Net/IP using CX-One

Online connection via Ether- OK OK OK OK OK OK
Net/IP using Network Con-

figurator

Mounting in an NJ-series - - - -—- - -
CPU Unit

Connection settings using OK OK OK OK OK OK
the Sysmac Studio

*1. This is equivalent to the event log in the EtherNet/IP of an NJ-series Controller.
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OK: Supported, ---: Not supported

Cl-series CJ2H-CPU6LI-EIP CS1W-EIP21 CS1W-
T e — CJ2Mm-CPU3O CJ1W-EIP21 EIP21S
Unit Unit ver- | Unitver- | Unit ver- | Unitver- | Unitver- | Unitver- | CJ1W-
sion1.0 | sion2.0 | sion2.1 | sion1.0 | sion2.0 | sion 2.1 EIP21S
Tag data link commu- -—- OK OK OK OK OK OK OK
nications service
CIP message commu- --- OK OK OK OK OK OK OK
nications service
IP routing - - - - - - - -
Socket services OK - -— - OK
FTP server OK --- OK OK - OK OK OK
FTP client -—- -—- - -—- - - -—- -
Mail send/receive OK --- --- --- - --- --- ---
Web functions OK - -— - -
Automatic adjustment OK --- OK OK - OK OK OK
of PLC/Controller’s in-
ternal clock
Error history OK OK OK OK OK OK OK OK
Response to PING OK OK OK OK OK OK OK OK
command
SNMP/SNMP trap OK OK --- OK OK OK
CIDR function for IP --- --- OK OK - OK OK OK
addresses
DHCP client -—- -—- - -—- - - -—- -
Online connection via OK - OK OK - OK OK OK
EtherNet/IP using CX-
One
Online connection via - OK OK OK OK OK OK OK
EtherNet/IP using Net-
work Configurator
Mounting in an NJ- - - - - - - OK*1*2 OK'1"3
series CPU Unit
Connection settings - - - OK - - OK OK
using the Sysmac Stu-
dio

*1.  You cannot use the following functions if you connect to the CPU Unit through an EtherNet/IP Unit.
* Placing the Sysmac Studio online with the CPU Unit (However, you can place the Network Configurator online)
* Using the Troubleshooter of an NS-series PT
*2.  The CJ1W-EIP21 can be mounted on the NJ-series CPU Unit in the following combinations.
* CJ1W-EIP21: Unit version 2.1 or later
* NJ-series CPU Unit: Unit version 1.01 or later
* Sysmac Studio: Version 1.02 or higher
The CS1W-EIP21 cannot be mounted to the NJ-series CPU Unit.
*3.  The CJ1W-EIP21S can be mounted on the NJ-series CPU Unit in the following combinations.
* CJ1W-EIP21S: Lot number: 24100101 or later
* NJ-series CPU Unit: Unit version 1.67 or later
* Sysmac Studio: Version 1.60 or higher
The CS1W-EIP21S cannot be mounted to the NJ-series CPU Unit.
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A-3 Use the Sysmac Studio to Set the Tag
Data Links (EtherNet/IP Connections)

A-3-1  Overview of the Tag Data Links (EtherNet/IP Connections) Set-
tings with the Sysmac Studio

You can use the Sysmac Studio to set the settings required for creating tag data links (EtherNet/IP

connections)*1 on the NX-series EtherNet/IP Units.

*1. The tag data links and EtherNet/IP connections enable cyclic tag data exchanges on an EtherNet/IP network
between Controllers or between Controllers and other devices. Here, "EtherNet/IP connection" refers to both
the tag data links and the EtherNet/IP connections.

Acceptable System Configuration Conditions for Setting the Ether-
Net/IP Connection Settings on the Sysmac Studio

If an NX-series EtherNet/IP Unit operates as the originator device, you can use the Sysmac Studio to
set the originator device settings for the EtherNet/IP connections.
Similarly, if an NX-series EtherNet/IP Unit operates as the target device, you can use the Sysmac Stu-

dio to set the tags and tag sets of the target device.
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Settings for the originator device Settings for the target device

NX-series Controller NX-series Controller

b
1L

&
i

(NX-series EtherNet/IP (NX-series EtherNet/IP

Setting only with the Network
—o .E!ﬂ <::| Configurator is possible.

FHIFZIFQ/Z\W-series Sensor
or another similar Unit Tag and tag set settings
e ) n:
——— I‘EE. : < ] | Settings not required.
0

>

&

c

[7]

Unit Unit =
Two EtherNet/IP ports) Two EtherNet/IP ports) >
(%]

LY L) g

= = = = 3

= . = = S

i i &

(Two built-in < e (Two built-in c
EtherNet/IP ports) — EtherNet/IP ports) g'-
‘S

NJ-series Controller NJ-series Controller ) oy
Tag and tag set settings 2

1 milii= Setting with the Sysmac g

I » <::| Studio is possible. o

Y]

(CPU Unit built-in (CPU Unit built-in EtherNet/IP port g
EtherNet/IP port or or EtherNet/IP Unit) 5
i i =

EtherNet/IP Unit) CS-/CJ-series PLC Tag and tag set settings i
m

5

o

4

]

=

o

0

o)

=]

=]

[1°]

a

s

=]

2

T

Tag and tag set settings Connection settings
Setting with the Sysmac Setting with the Sysmac
Studio is possible. Studio is possible.

olp

-n)g oewsAS 8yl yum sbumag uonosuuod) diAeNIayld syl aye|\ 01 8inpasold Z-8-Y

Use the Network Configurator if a CS/CJ-series PLC operates as the originator device.

Settings for the originator device Settings for the target device
2> . 2
0lm
CS-/CJ-series PLC NX-series EtherNet/IP Unit

\_Y_/

Setting only with
the Network Configurator is possible.

A-3-2  Procedure to Make the EtherNet/IP Connection Settings with the
Sysmac Studio

1 Registering devices * Main Window

l Register devices with which the EtherNet/IP connections
are established to the project.

Setup Window

2 Creating network variables! -~ Refer to Registering the Net-  Global Variable Table on the
work Variable for the Origina- Sysmac Studio
tor Device on page A-13.
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l
3 Registering tags and tag sets

--- Refer to Registering the Tag  EtherNet/IP Connection Set-
and Tag Set on page A-14. tings (Tag Set Display)

l Register the network variables that are set in step 2 as

tags and tag sets.
4 Setting connections

! Specify devices (i.e.

--- Refer to Setting Connections EtherNet/IP Connection Set-
for the Originator Device on tings (Connection Display)
page A-17.
, target devices and originator devi-

ces) and tag sets to communicate with using the Ether-

Net/IP connections.
5 Going online from the Sysmac Studio

!
6 Downloading EtherNet/IP connection
settings
Note Connections automatically start after
the download.

!
7 Checking operation

Stopping and starting connections

--- Refer to Transferring the * Main Window
Connection Settings Data on
page A-29.

--- Refer to Transferring the * Synchronization Window/
Connection Settings Data on Transfer to Controller Dia-
page A-29. log Box

* EtherNet/IP Connection
Settings
--- Refer to A-3-5 Checking EtherNet/IP Connection Moni-

Communications Status with  tor Tab Page
the Sysmac Studio and Trou-
bleshooting on page A-33.

*1.  Variables with its Network Publish attribute set to Output or Input in the Global Variable Table are called

network variables.

A-3-3 EtherNet/IP Connection Settings

This section describes the screen configuration for EtherNet/IP connection settings.

I Screen Transitions in the

EtherNet/IP Connection Settings

» Connection Settings

Select EtherNet/IP Connection Settings from the Tools Menu.

¥

EtherNet/IP Device List Tab Page

Double-click or right-click the

device to set and select Edit =

EtherNet/IP Connection Settings (Tag Set Display)

from the menu.

’ f Use the tab icons to switch
between displays.

EtherNet/IP Connection Settings
(Connection Display)

Right-click the device to set

and select Monitor from the =

EtherNet/IP Connection Monitor Tab Page

menu.

A-8
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» Transferring connection settings to the Controller from the computer

Select EtherNet/IP Connection
Settings from the Tools Menu to
display the device list.

Select Synchronization Select Transfer - To Controller  Right-click the device and select
from the Controller Menu. from the Controller Menu. Edit from the menu.
¥ ¥ ¥
Transfer to Controller Dialog EtherNet/IP Connection

Synchronization Window

Box Settings Tab Page

M Precautions for Correct Use

To transfer only the connection settings, execute Transfer from the EtherNet/IP Connection Set-
ting Tab Page.

Even if you clear the Do not transfer the connection setting Check Box, the connection set-
tings are not transferred from the Synchronization Window, the Transfer to the Controller Dia-
log Box, or the Transfer from the Controller Dialog Box as long as the data in the computer is
synchronized with the data in the Controller.

I EtherNet/IP Device List Tab Page

The list indicates the devices to which EtherNet/IP connections can be set.
For information on how to access this tab page, refer to Registering the Tag and Tag Set on page
A-14.

(suondauuog diaeNIayla) syur ejeq Bel ay) 198 0} olpng dewsAg ay) asn ¢V

B Mx502 Project - new_Centroller_0 - Sysmac Studio (32bit) - o X

192.168.250.1
192.168.251.1

sbuipeg uonosuuoD diAeNIBYI £-¢-Y

I EtherNet/IP Connection Settings (Tag Set Display)

Register tag sets required to create connections.
Each tag set represents the data that is sent and received through a connection. You can register up

to eight tags in one tag set.
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The name and size of the tag must be the same as those of the network variable *!. Set whether to
include the Controller status information in tags for the tag sets. You can also set the data output oper-
ation at a fatal error occurrence for output tags.

Refer to Registering the Tag and Tag Set on page A-14 for information on how to register tags and

tag sets.

*1. A variable with its Network Publish attribute set to Output or Input in the Global Variable Table is called a
network variable.

[B Nxs02 Project - new_Controller_0 - Sysmac Studio (32bit) - u] X

.1 NX-EIP201 Rev2
.3 NX-EIP201 Rev2

Return All to Default

I EtherNet/IP Connection Settings (Connection Display)

Specify the target devices and set their connections.

For each connection, set the following information: Connection Name, Connection 1/0 Type, /O, target
device tag set (target variable), originator device tag set (originator variable), Packet Interval (RPI),
and Timeout Value.

Refer to Setting Connections for the Originator Device on page A-17 for information on how to make
connection settings.

M Precautions for Correct Use

If you changed the IP address, model, or revision of the target device after making the connec-
tion settings, change the connection settings entirely.
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[ Nx502 Project - new_Controller 0 - Sysmac Studio (32bit) - o X

Varizble Name | Size [Byte] |
Net_Out1 2

Device Bandwidth

Return All to Defauft

Output

H Fiter

I EtherNet/IP Connection Monitor Tab Page

You can check the EtherNet/IP connection setting status offline and communications status online.
When online, you can start and stop connections.

Refer to A-3-5 Checking Communications Status with the Sysmac Studio and Troubleshooting on
page A-33 for information on how to check the EtherNet/IP connection setting status and communica-

(suondauuog diaeNIayla) syur ejeq Bel ay) 198 0} olpng dewsAg ay) asn ¢V

tions status.
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A-3-4 Making the EtherNet/IP Connection Settings with the Sysmac

Studio

This section describes the procedure to make the EtherNet/IP connection settings with the Sysmac

Studio.

Here, we take the following system configuration as an example to describe how to set the

EtherNet/IP connection settings.

Example: System that connects the EtherNet/IP port on Controller 1 and the EtherNet/IP port on Con-

troller 2 via Ethernet

» Set the settings so that values in the network variable Net_Out1 allocated for Controller 2 are sent to
the network variable Net_In1 allocated for Controller 1 at the set RPI of 50 ms cycle.
» This example assumes the programs for both Controllers 1 and 2 are registered in the same project.

Sysmac Studio

Project on the Sysmac Studio

Controllers 1 and 2 are respectively named as follows and registered in the same project.

Controller_1(Controller 1:NX502-1500 and NX-EIP201)
Controller_2(Controller 2:NX502-1500 and NX-EIP201)

Net_In1

Net_In1

Network variable

Net_In1

Originator device tag set

(Tag set)
(Tag)

(Data type: WORD)

=

(Network Publish attribute: Input)

Ethenet
Originator device Target device
Controller 1 Controller 2
(NX502-1500 4+ (NX502-1500
and NX-EIP201) and NX-EIP201)

Target device tag set

Net_Out1

Net_Out1

T Convert the network variable to the tag. T

Network variable

(Network Publish attribute: Output)

Net_Out1

(Tag set)
(Tag)

(Data type: WORD)

Follow the flow below to set the settings to Controllers 1 and 2 for which to establish EtherNet/IP con-

nections.

The required settings for the originator device and the target device are shown below.

A-12
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Settings for the originator device (Controller 1) Settings for the target device (Controller 2)
Registering the network variable Registering the network variable
Registering the tag and tag set Registering the tag and tag set

v

Setting connections

\ 4
Transferring settings for the connection, Transferring settings for the tag and
the tag, and the tag set the tag set

I Registering the Network Variable for the Originator Device

Register the network variable that is sent and received using the EtherNet/IP connections.
Refer to the Sysmac Studio Version 1 Operation Manual (Cat. No. W504) for the operations for regis-
tering variables.

(suondauuog diaeNIayla) syur ejeq Bel ay) 198 0} olpng dewsAg ay) asn ¢V

1 Assign the network variable to the tag used for the EtherNet/IP connection for Controller 1
(originator device).
This network variable receives data from Controller 2 (target device).
Select Input or Output for Network Publish of a variable in the Global Variable Table so that
the variable can serve as a network variable, i.e. the variable can be used for the EtherNet/IP
connections.
In this example, set the network variable for Controller 1 as shown below.

B Programming

Data Type | Initial Value | Retain | Constant | Network Publish | Comment

[ ] [ ] Input v
Do not publish
Publish Only

Eutput

» Variable name: Net_In1
* Data type: WORD
* Network Publish attribute: Input

® Network Variables Used for EtherNet/IP Connections
* Network variable name

oIpn}S oBWISAS BU) UM SBUES UORDBUUOD dIAONIBUIT BU} BUNEN b-£-Y
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A-14

You cannot specify an /0O memory address for a tag name in the EtherNet/IP connection set-
tings. Thus, do not specify an I/0 memory address for the network variable name that is to be

assigned to a tag.

The following text strings are recognized as the I1/0 memory address names.

1. Variable names that contain only single-byte numerals from 0000 to 6143

2. Variable names with the following single-byte letters (uppercase or lowercase) followed by

single-byte numerals

* H (HOO0O0 to H511)

* W (W000 to W511)

- D (D00000 to D32767)

- EO_to E18_(E0_00000 ... EO_32767 to E18_00000 ... E18_32767)

To specify an I/O memory address for tag, do not specify I/O memory the address directly. In-
stead, create a variable with an AT specification of the I/O memory address on the Sysmac Stu-

dio, and then specify the variable for the tag.

¢ Size of variables

To use an EtherNet/IP Unit as an EtherNet/IP device, set an even number of bytes for the size of
the network variable used for the EtherNet/IP connections regardless of an odd number of bytes

for the tag size.

Network variable

AAA
(4 bytes)

N

J

—

Tag

AAA
(3 bytes)

The CPU Unit memory is consumed in units of two bytes. To assign tags of odd numbers of bytes
to network variables, specify even byte numbers (i.e., sizes of the tags + 1) to the network variables.

» Data concurrency

To maintain concurrency in the values of network variables that are assigned to tags, you must

set refreshing tasks.

Refer to 9-1-7 Concurrency of Tag Data Link Data on page 9-12 for details.

I Registering the Tag and Tag Set

Register the required tag and tag set for the EtherNet/IP connections.
You can register tags and tag sets in the EtherNet/IP Connection Setting Tab Page.

@ Precautions for Correct Use

Make the following settings to refresh all of the tag data in the same tag set at the same time.
» Use the Sysmac Studio, in advance, to specify the same refreshing task for all of the varia-

bles that are assigned to tags in the tag set.

* Do not place tag variables that have AT specifications in I/O memory and tag variables that
do not have AT specifications in the same tag set.

1 Select EtherNet/IP Connection Settings from the Tools Menu.
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The EtherNet/IP Device List Tab Page is displayed.

2 In this example, right-click EtherNet/IP Port Settings for the originator device and select Edit
from the menu to open the EtherNet/IP Connection Setting Tab Page.

| MNode Address | Device | Descript
192.168.250.1 Built-in EtherMet/IP Port Settings NX502-1500
192.168.251.1 Built-in EtherNet/IP Port Settings NX502-1500

192.168.251.1 Unit1 : NX-EIP201 (X1) - Port 2 m -EIP201

Monitor

3 Click the E (Show Tag Set Display) icon in the EtherNet/IP Connection Setting Tab Page.

Click the Input tab to switch to the Input Tab Page. Register the tag set and the tag.
Use one of the following methods to register the tag set and the tag.

* Independ- . Manually registers network variables in the Controller as tags.
ent registra-
tion

* Batchregis- : Registers all network variables in the Controller as tags at the same time.
tration
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5 Register tags and tag sets independently.

1) Right-click anywhere in the Input Tab Page of the EtherNet/IP Connection Setting Tab Page
and select Create New Tag Set from the menu.

2) Enter the tag set name, Net In1, directly into the list in the Input Tab Page.
3) Right-click anywhere in the Input Tab Page and select Create New Tag from the menu.

4) Enter tag name Net _In1.

¥ Tag Sets
Tag Sets/Max: 1 [/ 32
Tags/Max: 1 / 256

Output

Tag Set Name Bit Seled
Tag set name
Tag name

@ Precautions for Correct Use

Any name can be specified for the tag set if the name matches one of the registered network
variable names in the Controller.

As you enter characters (or immediately after you press the Ctrl + Space Keys), the Sysmac
Studio Entry Assistance provides a list of variable names registered in the Controller. Select the
variable name from the list.
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@ Additional Information

You can register up to 8 tags in a tag set.
Set as shown below to register multiple tags.

Examples:
Tag set name
v Network_Input_Value .... (Tag set name)
Net_In1 .... (Tag name)
Net_In2 .... (Tag name)

6 Register all tags and tag sets at the same time.
1) Right-click anywhere on the Input Tab Page of the EtherNet/IP Connection Settings Tab
Page and select Register All Tag Sets or click the Registration All Button to display the

Tag Set Registration Setting Dialog Box.
This dialog box lists the variables that are registered in the Global Variable Table and

also have the Network Publish attribute set to Input or Output.

[ Tag St Registrtion Seting
Select the variables to set.
| Variable Name Data Typ_e
E wn put Tag
e Net_inl

Comment

Register Cancel

Check Selected Items Uncheck Selected Items.

2) Select the variable to register as a tag, and then click the Register Button.

3) The automatically registered tag is added to the list in the EtherNet/IP Connection Setting

Tab Page.
With automatic registration, the tag is registered under a tag set having the same name

as the tag, i.e., a single tag is registered in a single tag set.

Output

| Tag Set Name | Bit Sele|

- Tag set name
|| Netinl — Tag name

7 Set the following settings for the registered tag and tag set.
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¥ Tag Sets
Tag Sets/Max: 1 [ 32
Tags/Max: 1 [ 256

Output
| Tag Set Name | BitSelection | Size(Byte) | Size (8t) | InstancelD | Controller Status |

[ |
HET T - R R I

» Setting for Tag Sets

Name Item
Tag Set Name Enter the tag set name.
You can change the names as required.
Size (Byte) Gives the total size of the tag in bytes.
Instance ID Gives the instance ID.
¢ Auto

e IN_{min}...IN_{max}

{min} represents the minimum number of Produced Assembly identifica-
tion numbers recorded in the EDS files for the relevant devices.

{max} represents the maximum number of Produced Assembly identifica-
tion numbers recorded in the EDS files for the relevant devices.

Controller Status Specify whether to include the Controller status in the tag set.

+ Setting for Tags

Name Item

Tag Name Enter the tag name.
Specify the tag name that matches one of the registered network variable
names in the Controller.

Bit Selection Specify whether to set the tag data size in bits.
Selected: Set the size in bits.
Not selected: Set the size in bytes.

Size (Byte) Gives the size of the tag in bytes.

Size (Bit) Gives the size of the tag in bits.

Output at Fatal Error Specify whether to clear the output data or continue to send it when a ma-
jor fault level Controller error occurs in the Controller.
* Retained
* Cleared

I Setting Connections for the Originator Device

After the tag set registration, set the connection settings for transferring data using the EtherNet/IP
connections.
Make the connection settings in the originator device (i.e., Controller 1 in this example) only.

Register the tag and tag set for Controller 2 (Target device) before setting the connection settings as
described in this example.

Refer to Registering the Tag and Tag Set for the Target Device on page A-25 for the operations for
registering tags and tag sets.

NX-series EtherNet/IP Unit User's Manual (W627) A-17
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A-18

M Precautions for Correct Use

If you change the IP address, model, or revision of the target device after making the connec-
tion settings, you must also change the target device settings that are included in the connec-
tion settings.

For information on how to change the target device settings in the connection settings, refer to
Changing the Target Device Settings after Making Connection Settings on page A-24.

1

Select EtherNet/IP Connection Settings from the Tools Menu to display the EtherNet/IP De-
vice List Tab Page.

Right-click EtherNet/IP Port Settings for Controller 1 (originator device in this example), and
select Edit from the menu.
The EtherNet/IP Connection Settings Tab Page is displayed.

| MNode Address | Device | Descnpt
192.168.250.1 Built-in EtherNet/IP Port Settings NX502-1500
192.163.251.1 Built-in EtherMNet/IP Port Settings NX502-1500

192.168.251.1 Unit1 : NX-EIP201 (1) - Port 2 m -EIP201
Monitor

Click the @ (Show Connection Display) icon in the EtherNet/IP Connection Setting Tab
Page.

Select NX-EIP201 from Target Device in the Toolbox on the right side of the EtherNet/IP Con-
nection Settings Tab Page.

When you select NX-EIP201, the target device tag set (Net_Out1) for Controller 2 is displayed
in the Variable Name column in the Toolbox.

Drag the target device tag set Net_Out1 from the Variable Name column in the Toolbox to the
Connection List.

As you enter characters (or immediately after you press the Ctrl + Space Keys), a list of target
device variables that can be set for the connection is provided. Select the value from the list.
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Bl NX502 Project - new_Controller_0 - Sysmac Studio (32bit)

‘¥ Connection

Connections/Max: 1 / 256

+ "

Device Bandwidth

Output

H Filter

Variable Name |  Size [Byte] |
Net_Out1 2

Return All to Default

6 Specify Originator Variable and its Size [Byte] for the tag set Net_Out1 added in step 5.
Here, specify Net_In1 for Originator Variable and 2 for its Size [Byte].
Change the other settings as required.
You can set the following items in the connection settings.

Name

Setting Methods

Target Device

Select the target device.

Connection Name

Any name can be given to the connection (32 single-byte characters
max.).

Connection I/O Type

Input Only (Tag type) is selected if the EtherNet/IP connection is es-
tablished on an NX-EIP201, CS1W-EIP21, CS1W-EIP21S, CJ1W-

EIP21, CJ1W-EIP21S, CJ2B-EIP21™", CJ2M-EIP21°2, CJ1W-EIP21
(CJ2)"3, CIIW-EIP21 (NJ)™4, CJ1W-EIP21S (CJ2)'5, CJ1W-EIP21S

(NJ)8, NX701, NX502-0000, NX102-0000, NX1P2, NJ501-00
00, NJ301-00000, or NJ101 CPU Unit.

When you create EtherNet/IP connection for another target device,
select the connection I/O type specified in the device's EDS file.

Use the Input Only (ID type) setting when the originator is a node
from another manufacturer and does not support connection settings
with a Tag type setting.

Input/Output

The connection's input/output is automatically displayed based on the
selected connection.
Input Only: Just Input is displayed.

Target Variable

Select the target node's tag set to assign it.

* Input is specified for Input/Output: Select the target's output (pro-
duce) tag set.

* Output is specified for Input/Output: Select the target's input (con-
sume) tag set.

Size [Byte]

The data sizes of the target variables are displayed.

NX-series EtherNet/IP Unit User's Manual (W627)
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A-20

=

8

Name Setting Methods

Originator Variable Select the originator node's tag set to assign it.

* Input is specified for Input/Output: Select the originator's input
(consume) tag set.

* Output is specified for Input/Output: Select the originator's output
(produce) tag set.

Size [Byte] Enter the data sizes of the originator variables.

Connection Type Select whether the data is to be sent in the multicast or unicast (point-

to-point) form. The default setting is multicast.

* Multi-cast connection: Select when the same data is to be shared

by multiple nodes. This setting is usually used.

* Point-to-point connection: Select when the same data is not to be

shared by multiple nodes.

Since the data is sent in unicast transmission, other nodes are not

burdened with unnecessary load.

Note Refer to 9-1-4 Overview of Operation on page 9-7 for details on
how to use multi-cast and unicast connections, and how to count
the number of connections.

RPI [ms] Set the data update cycle (i.e., the packet interval) of each connection

between the originator and target.

The default setting is 50 ms (i.e., data is updated once every 50 ms).

Timeout Value Set the time until a connection timeout is detected.

The timeout value is set as a multiple of the packet interval (RPI) and
can be set to 4, 8, 16, 32, 64, 128, 256, or 512 times the packet inter-
val.

The default setting is RPI x 4.

The timeout value must be at least 10 ms.

*1.  Built-in EtherNet/IP port in CJ2H-CPU6I-EIP CPU Unit
*2.  Built-in EtherNet/IP port in CJ2M-CPULIC CPU Unit
*3.  CJ1W-EIP21 mounted to CJ2 CPU Unit

*4.  CJ1W-EIP21 mounted to NJ-series CPU Unit

*5.  CJ1W-EIP21S mounted to CJ2 CPU Unit

*6. CJ1W-EIP21S mounted to NJ-series CPU Unit

The Toolbox displays the target devices if the devices are registered in the same Sysmac Stu-
dio project as where the originator devices are registered.
You can use one of the following methods to add unregistered devices in the same Sysmac
Studio project as where the originator devices are registered to the Target Device List.
* Importing devices that are registered in another project
You can import NJ/NX-series Controllers registered in another project data and add them to
the Device List.
» Registering devices using user-specified settings
You can manually add target devices to the device list.

Additional Information

You can add target devices to the Device List by installing EDS files that include connection in-
formation for the devices in the Sysmac Studio and register the devices to the project.
Refer to Adding EDS Files on page A-23 for details.

Import devices that are registered in another project.
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1) Click the E (Import a device from another project) Button in the Toolbox on the right of
the EtherNet/IP Connection Setting Tab Page.

Target Device

R +

Variable Name |  Size [Byte] |
Net_Outl 2

2) The Import from Another Project Dialog Box is displayed. Click the Project Button, select a
project to import and click the Open Button.

7 Select Devices to Import B Project

pro B

P NewProject
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Cancel
Author
Created
Last modified 2

Comment

A

Open

3) The list of EtherNet/IP devices registered in the selected project will be displayed. Select
the target devices to import, and click the Import Button.
Note Only the project for which the EtherNet/IP connection settings are set will be displayed.
The imported EtherNet/IP devices are added to the Target Device List in the Toolbox.
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Select the target devices to import.

Controller Mame | Device Name
M new_Controller_0 192.168.250.1 NX502-1°
M new_Controller_0
B4 new_Controller_0 192.168.250.3 NX-EIP20
M new_Controller_0 192.168.251.3 NX-EIP20

Selected/Max: 1 / 255
Import

9 Register devices as required.
1) Click the + Button under the Target Device List in the Toolbox.
The Add Target Device Pane is displayed.

2) Enter relevant items for the target devices to add.

Node address
Model name  |NX-EIP201 v

Revision

Cancel

Menu
Node address
Model name

Description
Enter the target device IP address.
Select the target device model.

Revision

Select the revision of the target device.
3) Here, set the following items for Controller 3 and click the Add Button.

The target device is added to the Target Device List in the Toolbox.
Node address: 192.168.250.3

Model name: NX-EIP201
Revision: 2

4) You can click the Import Tag Set Button to import the tag sets that are set in the Network
Configurator to the target devices.

Select To/From File - Export to File in the Tag Sets Tab Page of the Edit Device
Parameters Dialog Box, and generate CSV files to import.
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® Adding EDS Files

1 Right-click anywhere in the Target Device List in the Toolbox of the EtherNet/IP Connection
Setting Tab Page and select Display EDS Library from the menu.

Target Device
192.168.250.1 NX-EIP201 Rev2

Add Connection
Edit

Delete

Display EDS Library
Copy

2 The EDS Library Dialog Box is displayed. Click the Install Button.

EDS Library - | X

=
= OMRON Corporation
B Communications Adapter
CITW-EP21
CHW-HEP21(CJ2)
CHW-EP21(NJ)
B-EIP21

-STW-EIP2
Laser Marker
NJ101
NJ301-1100
NJ301-1200
NJ501-1300
NJ501-1400
NJ501-1500
MJ501-4300
NJ501-4400
NJ501-45

(suondauuog dineNJIoyla) syur eeq Bel ay) 3as 0} oipnig dewsAg auy) asn €-y

[+ -+ -+

-+ -+

NJ501-R32
NJ501-R400
NJ501-R420
NJ501-R500
NJ501-R520
NX102
NX102
NX102-1100
NX102-1120
NX102-12

3 Select the EDS file to add, and then click the Open Button.
The EDS file is added.

4 The EtherNet/IP device with the EDS file installed is added to the EDS Library.
Devices listed in the EDS Library are used as a candidate device list when adding devices to
the Target Device List in the Toolbox of the EtherNet/IP Connection Setting Tab Page.
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Changing the Target Device Settings after Making Connection Set-
tings

If you change the IP address, model, or revision of the target device after making the connection set-
tings, you must also change the target device settings that are included in the connection settings.
You can change the target device settings entirely.

® Changing the IP Addresses for All Target Devices

1 Right-click one of the connection lines and select Change Node Address from the menu.

Delete

Change Node Address

Change Target Device

Device Bandwidth

2 The Node Address Change Dialog Box is displayed. Enter a new IP address in New IP

address.
To apply the same change to other connections, select the Apply the change to other

connections Check Box.

Mode Address Chan... — O *

Current IP address Mew IP address

192.168.250. 1 192.168.250._2

0K

3 To apply the same change to other connections, select the Apply the change to other
connections Check Box.

4  Ciick the OK Button.

® Changing All Target Device Information including Model Names and Revi-
sions

1 Right-click one of the connection lines and select Change Target Device from the menu.

2 The Target Device Change Dialog Box is displayed. Select a target device from New device.
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Target Device Change — O X

Current device New device

192.168.250.1 NX-EIP201 192.168.250.3 NX-EIP201 Rev 2

Bl Apply the change 1

0OK Cancel

@ Precautions for Correct Use

» Changeable target devices are limited to ones that have "OMRON" in the Vendor ID and is an
EDS device of the Communications Adapter in the Device Type.

» To display a device in the list of selectable new target devices, the device must be registered
as the target device in the Toolbox.

3 To apply the same change to other connections, select the Apply the change to other
connections Check Box.

4 Ciick the OK Button.

I Registering the Network Variable for the Target Device

1 Assign the network variable to the tag used for the EtherNet/IP connection for Controller 2 (tar-
get device).
This network variable stores data to send to Controller 1 (originator device).
Set the Network Publish attribute to Input or Output in the Global Variable Table for the varia-
ble so that the variable serves as a network variable, i.e., the variable can be used for the
EtherNet/IP connections. In this example, set the network variable for Controller 1 as shown
below.
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B Programming

Data Type | Initial Value | AT | Retain | Constant | Metwork Publish |  Comment |
[ ] [ ] Output v

Do not publish
Publish Only

Input

* Name: Net_Out1
» Data type: WORD
* Network Publish attribute: Output

I Registering the Tag and Tag Set for the Target Device

Set the tag and tag set for the target device.
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1 Select EtherNet/IP Connection Settings from the Tools Menu.
The EtherNet/IP Device List Tab Page is displayed.
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2 Right-click NX-EIP201, the NX-series EtherNet/IP Unit connected to the Controller 2 (originator

device in this example), and select Edit from the menu.
The EtherNet/IP Connection Settings Tab Page is displayed.

| Node Address | Device | Description
192.168.250.1 Built-in EtherNet/IP Port Settings NX502-1500
192.168.251.1 Built-in EtherNet/IP Port Settings NX502-1500

192.168.251.1 Unit1 : NX-EIP201 (X1) - Port 2 m NX-EIP201

Monitor

Click the E (Show Tag Set Display) icon in the EtherNet/IP Connection Setting Tab Page.

Click the Output tab to switch to the Output Tab Page. Register the following tag and tag set.
The tag and tag set can be registered in the same way as for the target device. (Refer to Reg-
istering the Tag and Tag Set on page A-14.)

¥ Tag Sets

Tag Sets/Max: 1 [/ 256
Tags/Max: 1 [ 256

Input

| Tag Set Name | BitSelection |  Size (Byte) | Size (H
||
[ |

I Checking the Device Bandwidth Usage

The bandwidth usage for the device can be displayed from the EtherNet/IP Connection Setting Tab

Page.

This value is for when multicast filtering is used.

@ Precautions for Correct Use

In the Device Bandwidth Dialog Box, you can only check the bandwidth being used for the
EtherNet/IP connections from one originator device to its target devices.

The actual bandwidth used for the EtherNet/IP network must be calculated by taking into ac-
count of all bandwidths used on the EtherNet/IP network (i.e., bandwidths used for connections
for the other devices in the EtherNet/IP network than the one given on the dialog box must be
included into the calculation).

® Procedure

A-26

Click the Device Bandwidth Button in the EtherNet/IP Connection Setting Tab Page for the target
device.
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Device Bandwidth - ] P4

Total
192.168.250.1 NX-EIP201 Rev2

Set Packet Interval (RPI) for All Connections

m ms(0.5 - 10000.0ms: 0.5ms interval) Update

Menu Description

PPS Gives the bandwidth used for each target device and total bandwidth used
for all target devices.

Set Packet Interval (RPI) for Changes all Packet Interval (RPI) values for all target devices.
All Connections

@ Additional Information

You can specify a value in Set Packet Interval (RPI) for All Connections and click the Update
Button to change packet interval (RPI) values set in the connection settings for all target devi-
ces to the specified value.
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@ Calculation Example for Bandwidth Used (PPS) for Each Device by the
EtherNet/IP Connections

This section describes the case where the following three EtherNet/IP connections are established >
between NJ-series Controller 1 to 3, as an example of calculating the bandwidth used for each de- L
. . =
vice by the EtherNet/IP connections. )
z

Device bandwidth =3

Connection type Relevant devices in the EtherNet/IP connections 5
usage (PPS) o

Connection (1) NJ-series Controller 2 (target device) 50 pps %
to NJ-series Controller 1 (originator device) %

o

Connection (2) NJ-series Controller 1 (target device) 10 pps 9
to NJ-series Controller 2 (originator device) %

Connection (3) NJ-series Controller 3 (target device) 210 pps %
to NJ-series Controller 1 (originator device) a

0]

EtherNet/IP network §

S | I :
£

. > 4 o 5

Connection (3 Connection (1 =

— (3) s (1) e 3

O] ] > C] <

- - Connection (2) - @
NJ-series Controller 3 NJ-series Controller 1 NJ-series Controller 2 g
(192.168.250.3) (192.168.250.1) (192.168.250.2) o
5

o

Bandwidth used (PPS) for each EtherNet/IP device is as given below.
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A-28

[ Device Bandwidth

Total
192.168.250.2 C11W-EIP21{N]) Rev2
192.168.250.3 N]J501-1500 Rev2

Set Packet Interval (RPI) for All Connections

ms(1.0 - 10000.0ms)

Update

EtherNet/IP connection settings for Controller 1

[ Device Bandwidth

Total
192.168.250.1 NJ501-1500 Rev2

Set Packet Interval (RPI) for All Connections

ms(1.0 - 10000.0ms)

EtherNet/IP connection settings for Controller 2

Connection (1)
Connection (3)

Connection (2)

In this example, the PPS for Connection (1) is 50 pps, the PPS for Connection (2) is 10 pps, and
the PPS for Connection (3) is 210 pps. Therefore, bandwidth used (PPS) for each EtherNet/IP de-

vice is as given below.

192.168.250.1: 270 pps = 50 pps (for Connection (1)) + 10 pps (for Connection (2)) + 210 pps (for

Connection (3))

192.168.250.2: 60 pps = 50 pps (for Connection (1)) + 10 pps (for Connection (2))
192.168.250.3: 210 pps = 210 pps (for Connection (3))

® Adjusting Method

If the calculation result value exceeds the values in the specifications of the devices used in the
EtherNet/IP connections, re-evaluate the overall network configuration and correct it by taking
steps such as selecting a different Ethernet switch or splitting the network.

If the RPI is made longer, the PPS for the EtherNet/IP connections will decrease.

You can change the RPI values in the connection settings for all the target devices by specifying a
value in Set Packet Interval (RPI) for All Connections in this dialog box.
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Refer to 12-2-2 Tag Data Link Bandwidth Usage and RPI on page 12-9 for the relationship between
the PPS for the device and the RPI.

I Transferring the Connection Settings Data

You can synchronize and transfer EtherNet/IP connection settings along with the program data. You
can also transfer all the EtherNet/IP connection settings along with the program data.

M Precautions for Correct Use

« If the node addresses (IP addresses) are not set correctly, you may connect to the wrong
Controller and set incorrect device parameters. Download data only after you confirm that
you are connected to the correct Controller.

« If incorrect connection settings are set, it may cause equipment to operate unpredictably.
Even when the correct connection settings are set, make sure that there will be no effect on
equipment before you transfer the data.

» A connection error will result if the network variables that are used in the tag settings are not
set in the Controller. Before downloading the connection settings, check to confirm that the
network variables used in the tag settings are set in the Controller.

« If a communications error occurs, the output status depends on the specifications of the de-
vice being used. When a communications error occurs for a device that is used along with
output devices, check the operating specifications and implement safety countermeasures.

» The EtherNet/IP port and the port on the EtherNet/IP Unit are automatically restarted after the
parameters are downloaded. This restart is required to enable the tag set and connection in-
formation. Before you download the parameters, check to confirm that problems will not occur
with the equipment when the port is restarted.

* Do not disconnect the Ethernet cable or reset or turn OFF the power to the EtherNet/IP Unit
during the parameter download.

» The EtherNet/IP connections between relevant nodes is stopped during a download. Before
you download data in RUN mode, make sure that it will not affect the controlled system.
Also implement interlocks on data processing in ladder programming that uses EtherNet/IP
connections when the connections are stopped or a connection error occurs.

 In the EtherNet/IP network, if the device bandwidth usage (PPS) exceeds the Unit allowable
bandwidth (PPS), the EtherNet/IP connection operations may not agree with the settings.

If you increase the RPI value in such a case, there are cases when the problem can be re-
solved (i.e., the operations agree the settings).
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® Synchronizing/Transferring a Whole Project

1 Establish an online connection between the computer and the Controller, and then select

Synchronization from the Controller Menu. (Or, click the Button on the Toolbar.)
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|

Multiview Explorer =~ !
Ctrl+Shift+W

new_Controller 1

» Configurations and Setup
¥ Programming
¥ i@ POUs
¥ [ Programs

Transfer...

Mode »

¥ (4] Program0 Stop Monitoring

| 7 Section0 | Sat/Reset v

The Synchronization Window is displayed, and comparison of the user program and parameter
settings between the Sysmac Studio and the Controller is started.

2 The following Uploading and Downloading Data Window is displayed after the automatic com-
parison.

:IE‘ ‘.jynchmn:' ation

mputer: Data Name = eD ntroller: Update Date | Controller: Data Name Compare

eration Settings
lt-in EtherNet/IP Port Settings | 7/30/2

Axes Group Settings y
m Data Settings 30/ 4 - Cam Data Settings
Event Settings Event Settings

(EEEE T EE

< changed.

Transfer Fro

3 Clear the Do not transfer the EtherNet/IP connection settings (i.e., tag data link settings)
Check Box and then click the Transfer To Controller Button.
Then the EtherNet/IP connection settings are transferred along with the not-synchronized data.
If no EtherNet/IP connection settings are set in the Sysmac Studio, no data will be sent.

@ Transferring all data

1 Establish an online connection between the computer and the Controller and then select

Transfer - To Controller from the Controller Menu. (Or, click the - Button on the Toolbar.)
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2 The Transfer to Controller Dialog Box is displayed.
Clear the selection of the Do not transfer the EtherNet/IP connection settings (i.e., tag data
link settings) Check Box, and then click the Execute Button.

M Precautions for Correct Use

To transfer only the connection settings, execute Transfer from the EtherNet/IP Connection Set-
ting Tab Page.

Even if you clear the Do not transfer the connection setting Check Box, the connection set-
tings are not transferred from the Synchronization Window, the Transfer to Controller Dialog
Box, or the Transfer from Controller Dialog Box as long as the data in the computer is
synchronized with the data in the Controller.

Transfer to Controller 53|

The following data will be transferred.

- Configurations and Setup
EtherCAT, CPU/Expansion Racks, [/O Map, Contrcller Setup
Motion Control Setup, Cam Data Settings, Event Settings
Task Settings

- Programming
POUs, Data, Library

i~ Options
B Clear the present values of variables with Retain attribute.
B Do not transfer the pr e, All data will be re-transferred when this option is changed.
items are not transferred.)
s Sp i < and EtherCAT slave backup parameter:
Slave Terminal Unit operation settings and NX Unit application data.
E Do not transfer the EtherNet/IP connection settings (i.e,, tag data link settings).

Execute Close
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@ Transferring Only the EtherNet/IP Connection Settings
You can transfer tag sets and connections to the EtherNet/IP devices.

1 Establish an online connection with the Controller.

2 Click the Transfer to Controller or Transfer from Controller Button in the EtherNet/IP Con-
nection Setting Tab Page.
The tag settings and connection settings set at that time are transferred to the Controller con-
nected online.

3 If the Controller connected online is in RUN mode, the dialog box to confirm whether to switch
to PROGRAM mode before transferring the settings is displayed.

oIpn}S oBWISAS BU) UM SBUES UORDBUUOD dIAONIBUIT BU} BUNEN b-£-Y
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File Edit View Insert Project Controller Simulation Tools Help

Multiview Explorer T <7 "Controller Status

e [

¥ Configurations and Setup n- E ERR/ALM
7 EtherCAT

' Connection
‘Connections/Max: 1/ 256
E £

Variable Name |~ Size [Byte] |

Tmport Tag Set

® Comparison

The differences in the tag set and connection settings between the project and the EtherNet/IP de-
vices can be displayed.

1 Click the Compare Button in the EtherNet/IP Connection Setting Tab Page.

f B Compare Results

¥ Tag Set

Description

| Computer | Controller

! Registration status of Inn is different.
! Registration status of Outt is different.
! Registration status of Inn is different.
! Registration status of Outt is different.

Not registered
Mot registerad
Not registered
Mot registerad

Registered
Registered
Registered
Registered

¥ Connection Matched
| Description | Computer | Controller |

I Starting and Stopping EtherNet/IP Connections

@ Automatically Starting EtherNet/IP Connections

The EtherNet/IP device is automatically restarted and EtherNet/IP connections are automatically
started immediately after the connection settings are downloaded from the Sysmac Studio.
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M Precautions for Correct Use

Connections are adversely cut off if any of the following errors occurs in the CPU Unit that is the
originator while EtherNet/IP connections are active.

* Major fault level Controller error

 Partial fault level Controller error

@ Starting and Stopping the EtherNet/IP Connections for the Entire Network
You can start and stop EtherNet/IP connections from the user program or from the Sysmac Studio.

M Precautions for Correct Use

Use the same method (i.e., either the user program or the tool software) to both start and stop
EtherNet/IP connections.

For example, if you use the _EIP_TDLinkStopCmd (Tag Data Link Communications Stop
Switch) system-defined variable to stop EtherNet/IP connections, you cannot start them from
the Sysmac Studio and the Network Configurator.

A-3-5 Checking Communications Status with the Sysmac Studio and
Troubleshooting

You can monitor the communications status of the EtherNet/IP connections after their settings are set.
You can also check errors.
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M Precautions for Correct Use

Make sure that the connection settings in both the Sysmac Studio and the Controller are con-
sistent before using the monitor functions. You can use the Comparison on page A-32 to see if
they are the same.

I Checking Communications Status with the Sysmac Studio

You can check the communications status on the EtherNet/IP connections in the EtherNet/IP Connec-
tion Monitor Tab Page.

1 Select EtherNet/IP Connection Settings from the Tools Menu to display the EtherNet/IP De-
vice List Tab Page.

2 Right-click the Controller for which you want to check the communications status, and select
Monitor from the menu.
The EtherNet/IP Connection Monitor Tab Page is displayed. In the EtherNet/IP Connection
Monitor Tab Page, each communications status is displayed in six tabs.

Buiooyss|gnod] pue oIpnlg JBWSAS Y] YIM SNJelS suonesiunwwo Bunosyd g-¢-y

NX-series EtherNet/IP Unit User's Manual (W627) A-33



Appendices

A-34

| Node Address |
192.168.250.1
192.168.251.1

Device
Built-in EtherNet/IP Port Settngs
Built-in EtherMet/IP Port Settings

192.168.251.1 Unit1 : NX-EIP201 (X1) - Port 2

| Descript
NX502-1500
N¥502-1500

| Edic e

Monitor

3 Select one of the six tabs for which you want to confirm the communications status.

» Status Tab Page

This tab page gives the TRUE/FALSE status of the system-defined variables that monitors the tag
data link status and communication status for errors. If any of the variables is TRUE, its checkbox is

marked with [¥].

Refer to 14-6-1 The Network Configurator's Device Monitor Function on page 14-47 for details on

each status item.

4 Connection Status Tag Status Output Tag Set Input Tag Set Ethernet Information

¥ Ethernet Status

B Com. Controller Error

B Multiple Switches ON Error
¥ Data Link Status

B Verification Error
B Tzg Data Link Error
B Invalid Communications Parameter

B IP Address Duplication Error
& Online

¥ Configuration Error Status

Ei Ethernet Link Status
B Basic Ethernet Setting
B [P Router Table Error

¥ Target Node Status

c Error B BOOTP Server Error

002

» Connection Status Tab Page

Current status of each connection is given.
Status Tag Status Qutput Tag Set Input Tag Set Ethemnet Information

Connection Name Type

192.168.250.2 default 001 InputOnly 00:0000

Start Connection

Stop Connection

Ei All Tag Data Link Communications Status
Ei Tag Data Link Communications Status

B Ethernet Advanced Setting Logic Error

Status

Name

Description

Connection Name
Blue: Normal

Gives the current status of each connection with the following text colors.

Red: There is at least one connection that has not been established.
Gray: There are no connections or the connection operation is stopped.

Type Gives the connection type.
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Name Description

Status Gives the current status on each connection with codes.

* Normal operation: 00:0000

* Abnormal operation: Gives an error code.
This information can be used to identify the cause of EtherNet/IP connec-
tion errors. Refer to 14-6-2 Connection Status Codes and Troubleshooting
on page 14-55 for details on the connection status.

» Tag Status Tab Page
This tab page gives if the tag settings for each tag for EtherNet/IP connections are set so that data
can be exchanged with target devices.

Status Connection Status Qutput Tag Set Input Tag Set Ethernet Information
Tag Name | Input/Output |

Net_Inl Input Normally resolved
Net_Outl Output Normally resolved

Name Description

Tag Name The current status of each tag is indicated by its color.
Red: Tag name resolution error

Blue: Tag name resolution normal

Gray: Not yet transferred (no information in device).

Input/Output Gives the type of the tag.

Status The following status is displayed depending on the status that is set.

* Normally resolved: Normal data exchange is possible.

 Different sizes: Different sizes are set for the network variables and the tag
settings.

A connection will not be established for a tag for which this error occurs.

* No tag: A network variable is not set in the variable table in the CPU Unit
for the specified tag setting. Or, instead of a member of union variable, un-
ions are specified.

A connection will not be established for a tag for which this error occurs.

* Attribute error: The following two factors cause this error.
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1. Wiriting is not possible for constant attributes.

2. The I/O direction that is set in the tag data link settings does not agree
with the I/O direction of the variable in the CPU Unit. There is an error in
the setting of a Network Publish attribute for a CPU Unit variable.

A connection will not be established for a tag for which this error occurs.

* Output Tag Set and Input Tag Set Tab Pages
You can monitor the status of each input/output tag set that is used for the EtherNet/IP connections.
Click ¥ of each tag to display its detailed information.
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A-36

Status Connection Status Tag Status Output Tag Set |

Ta

¥ TagSetin001

Tag set size

Connected time

Unconnected time

Destination IP address

¥ Target list
¥ Target name
Remote IP address

0O->T RFI (packet interval)

Set Name

T->0 Heartbeat transmission cycle [ms]

O->T Timeout
T->0 Timeout

0-=T API (actual packet interval)
T-»0 Actual heartbeat transmission cycle [ms]

0->T Connection ID
T-=0 Connection ID

1=y Ethemnet Information

Monitor Value

Normal operation

1790973 ms
Oms
192.168.250.2

192.168.250.2
100.0 ms
50.0 ms
400.0 ms
200.0 ms
100.0 ms
50.0 ms
0x5E860081
0x5E860041

Name

Description

Tag Set Name

Gives the connection status.

If there is a connection error,

"Not connected or error" is given.

Tag set size

Gives the size of the tag set in bytes.

Connected time

Gives the total connection duration in milliseconds.

Unconnected time

Gives the total disconnection duration in milliseconds.

Number of connections (in the
Output Tag Set Tab Page)

Gives the number of connections.

Number of connected origina-
tors (in the Output Tag Set
Tab Page)

Gives the number of the connected originator devices.

Originator list (in the Output
Tag Set Tab Page), Target list
(in the Input Tag Set Tab
Page)

Gives the detailed information of the connected originators.
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Name Description

Originator name (in the Gives no information.
Output Tag Set Tab Page),
or Target name (in the
Input Tag Set Tab Page)

IP address (in the Output Gives the IP addresses allocated for the originators.
Tag Set Tab Page), or Re-
mote IP address (in the
Input Tag Set Tab Page)
Connected time (in the Gives the total duration of connection with the originator in milliseconds.
Output Tag Set Tab Page)
Unconnected time (in the Gives the total duration of disconnection with the originator in milliseconds.
Output Tag Set Tab Page)
Destination IP address (in Gives the destination IP addresses. If the multi-cast connections are used,

the Output Tag Set Tab its own multi-cast address is displayed.

Page)

O->T RPI (packet interval) | Gives the RPI of connection from the originator to the target in milliseconds.
T->0 Heartbeat transmis- Gives the heartbeat transmission period of the connections from the target
sion cycle (ms) to the originator in milliseconds.

O->T Timeout Gives the timeout time for the connections from the originator to the target

in milliseconds.

T->O Timeout Gives the timeout time for the connections from the target to the originator
in milliseconds.

O -> T API (actual packet Gives the RPI of connection from the originator to the target in milliseconds.

interval)

T->0 Actual heartbeat Gives the actual heartbeat transmission period of the connections from the

transmission cycle (ms) target to the originator in milliseconds.

O->T Connection ID Gives the connection identification for the connections from the originator to
the target in hexadecimal.

T->0O Connection ID Gives the connection identification for the connections from the target to the

originator in hexadecimal.

» Ethernet Information Tab Page
This tab page displays the communications status at the communications driver level of the Ether-
net/IP port.
The error counter information can be used to confirm whether communications problems have oc-
curred.
Under the Tag Data Link, you can confirm characteristics such as the bandwidth usage (PPS).
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Status Connection Status Tag Status Output Tag Set Input Tag Se '

¥ General

Speed 100MEps Full Duplex
MAC address 00-00-DA-3E-CA-96

Octets 2524688

Unicast packets 4
Mon-unicast packets 37122
Discards 0

Errors 0

Octets 1226488
Unicast packets 18555
Mon-unicast packets 26
Discards 0
Errors 0
¥ Error Counter
Alignment errors
Excessive collisions
Carmer sense emms
Frame too long

Clear Information Collection's start time 2014/12/18 14:50:39.925

Display example for an NJ-series CPU Unit

A-3-6  Troubleshooting

In the case that there is a setting error or a communications error in the EtherNet/IP networks, the
Sysmac Studio displays the error in the Troubleshooting Dialog Box.

Refer to the NJ/NX-series Troubleshooting Manual (Cat. No. W503) for how to identify errors and de-
tails on errors.

Troubleshooting When Transferring and Monitoring the EtherNet/IP
Connection Settings Fail

The first time you establish an online connection between the Controller and the computer that runs
the Sysmac Studio with Windows Firewall on the computer enabled, a dialog box may be displayed to
confirm the connection. If that occurs, select Allow access.

If you select other than Allow access, transferring and monitoring the EtherNet/IP connection settings
may not be properly performed even if the online connection is successfully established between the
Sysmac Studio and the Controller.

If the above problem occurs, take the following corrective method 1 or 2.

® Problems
* The connection setting data cannot be transferred.
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Data Transmission Screen Problem

Synchronization Window The Sysmac Studio displays the following error message and the data will
not be transferred.

B Do not transfer the EtherNet/IP connection settings (built-in port and Unit).

E] Failed to transfer the EtherNet/IP connection settings from the Controller. (Communication error)

Transfer to Controller Dia- | The Sysmac Studio displays the following error dialog box and the data will
log Box not be transferred.

Transfer from Centroller

Failed to transfer the EtherNet/IP connection settings from the Controller. (Communication error)
Process was aborted.

EtherNet/IP Connection Set- | The Transfer to Controller and Transfer from Controller Buttons are
ting Tab Page grayed out and the data cannot be transferred/compared.

*\, Configurations and Setup

¥ Connection
Connections/Max: 1 / 32
Target Device |Connection Name| Connection /O Type

192.168.250.10 NJ301-1200 Rev2 | default 001 Input Cnly (Tag type)

+
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Device Bandwidth

Return All to Default

» Monitoring cannot be performed
Monitor results in the EtherNet/IP Connection Monitor Tab Page remain as "---".
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Status Connection Status Tag Status Output Tag Set Input Tag Set

¥ General
Speed
MAC address
¥ Receive
Octets
Unicast packets
MNon-unicast packets
Discards
Errors

Octets

Unicast packets

Non-unicast packets

Discards

_ Errors
. "W Error Counter

: Alignment ermrors

Excessive collisions

Cammier sense emors

Frame too long

FCS emors

- '¥ Tag Data Link

Bandwidth (PPS)
Average of TxRx packets
Maxamum

Averane of Rx nackets

Clear Information Collection's start time 2015/01/28 10:13:35.980

I Method 1: Disabling Windows Firewall Settings

1 Open the Control Panel from the Windows Start Menu and then select Windows Firewall
icon.
The Windows Firewall Dialog Box is displayed.

2 Select Turn Windows Firewall On or Off.
The Customize Settings Dialog box is displayed.

3 Clear the Block all incoming connections, including those in the list of allowed programs
Check Box and click the OK Button.
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el ot o o |

@Ovlﬂ <« Windows ... » Customize Settings - | 4 |

Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use,
What are network locations?
Home or work (private) network location settings
|_@I @ Turn on Windows Firewall
[T Block all incoming connections, including those in the list of allowed programs

MNatify me when Windows Firewall blocks a new program
f@} ) Turn off Windows Firewall (not recommended)
Public network location settings
|_@I @ Turn on Windows Firewall
[T Block all incoming connections, including those in the list of allowed programs

Motify me when Windows Firewall blocks a new program

f@ ) Turn off Windows Firewall (not recommended)

0K ] [ Cancel

4 Select the Advanced Tab in the Windows Firewall Dialog Box.
The Windows Firewall with Advanced Security Dialog Box is displayed.
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5 Click Inbound Rules in the left pane and then double-click SysmacX86Server in the Inbound
Rules list for Sysmac Studio version 1.31 or higher. For Sysmac Studio lower than version
1.31, double-click Sysmac Studio.

If you double-click SysmacX86Server, the SysmacX86Server Properties Dialog Box ap-

pears. If you double-click Sysmac Studio, the Sysmac Studio Properties Dialog Box is dis- >
w
:
played. &
=
o
c
@ Windows Defender Firewall with Advanced Security %
»
File Action View Help @
e anE = H g
=3
@ Windows Defender Firewall wit] [[ IR SET. @
&3 Inbound Rules Name Group Profile Enabled  Action  Ovemide  Local Address  Remote Address
Outbound Rules
B Connection Security Rules || @ Sysmec Studia Domsin, Public ~ Ves Allow  No Any Any
. Monitoring 9 Sysmac Studio Domain, Public ~ Yes Allow Mo Any Any
1) Sy=macHBEServer Public Ves Block  No Any Any
£) Sysmackg6Server Public Yes Block  Ne Any Any
TPM Virtual Smart Card Management (D.. TPM Virtual 5.  Private, Public No Allow No Any Local subnet

6 For Sysmac Studio version 1.31 or higher, make the following settings in the
SyamacX86Server Properties Dialog Box. If Sysmac Studio version is lower than 1.31, make
the following settings in the Syamac Studio Properties Dialog Box.

« If the Public Check Box under Profiles is not selected in the Advanced Tab Page, select it.
+ If the Enabled Check Box under General is not selected in the General Tab Page, select it.
» Select Allow the connection under Action in the General Tab Page.
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A-42

14|

Precautions for Correct Use

The main function of the firewall is to prevent illegal access from external sources (e.g., the In-
ternet).

The purpose of changing the firewall settings through this procedure is to connect the Sysmac
Studio to an NJ/NX-series Controller. If your computer is connected to an in-house network,
make such changes only after confirming that they have no security impact on the network.

I Method 2: Selecting the Use Option for the CIP Message Server

1
2

Connect the Sysmac Studio to the Controller.

Select Configurations and Setup - CPU/Expansion Racks - CPU Rack: X Bus - Unit No.:
NX-EIP201 () - EtherNet/IP Port Settings - CIP Settings.

Change the setting to select the Use Option for CIP Message Server.

w CIP message server
CIP message server ) Use @ Donotuse
¥ QoS

Prioritize CIP Safety communication @ Use

Reset all to default.

Method 3: Configuring Packet Filter Settings to Allow Packets Used
by Sysmac Studio's EtherNet/IP Connection Settings

1
2

3

Connect the Sysmac Studio to the Controllers.

Select Configurations and Setup — CPU/Expansion Racks — CPU Rack: X Bus — Unit No.:
NX-EIP201 () — EtherNet/IP Port Settings — TCP/IP Settings.

Enter the settings for Packet Filter to allow packets used by Sysmac Studio's EtherNet/IP con-
nection settings. Refer to Packet Filter on page 7-8 for detailed settings.

NX-series EtherNet/IP Unit User's Manual (W627)



Appendices

I Method 4: Cycling the Power Supply to the Controller

Cycle the power supply to the NJ/NX-series Controller and transfer/monitor the EtherNet/IP connec-

tions settings again.
Note You may need to cycle the power supply when reflecting the changes in the IP address of the EtherNet/IP
port or executing Transfer to the Controller.
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A-4 EDS File Management

This section describes the EDS file management on the Network Configurator.

@ Precautions for Correct Use

We recommend that you select Run as administrator to start the Network Configurator for op-
erations with EDS files.

If you do not select Run as administrator, the following condition will result according to Win-
dows user management for security purposes.

The following operations are not valid if you log in with another user account, and you need to
restart the Network Configurator again: Install, Create, Delete, and Create EDS Index File un-
der EDS File.

When you start the Network Configrator, select Run as administrator as below.

1. Select the Network Configurator from the Start Menu, and then right-click.

2. Select Run as administrator from the displayed pop-up menu.

) Intel(R) Management and 5
| Maintenance ¥ Run as administrator
Microsoft Office y
| OMROM Pin to Start Menu
| CX-Server Add to Quidk Launch
| Simac i Restore previous versions
@ Cx-One Auto Updat
[B¥ sysmac Studio Send To r
| CX-ConfiguratorFOT cut
; CX-Designer Copy
. CX-Integrator
| CX-Protocol Delete
, Introduction Guide L R

, Metwork Configurat  Properties '

& Network Configurator
Help and Supg
1 Back
Start Search ¥s) (@) | i
3 MachineControl_1 - Net... | i

A-4-1 Installing EDS Files

| EDs File - Install

The Network Configurator can support new devices if the proper EDS files are installed.
To install the EDS file, use the following procedure.

T Select EDS File - Install.
The Install EDS File Dialog Box is displayed.

2 Select the EDS file to install, and click the Open Button.
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Next, select the icon file (*.ico). The EDS file is added to the Hardware List as a new device.
If the hardware already exists, the new Hardware List will overwrite the previous one.
If the hardware has different versions, each hardware version is added to the Hardware List.

A-4-2  Creating EDS Files

| EDs File - Create

The EDS files are required for the Network Configurator to create a network configuration. To create
an EDS file, use the following procedure.

1 Select EDS File - Create.

2 Set the device information. You can obtain the device information from the device on the net-
work if it is online.

3 The device is added to the Hardware List as a new device, just like when you install an EDS
file.

@ Additional Information

You cannot set device parameters when you create an EDS file with the Network Configurator.
Obtain a proper EDS file from the manufacturer of the device to make device parameter set-
tings for the device.

juswabeue 9|14 SA3 -V

A-4-3  Deleting EDS Files

| EDs File - Delete

To delete an EDS file, use the following procedure.

1 Select the device from the Hardware List.

so|l4 Sa3 bunesi) z-v-v

2  select EDS File - Delete.
The following confirmation dialog box is displayed.

etwork confgurator A

! ERT1-HD16CH-1 Rev 2 will be deleted.
N OK?

3 Click the Yes Button.
The selected device is deleted from the Hardware List together with the EDS file.
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A-4-4  Saving EDS Files

| EDs File - save

To save the EDS file, use the following procedure.

1 Select the target hardware device in the Hardware List, and then select EDS File - Save.
2 A Save EDS File Dialog Box is displayed.

3 Input the folder and file names and click the Save Button.
The EDS file is saved.

A-4-5 Searching EDS Files

] EDs File - Find

To search the devices in the Hardware List for EDS files, use the following procedure.

1 Select EDS File - Find.
The following dialog box is displayed.

x
vt |
Cancel |

[~ Match case

2 Input the character string to search for, and click the Find Next Button.
3 If a matching device is found, the cursor moves to the position of the device.
4 To quit the search operation, click the Cancel Button.

@ Additional Information

» The search is performed for the device on which the cursor stays and subsequent ones in the
Hardware List.

» To search all the devices, select Hardware in the Hardware List before you perform the
search.
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A-4-6 Displaying EDS File Properties

I EDS File - Property

To display the properties of the EDS file, use the following procedure.

1 Select the desired hardware (device) from the Hardware List.

2 Select EDS File - Property.
The following dialog box is displayed.

N1501-1500 Rev 1 Property |

General |

View...

Description : NJ501-1500 Ethemet Port EDS File
Create Date : 03-17-2010 D0:0D:00

>

Modify Date - 09-17-2010 00:00:00 A
Revision : 10 g
(7]

m

Vendor : OMRON Corporation %
Device Type :  Communications Adapter §
Product Code - 1639 3
Q

Revision : 1.01 %
Catalog : =
-

The time and date when the EDS file was created is displayed, along with the device informa-
tion.

A-4-7  Creating EDS Index Files

| EDSs File - Create EDS Index File

When an EDS file is manually added or when a device is not correctly indicated in the Hardware List,
use the following procedure to recreate the EDS index file.
(This applies to Network Configurator version 3.30 or higher.)

seladold 8|14 Sa3 Buikedsiq 9-p-v

1 Select EDS File - Create EDS Index File.

2 Restart the Network Configurator.
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A-5 Precautions for Using the Network
Configurator on Windows XP, Win-
dows Vista, or Windows 7 or Higher

Better firewall security for Windows XP (SP2 or higher), Windows Vista, and Windows 7 or higher has
increased the restrictions for data communications. Before connecting the Network Configurator and
an NJ/NX-series CPU Unit and starting communications through the following procedures, you may
need to change the settings of the Windows firewall as described in this section.

* If you select Option - Select Interface - Ethernet I/F.

« If you select Option - Select Interface - NJ/NX Series Ethernet Direct I/F.

* If you select Option - Select Interface - NJ/NX Series USB Port.

m Precautions for Correct Use

The main function of the firewall is to prevent illegal access from external sources (e.g., the In-
ternet). The purpose of changing the firewall settings through this procedure is to connect the
Network Configurator to an NJ/NX-series CPU Unit. If your computer is connected to an in-
house network, make such changes only after confirming that they have no security impact on
the network.

A-5-1 Changing Windows Firewall Settings

| Windows xp

1 When you attempt to connect to the NJ/NX-series CPU Unit from the Network Configurator, the
Windows Security Alert Dialog Box is displayed.

2 Click the Unblock Button.

This allows USB connection and EtherNet/IP connection to the Network Configurator, and you
will be able to connect to the NJ/NX-series CPU Unit via the Network Configurator.

I Windows Vista or Windows 7 or Higher

Use the following procedure to change the settings.
Always perform steps 1 to 6 if you cannot go online. The User Account Control Dialog Box may be
displayed during this procedure. If it appears, click the Continue Button and continue with the proce-

dure.

1 Select Control Panel from the Windows Start Menu, and select Classic View to change the
view.
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=1 =/ » Control Panel »

Mame

'
Add
Hardware

2 Open Administrative Tools, and select Windows Firewall with Advanced Security in the
displayed dialog box.

22k Soheduyler

)

g
( (B gz Firewail with Advanced Securty,. ]

3 Select Inbound Rules under Windows Firewall with Advanced Security on Local
Computer on the left side of the Windows Firewall with Advanced Security Dialog Box.

* Windows Firewall with Advanced Security i oy | il
Ele Action View Help

é-!DI EEN 1=

i CENESE Inbound Rules I Actions
Group ~

=
Hi Connection Security Rules
&, Monitoring

ysmatsmdm

-anchCache Content Retrieval (HTTP-In) BranchCache - Cantent Retrie...
.Branchcad've Hosted Cache Server (HTTP-In)  BranchCache - Hosted Cache ... All No Allow
.BrandwCa\:he Peer Discovery (WSD-In) BranchCache - Peer Discovery... Al Mo Allow
.Connect to & Network Projector (TCP-In) Connect to 3 Network Projector  Domain Mo Allow

F Filter by Profile 3
¥ Filter by State 4

JoybiH
10 / SMOPUIAA 10 ‘BISIA SMOPUIA ‘dX SMOPUIAA UO JojeinBijuo yJomiaN ay} Buisn Joj suolnesdaid G-y

4 Select New Rule under Inbound Rules in the Actions Area on the right side of the dialog box.

* windows Firewall with Advanced Security i [T

Elle Action View Help
% | | =Bz

Ia Inbmmd Ruies =
- Qutbound Rules Group Profile

;Q. Connection Security Rules
Mamtormg

ysmacStudio
anchCache Content Retrieval (HTTP-In) BranchCache - Content Retrie...  All No Allow

.Eran:hCadwe Hosted Cache Server (HTTP-In)  BranchCache - Hosted Cache ... Al No Allow ST Filter by Profile »
.Erand‘vca:he Peer Discovery (WSD-In) BranchCache - Peer Discovery...  All Mo Allow T Filter by State »
.Cnnnett to a Network Projector (TCP-In) Connect to a Network Projector  Domain Mo Allow -

4 » S Filter by Group 3 LI

5 Follow the steps below to make the settings in the New Inbound Rule Wizard Dialog Box. Se-
lect the specified option at each step, and click the Next Button to move to the next step.

sBumes |lemali4 smopuipy Buibueyd L-g-v

Rule Type Select Custom.
Program Select All Programs.
Protocol and support Select ICMPv4 as the protocol type.

Scope Select Any IP address for all.

Action Select Allow the connection.

Profile Select Domain, Private, and Public.
Name Enter an arbitrary name (e.g., Omron_EIP).
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A-50

7

Click the Finish Button. The rule that you defined (i.e., Omron_EIP) is registered in the list of

Inbound Rules.

Close the Windows Firewall with Advanced Security Dialog Box.

* Windows Firewall with Advanced Security _ =10 | x|

_EHE Action  View Help

«u@\ I_ﬂl

E Inbound Rules
Inbound Rules
3 Outbound Ruies v | Erabled [ Action [ <]
[
E‘&. Connection Security Rules Omron_ETP JNI fes Allow &3 NewRue... |
== Domain Mo Allow
o 1h Mty =7 Fiter by Profi »
.Perfwmance Logs and Alerts (DCOM-In) Performance Logs and Alerts Privat... Mo Allow T I rrene
.Performance Logs and Alerts (TCP-In) Performance Logs and Alerts Domain Mo Allow 7 Filter by State »
.Perfnrmance Logs and Alerts (TCP-In) Performance Logs and Alerts Privat... Mo Allow -
4 I w14 S ¥ Filter by Group 3 LI

When you attempt to connect to the NJ/NX-series CPU Unit from the Network Configurator, the

Windows Security Alert Dialog Box is displayed.

8 Click the Allow access Button.

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Network Configurator on all public, private and
domain networks.

% MName: Network Configurator
Publisher: OMRON Corporation
Path: C:\program fles\omron\ex-one petwork configurator

‘program \netconfigurator.exe
Allow Network Configurator to communicate on these networks:
] Domain netwarks, such as  workplace network

[ Private networks, such as my home or work netwark

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have littie or no security)

What are the risks of allowing a proaram through a firewall?

ﬂ Windows Security Alert @

(On Windows 7) This allows USB connection and EtherNet/IP connection to the Network Con-
figurator, and you will be able to connect to the NJ/NX-series CPU Unit via the Network Config-

urator.
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A-6 Tag Data Link Settings with Generic
Devices

Use the Generic Device if you want to perform tag data links with a device that does not have an EDS
file.

Create a Generic Device with the Network Configurator to use a Generic Device.

The procedures to create a Generic Device and the procedures to create a tag or tag set are shown
below.

@ Additional Information

The procedures after creating a tag or tag set are the same as for devices that have EDS files.
Refer to 9-2 Setting Tag Data Links on page 9-17.

A-6-1 Creating Generic Devices

1 Select Create Generic Device from the EDS File Menu.
The Create Generic device EDS Dialog Box is displayed.

Vendar ID ]

Vendor Name ‘OMRON Corporation

Device ID |—|n

Device Type Generic Device (deprecated for new devices)(0) v

s921A8( 21Buag yuMm sbugjeg yui eyeq bel 9-y

Product Gode ]

Product Name  [3bode

Major Rev IZ Minor Rev. E

Connection /0 Type
@ Tae Type O lnstance ID Type

Backplane
@ presence O absence

Create cancel

S82IA8(] o1BUSS) Bunesi) |-9-y

2 Set the information for the device and click the Create Button.
A confirmation dialog to install an icon is displayed.

Network Configurator

a Install the Icon of abcde?

3 Set a device icon.
* If you click the Yes Button:
The Install Icon (EDS file name) Dialog Box is displayed.
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BR Install Icon ( abede ) bd
Lagk i | loon V‘ o2 E
Name

¥ Samplelcon.ico

File name. “ | [ open |

Files oftype: | zon File(* ica) o Cancel

* If you click the No Button:
A default icon for the Network Configurator is set.

4 Select the icon file (*.ico) to set as the EDS file and click the Open Button.
The created Generic Device is added to the hardware list.

£3) Network Configurator s
=-E§] EtherNet/IP Hardware
-8 Vendor
= OMRON Corporation
[+ Communications Adapter
(i) og General Purpose Discrete /O

5] v680S-HMD63
5] V680S-HMD64
5] V680S-HMDB6
] V780-HMDB8-EIP-JP
] V780-HMDB8-EIP-US
5] Zw-7-Series
5] 2w-Series
% Motor Condition Monitoring De
(% Power Supply Device
% Programmable Logic Controlle.
(% Safety Discrete /O Device
(g Safety Laser Scanner
% Thermal Condition Monitoring
-8 Omron Microscan Systems Inc
DeviceType
-y Communications Adapter
o General Purpose Discrete /O
i Generic Device

2 abcde
[E] FH Series
E) FHv?

Sho

1@

A-6-2 Creating a Tag or Tag Set for Generic Device

This section describes two types of methods for creating a tag or tag set: tag type and instance ID
type. Each procedure is described below.
The type is what you select in Connection I/O Type when you create a Generic Device.

I Creation Procedure for Tag Type

1 Add the Generic Device that you created to the network window.

2 Double-click the device icon.
The Edit Device Parameters Dialog Box is displayed.
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Edit Device Parameters X

Module

Chassis Genetic Etherhlzt/IP Module Chassis ~

Slat Product Name

00 abcde Rev2.01

3 Select the slot number 00 in the Configuration from the Module Tab Page and then click the
Edit Button.
The Edit Module Parameters Dialog Box is displayed.

Edit Module Parameters X T

Type:  Input Only (Tag type) v

Name Out/ln  Size

s921A8( 21Buag yuMm sbugjeg yui eyeq bel 9-y

New.. Edit Delete

4 Select Input Only (Tag type) or Input & Output (Tag type) from Type and click the New But-
ton.
The Edit Variable Dialog Box is displayed.

Edit Variable X |

Name || |

Size : 213 Byte

1O Type

Out @h

90IA8( 21IBUSY) Joj }og Be| Jo Be] e Bunesi) zZ-9-v

=

5 Set the following parameters for the variable.
* Name
Enter the name of the network variable. (Example: VarlnputOnly)
+ Size
Enter the size of the tag in bytes.
* /0 Type
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If Type is Input & Output (Tag type), select Out or In.

6 Click the OK Button.
The Edit Module Parameters Dialog Box is displayed, and the added variable is displayed.

Edit Module Parameters X T

Type : | Input Only (Tae type) v

Name Out/In  Size
&= VarlnputOnly n 2Byte

Edit.. Delete

0K GCancel

7 Repeat steps 4 through 6 to register the required variables. Click the OK Button when the reg-
istration is complete.

I Creation Procedure for Instance ID Type

1 Add the Generic Device that you created to the network window.

2 Double-click the device icon.
The Edit Device Parameters Dialog Box is displayed.

Edit Device Parameters X

1/0 Configuration

140 Instance

Mame Outfln  Size

3 Click the New Button from the 1/O Configuration Tab Page.
The Edit I/O Instance Dialog Box is displayed.
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Edit 1/O Instance X

bstance Mo [ 0]
IS

Size : Byte

/O Type
®0ut Oh

Cancel

4 Enter the following parameters.
* Instance No.
Enter the instance ID for the 1/O instance.
» Size
Enter the size of the tag in bytes.
* 1/0 Type
Select Out or In.

Edit 1/O Instance X

Size :

Instance No.: 1
A Byte

YO Type
Oout @®h

Cancel

5  Ciick the ok Button.
The Edit Device Parameters Dialog Box is displayed, and the added I/O instance is displayed

in the 1/0 Configuration Tab Page.

s921A8( 21Buag yuMm sbugjeg yui eyeq bel 9-y

Edit Device Parameters *

140 Confiurstion

170 Instance

Name Outfln Size

= input] In 4Byte

90IA8( 21IBUSY) Joj }og Be| Jo Be] e Bunesi) zZ-9-v

13 Cancel

6 Repeat steps 3 through 5 to register the required 1/O instances. Click the OK Button when the
registration is complete.
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A-7 TCP/UDP Port Numbers Used for the
NX-series EtherNet/IP Unit

The following table shows the applications that the NX-series EtherNet/IP Unit uses TCP/UDP ports,
port numbers, port types, protocols used, default port states, usages, and how to change a port from
open to close.

TCP/UDP ports (servers) other than those shown below are not used.

ubP TcP Default How to change
Application port port Port Protocol port Usage from open to
num- num- type used
state close
ber ber
SSH/SFTP 22 System | SSH/SFTP Close For maintenance -
port
DNS client 53 - System | DNS Close Used when using the | ---
port DNS client.
X Bus™ 67 - System | DHCP Close | Used for communica- | ---
port tions with the CPU
520 - System | R|p*2 Unit.
port
44819 | --- User CIP
port
9910 User TCP (OMRON
port protocol)
BOOTP client 68 - System | BOOTP Close Used when using the | ---
port BOOTP client.
HTTP server --- 80 System | HTTP Close | Used for communica- | ---
port tions with the Sysmac
Studio.
SNMP 161 --- System | SNMP Close Used when using the | ---
port (SNMPv1, SNMP agent.
SNMP trap 162 - System | SNMPv2C) Close | Used when using the | ---
port SNMP trap.
HTTPS server 443 System | HTTPS Open Used for communica- | Use the Packet Fil-
port tions with the Sysmac | tgr. *3
Studio.
EtherNet/IP tag 2222 - User CIP Open Used for the On the Sysmac
data links port EtherNet/IP tag data Studio, select
links. EtherNet/IP Port
Settings - CIP
Settings, and then
select Do not use
for CIP Message
Server.
Sysmac Studio 9600 User OMRON pro- | Open Used for communica- | Use the Packet Fil-
port tocol tions with the Sysmac | tgr. *4
Studio.
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DP TCP
v ¢ Default How to change
.. port port Port Protocol
Application port Usage from open to
num- num- type used
state close
ber ber
CIP messages 44818 | 44818 User CIP Open Used for the CIP mes- | On the Sysmac
port sages. Studio, select
EtherNet/IP Port
Settings - CIP
Settings, and then
select Do not use
for CIP Message
Server.

*1.  The TCP/UDP port used for communications between the CPU Unit and the NX-series EtherNet/IP Unit via the X Bus.
It cannot be used by a user.

*2. An abbreviation for Routing Information Protocol. RIP is a protocol used to exchange route information between com-
munications devices such as routers in order to find the shortest distance from one point to another point in the net-
work.

*3. Closing the port may prevent communications with the Sysmac Studio and the NA-series HMI. Refer to
Troubleshooting when support software cannot go online in the NJ/NX-series Troubleshooting Manual (Cat. No. W503)
on how to make corrections.

*4. Closing the port may prevent communications with the Sysmac Studio. Refer to Troubleshooting When You Cannot Go
Online from the Sysmac Studio in the NJ/NX-series Troubleshooting Manual (Cat. No. W503) on how to make correc-
tions.

Hun difeNIaylg salas-XN ayj 10j pas( siaquinN Hod ddNn/dol -V
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A-8 Version Information

A-8-1

A-58

This section describes the relationship between the unit versions of the NX-series EtherNet/IP Units
and the CPU Units and the versions of the Support Software.

Relationship between Unit Versions

The relationship between the unit versions of the NX-series EtherNet/IP Units and the CPU Units and
the versions of the Support Software is shown below.

If you use any of the combinations of versions/unit versions that are the same or that are later or high-
er than the corresponding versions given in the following table, you can use all of the functions that
are supported by that unit version of the NX-series EtherNet/IP Unit.

Refer to version-related information given in the user’s manuals of the CPU Unit for corresponding
versions when using CPU Unit versions and Support Software versions that are the same or that are
later or higher than the corresponding versions.

Depending on the type and model of the Unit, some Units do not have all of the versions given in the
corresponding versions. If a Unit does not have the specified version, support is provided by the oldest
available version after the specified version. Refer to the user’ s manuals for the specific Units for the
relation between models and versions.

NX-series EtherNet/IP Unit Corresponding unit version/version
Model Unit version | Unit version of CPU Unit | Sysmac Studio version
NX-EIP201 | Ver.1.01 Ver.1.66 Ver.1.58
Ver.1.00 Ver.1.60 Ver.1.54

NX-series EtherNet/IP Unit User's Manual (W627)



Index

NX-series EtherNet/IP Unit User's Manual (W627) -1



Index

Index

A
AAAIESS...cei et 7-12
adjusting device bandwidth usage..........ccccccoeviieinneenn. 12-10
adjusting the communications load.............cccccceeeeinnnen. 12-7
ASSUMEA CAUSE.......coiiiiiiiiiieiiiie e 14-15
Attached information............cccooieiiiiiiiic 14-15
Auto Connection Configuration...........ccccceevciiiniiciieene 9-42
automatically setting connections.............ccccccveeiiinene.n. 9-41
automatically starting tag data links............ccceviiiiininns 9-64
B
BOOTP CliENt....c.viiiiiiiie it 1-11
C
calculating the number of connections.............ccccceeeenni. 12-5
changing devViCes...........cuoiiiiiiiiiiiieee e 9-73
changing the RP......cooii e 12-11
changing Windows firewall settings...........cccccevienennne. A-48
checking bandwidth usage for tag data links................... 12-8
checking conNNECtiONS............oviiiiiiiiiiiiice e 9-72
checking the current IP address..........ccccceeeiiiiiieieinnnnnen. 8-9
CIDR ..ttt e 8-4
CIP commuNIiCatioNS..........eviiiiiiiiiiie e 1-8
CIP Communications Error.........cccceveveeeeeeeeeiieieienenn. 6-8, 6-21
CIP communications instructions.............cccocceevieiennnenn. 10-3
CIP Communications1 All Tag Data Link Communications
SHALUS. .ot 6-11, 6-25
CIP Communications1 Error.........ccccvveveeeeeeeieieienennn. 6-8, 6-21
CIP Communications1 Identity Error............cc.ccee.. 6-8, 6-21
CIP Communications1 Normal Target Node Information........
............................................................................ 6-12, 6-26
CIP Communications1 Registered Target Node Information..
............................................................................ 6-12, 6-25
CIP Communications1 Tag Data Link Communications Error
.............................................................................. 6-9, 6-23
CIP Communications1 Tag Data Link Communications Sta-
BUS ettt 6-11, 6-24
CIP Communications1 Tag Data Link Connection Failed.......
.............................................................................. 6-9, 6-22
CIP Communications1 Tag Data Link Setting Error. 6-9, 6-22
CIP Communications1 Tag Name Resolution Error................
............................................................................ 6-10, 6-23
CIP Communications1 Target Node Error Information...........
............................................................................ 6-14, 6-28
CIP Communications1 Target PLC Error Information.............
............................................................................ 6-13, 6-27
CIP Communications1 Target PLC Operating Mode..............
............................................................................ 6-12, 6-26
CIP Communications2 All Tag Data Link Communications
SHALUS. .o 6-11, 6-25
CIP Communications2 Error.........cccccvvveeeeeeeeieieieeennn. 6-8, 6-21
CIP Communications2 Identity Error............cccccoee... 6-9, 6-22
1-2

CIP Communications2 Normal Target Node Information........
............................................................................ 6-12, 6-26
CIP Communications2 Registered Target Node Information..
............................................................................ 6-12, 6-26
CIP Communications2 Tag Data Link Communications Error
.............................................................................. 6-9, 6-23
CIP Communications2 Tag Data Link Communications Sta-
BUS et 6-11, 6-25
CIP Communications2 Tag Data Link Connection Failed.......
.............................................................................. 6-9, 6-23
CIP Communications2 Tag Data Link Setting Error. 6-9, 6-22
CIP Communications2 Tag Name Resolution Error................
............................................................................ 6-10, 6-24
CIP Communications2 Target Node Error Information...........
............................................................................ 6-14, 6-28
CIP Communications2 Target PLC Error Information.............
............................................................................ 6-13, 6-27
CIP Communications2 Target PLC Operating Mode..............
............................................................................ 6-13, 6-27
CIP message communications service specifications..... 10-2
CIP MESSAQE SEIVET.....c.eeeieiiieeeiiee e 7-16
CIP Settings Display.......cccceeeiiiieiiiie e 7-16
CIPCIOSE. ...ttt 10-4
CIPOPEN. ...t 10-4
CIPOpenWithDataSize........ccccceeeeeeviiieeee e 10-4
CIPSENM. ...ttt 10-4
CIPUCMMSENG......c.uviiiiiiieeiie et 10-3
clearing device parameters..........cccoceieeeiiiiiien e, 9-66
client function of CIP message communications ............ 10-3
Communications Port Error............oooovevvceeeeeeeeeee, 6-5, 6-16
Communications Port1 Error..........ccooeevevveeeeeeeeeaens 6-5, 6-17
Communications Port2 Error...........coooevevveeeeeeeeeaee. 6-6, 6-17
COMMUNILY NAME.... .o 7-13, 7-15
Connection I/O TyYPe......ceevuieeiiiieeiee e 9-37, 9-39
Connection Name........ccooviiiiiiiiiie e 9-38
connection settings
editing all connections..........ccccooiiiiiiii i 9-38
editing individual connections.............ccccooiiiiiiineen. 9-36
Register Device List........ccooiiiiiiiiiieeeee 9-34
connection status codes and troubleshooting............... 14-55
Connection Tab Page........cccoevieveviiereiieeeee e 14-51
ConNECtioN TYPE...oeeiiieeeiiie e 9-37, 9-39
Controller Log Tab Page.......cccccceeviiieiieeeiieeeee e 14-52
Controller Status..........cuveiiiiiieiiec e 9-10
COITECHION. ...ttt 14-15
creating tags and tag sets.........ccccoo v 9-21
D
default gateway..........ccocviiiiiii 7-4
destination address...........ccoeceeiiiieiiii 10-6
destination IP address..........cocooeiiiiiiiiiciiec 7-6
destination mask IP address..........ccocooveviiieiiiiiiciicn 7-6
detailed descriptions of MIB objects...........ccccceeeernnneen. 11-5
Detection timing.........coocueeiieiiiiieee e 14-14

NX-series EtherNet/IP Unit User's Manual (W627)



Device Connection Structure Tree...........cccovvvvviieiecnnnene 9-43
Device MONION.......ccuiiiiiiiiie e 14-47
device variables...........ccccoiiiiiiii e 6-2
displaying device status..........ccccceeeeiiiieiiiiiiie 9-75
DINS s 7-5
DNS Setting Error........ccocovveieeeiiiiiieee e 6-7, 6-20
dOmain NAMES.......ccoiiiiiiiie e 7-5
E
EDS file management..........cccceiiieeiriii i A-44
EIP_Comm1Status.CipErr (CIP Communications1 Error)......
.............................................................................. 6-8, 6-21
EIP_Comm1Status.EstbTargetSta (CIP Communications1
Normal Target Node Information)....................... 6-12, 6-26
EIP_Comm1Status.ldentityErr (CIP Communications1 Iden-
1018720 =11 (] TSR 6-8, 6-21
EIP_Comm1Status.RegTargetSta (CIP Communications1
Registered Target Node Information).................. 6-12, 6-25
EIP_Comm1Status.TagAdrErr (CIP Communications1 Tag
Name Resolution Error).........ccccoeveveiieeenieeens 6-10, 6-23
EIP_Comm1Status.TargetNodeErr (CIP Communications1
Target Node Error Information)...........ccccccveennee. 6-14, 6-28
EIP_Comm1Status.TargetPLCErr (CIP Communications1
Target PLC Error Information)............cccceeevrennee. 6-13, 6-27
EIP_Comm1Status.TargetPLCModeSta (CIP Communica-
tions1 Target PLC Operating Mode)................... 6-12, 6-26
EIP_Comm1Status. TDLinkAllIRunSta (CIP  Communica-
tions1 All Tag Data Link Communications Status)..............
............................................................................ 6-11, 6-25
EIP_Comm1Status. TDLinkCfgErr (CIP Communications1
Tag Data Link Setting Error).........cccccceeviieeenienne 6-9, 6-22
EIP_Comm1Status. TDLinkErr (CIP Communications1 Tag
Data Link Communications Error)..........cccccceoe... 6-9, 6-23
EIP_Comm1Status. TDLinkOpnErr (CIP Communications1
Tag Data Link Connection Failed)............cccccu.c.... 6-9, 6-22
EIP_Comm1Status. TDLinkRunSta (CIP Communications1
Tag Data Link Communications Status).............. 6-11, 6-24
EIP_Comm2Status.CipErr (CIP Communications2 Error)......
.............................................................................. 6-8, 6-21
EIP_Comm2Status.EstbTargetSta (CIP Communications2
Normal Target Node Information)..............c........ 6-12, 6-26
EIP_Comm2Status.ldentityErr (CIP Communications2 Iden-
1018720 =11 (] ) SR 6-9, 6-22
EIP_Comm2Status.RegTargetSta (CIP Communications2
Registered Target Node Information).................. 6-12, 6-26
EIP_Comm2Status.TagAdrErr (CIP Communications2 Tag
Name Resolution Error).........cccceevevevieeenieeens 6-10, 6-24
EIP_Comm2Status.TargetNodeErr (CIP Communications2
Target Node Error Information)...........ccccccveennee. 6-14, 6-28
EIP_Comm2Status.TargetPLCErr (CIP Communications2
Target PLC Error Information)............cccceeeeeennee. 6-13, 6-27
EIP_Comm2Status.TargetPLCModeSta (CIP Communica-
tions2 Target PLC Operating Mode)................... 6-13, 6-27
EIP_Comm2Status. TDLinkAllIRunSta (CIP  Communica-
tions2 All Tag Data Link Communications Status)..............
............................................................................ 6-11, 6-25

EIP_Comm2Status. TDLinkCfgErr (CIP Communications2
Tag Data Link Setting Error).........ccccceeviveeeninens 6-9, 6-22

NX-series EtherNet/IP Unit User's Manual (W627)

Index

EIP_Comm2Status.TDLinkErr (CIP Communications2 Tag

Data Link Communications Error).............ccccceu. 6-9, 6-23
EIP_Comm2Status.TDLinkOpnErr (CIP Communications2
Tag Data Link Connection Failed)......................... 6-9, 6-23
EIP_Comm2Status.TDLinkRunSta (CIP Communications2
Tag Data Link Communications Status).............. 6-11, 6-25
EIP_ErrSta (CIP Communications Error)................. 6-8, 6-21
Ethernet connectors...........cccccoiiiii e 5-13
Ethernet Information Tab Page...........cccccvveiviciiineenins 14-54
Ethernet Link Object..........cccovvviiieiiiiiie e 10-29
Ethernet switch
Y DS e ——————- 5-3
Ethernet switches
connection Methods..........cooviiiiiiiiie e 5-11
FUNCHIONS. .. 5-3
installation precautions..............cccocvvieiiiiiiiiii e 5-11
selection precautions...........cccccciiiiiiiiiiiiee e 5-4
EtherNet/IP port settings..........ccooeviivieiiiiiiiiee e 7-1
ETN_DNSCfgErr (DNS Setting Error)...........cc......... 6-7, 6-20
ETN_ErrSta (Communications Port Error)............... 6-5, 6-16
ETN_IPRTbIErr (IP Router Table Setting Error)....... 6-7, 6-20
ETN_Port1Status.BootpErr (Port1 BOOTP Server Error)......
.............................................................................. 6-7, 6-20
ETN_Port1Status.EtnCfgErr (Port1 Basic Ethernet Setting
EFTOI). i 6-6, 6-18
ETN_Port1Status.EtnOnlineSta (Port1 Online)...... 6-11, 6-24
ETN_Port1Status.IPAdrCfgErr (Port1 IP Address Setting Er-
(o] T PSP PRRRPTP 6-7, 6-19
ETN_Port1Status.IPAdrDupErr (Port1 IP Address Duplica-
HON EXTOT) .t 6-7, 6-19
ETN_Port1Status.LanHwWErmr (Port1 Communications Con-
troller EITOr)....ceveeeee e 6-6, 6-18
ETN_Port1Status.MacAdrErr (Port1 MAC Address Error).....
.............................................................................. 6-6, 6-17
ETN_Port1Status.PortErr (Communications Port1 Error).......
.............................................................................. 6-5, 6-17
ETN_Port2Status.BootpErr (Port2 BOOTP Server Error)......
.............................................................................. 6-7, 6-20
ETN_Port2Status.EtnCfgErr (Port2 Basic Ethernet Setting
EFTOI). e 6-6, 6-18
ETN_Port2Status.EtnOnlineSta (Port2 Online)...... 6-11, 6-24
ETN_Port2Status.IPAdrCfgErr (Port2 IP Address Setting Er-
(o] T PSP PRRR ST 6-7, 6-19
ETN_Port2Status.IPAdrDupErr (Port2 IP Address Duplica-
HON EXTOT) . 6-7, 6-19
ETN_Port2Status.LanHwWErr (Port2 Communications Con-
troller EITOr)...cccveeeee e 6-6, 6-18
ETN_Port2Status.MacAdrErr (Port2 MAC Address Error).....
.............................................................................. 6-6, 6-18
ETN_Port2Status.PortErr (Communications Port2 Error).......
.............................................................................. 6-6, 6-17
ETN_TcpAppCfgErr (TCP Application Setting Error)..............
.............................................................................. 6-7, 6-20
Event COdE. ..o 14-14
Event Name.........oooeiiiiiii 14-14
-3




Index

F
function

functional comparison with other series............ccc.ue.e... A-4
G
gateway address. .......cc.eeiieiiiiiiieee e 7-6
General Status. ..o 10-16
general status Code..........covviiiiiiiiiiieee e 10-14
global addresses. ..o 8-9
H
HOStINAME. ... 7-5
hOSt NAMES......cooeeeeeeeee e 7-5,7-13, 7-15
|
Identity ObjeCt........cooiiiiiie i 10-23
input ON response time..........ccoocciiiiiiiiiieee e, 12-24
IP address allocation.............ccceeiiiiiiiiiie e 8-2
IP address configuration............cccccveeiiiiiiiec i 8-2
IP address setting method............ccccoooiiiiiniin. 7-3,7-4
IP addresses...........eeeeeeeeeeeiiiennn, 7-3-7-5,7-13-7-15
IP Router Table Setting Error.........c.ccccovieiiiiiinnn. 6-7, 6-20
IP router table setting example..........ccccovieiiiiiiiniicnn 7-7
IP rOULING. ..o 1-10
K
KEEP AlIVE....eiiiiiiiie e 7-6
Keep Alive monitoring time............cocovviiiiieciiiieceiec 7-6
L
LEVEL. ...t 14-14
LiNger OPtiON.....coiiiiiiiii e 7-6
LINK SEtHNGS....evviiieeieiiiiiee e 7-11
LINK Settings Display...........ccccoveereeiiiiiiiieeeiiiieee e 7-11
LLDP .. 1-13, 7-11
10CALION. ... 7-12
[IoTo l oz (=T [o] VSRR 14-14
Ot NMUMDET ..o 27
M
MAC addreSSES. .....uvviiiiiieiiiee et 27
maximum tag data link I/O response time..................... 12-23
message service transmission delay................ccccccueeee 12-28
MIB QrOUPS.....iiiiiiee ettt 11-5
MIB system diagram...........cccoeovuvieeeiiiiiiiie e 11-4
multi-cast and unicast communications..............ccccceeeiene 9-9
multicast filtering..........ooooeeiiiriiii e 5-3
N
Network Configurator

connecting through Ethernet...............ccccoiinn. 9-51
Network Transmission Delay Time..........cccccovviieeeenn. 12-25
-4

network type number.............ooo i 10-5

Network variables. ...........oeiiiiiii 9-7
importing to Network Configurator.............c..cccccveee... 9-31

o

Originator Variable..............ccooiiiiiiie e 9-39

output ON response time..........cccccveveeeiiiiiiiee e e 12-25

overview of the CIP message communications service.. 10-2

P

Packet FIter...... .o 1-1
Packet Interval (RP1).......coccoveiiiiiiiiiiieieene 9-9, 9-38, 12-25
packet interval (RPI) accuracy........ccccocveeveeeniieeiiieeenee 12-6
PING Command..........cooiiieiiiieeiieeeee e 8-14
POt NUMDENS....coiiiiieeecceceeeeeee e 7-12,7-14
Port1 Basic Ethernet Setting Error.............ccccoeonveee. 6-6, 6-18
Port1 BOOTP Server Error.......coooooevevveicieeeeeeeeeee. 6-7, 6-20
Port1 Communications Controller Error................... 6-6, 6-18
Port1 IP Address Duplication Error.............ccceeee..... 6-7, 6-19
Port1 IP Address Setting Error..........cccccocoeeeinennnee. 6-7, 6-19
Port1 MAC Address Error.......cooooeeeeeeieeiciieeeeeeeeeee 6-6, 6-17
Port1 OnliNe.......oooveeeeeee e 6-11, 6-24
Port2 Basic Ethernet Setting Error.............ccccoeenveee.. 6-6, 6-18
Port2 BOOTP Server Error......coooooevveiieecieeeeeeeeeee 6-7, 6-20
Port2 Communications Controller Error................... 6-6, 6-18
Port2 IP Address Duplication Error............ccccceeee..... 6-7, 6-19
Port2 IP Address Setting Error..........cccccocoeeeieennee. 6-7, 6-19
Port2 MAC Address Error.......cooooeeeeeeieiicieeeeeeeeeee 6-6, 6-18
Port2 Online.......oooveeeeeeeee e 6-11, 6-24
Prevention..........o e 14-15
priority DNS SEIVET.......ccoiiiieiie et 7-5
private addreSSES. ... .uuuiiiiiiiiiiiiiiieie e 8-9
procedure to use the SNMP agent.........c.ccccceevienennnen. 11-25
R
reading network configuration file...........ccccoceiiiiiniens 9-70
receive data processing time..........cccccoeieeiiinieneee 12-25
Recognition 1 settings.........oooooiiieiiiie 7-13
Recognition 2 settings..........ooooieiieiiiiiie 7-13
recognition method..........ccoooiiiiiii 7-13
recommended clamp core and attachment method........ 5-10
RECOVEIY....iiiieiee e 14-14
registering deviCes..........uuevieiiiiiiiie e 9-19
[T 0T aTST= Y ot o L= U 10-14
Requested Packet Interval (RPI) and bandwidth usage

[(d 525 ) TSRS 12-3
Requested Packet Interval (RPI) settings...........ccccc....... 12-2
FOULE PN 10-4
e R 9-39
S
sample programming

ladder programming for tag data links......................... 9-76
saving network configuration file............c.ccocoi. 9-68
secondary DNS Server.........ocoeeiiiiiiieiiiie e 7-5
send a recognition trap.........coooeeere i 7-12

NX-series EtherNet/IP Unit User's Manual (W627)



send data processing time..........cccoeeeeeiiiiiiiiccciis 12-25
setting and downloading tag data link parameters............ 9-8
setting IP addresses........oovvvveveeeiiiii i 8-5
settings required for the SNMP agent.............cc.cccue. 11-25
SNMP agent......ccocouviiiiiieiiie e 1-12, 11-2
SNMP MESSAGES. ... .uviiieiieiiiiieeeeeeiieee e e e 11-3
SNMP SEIVICE. ...ceiiiiieiiiie et 7-12
SNMP Settings Display.......ccccveeeeeviiiiiie e 7-12
SNMP specifications...........ccooevvviiieiiiiiiiee e 11-3
SNMP Trap Settings Display.......cccccceeeeviiiiieeiiiiiiee e 7-14
SNMP traps.....cccoecviiiieeceiiee e 1-12, 7-14, 11-3
Source detailS........coeiiiiiiie e 14-14
specifying host names...........ccocceeeiviiiiiee e 1-11
specifying method.............ccccoeeiiii i 7-14,7-15
starting and stopping tag data links.............cccccouiviiiinnenn. 9-10
starting and stopping tag data links for individual devices......
..................................................................................... 9-65
starting and stopping tag data links for the entire network.....
..................................................................................... 9-65
Status 1 Tab Page........cooouvieiieiiiiiiiee e 14-47
Status 2 Tab Page........coovuvieiieeiiiiiiee e 14-50
SUBbNEt MaSK........oovviiiiie e 7-3,7-4, 8-3
T
tag data link bandwidth usage and RPI..............ccccooe 12-9
tag data link communications method...............ccccceeeee 12-2
tag data link I/O response time.........cccccoeeveiieeencenenne 12-23
tag data link parameters
AOWNIOAAING. ...t 9-54
tag data links
data @reas.......ooooiiiiiiii 9-3
data CONCUIMENCY......cooiiiiiiiiiiiieeeee e 9-12
functions and specifications............cccccccooveiiiiieiieiinne. 9-6
INtrOdUCHION. ... 9-2
SEHINGS. co i 9-17
tag data links with other models than NJ-series CPU Units
................................................................................. 9-81
Tag Data Links (Cyclic Communications)............ccccceeen... 1-8
18O SIS .o e 9-3
Tag Status Tab Page........ccceevoeiiiieeiiieeeee e 14-53
L2210 TS PRO S OTPPERR 9-3
Target DeVICE......ccuviiiie i 9-38
Target Variable..........coooiiiiiii 9-39
TCP Application Setting Error...........cccoccveeieeenneen. 6-7, 6-20
TCP/IP fUNCHON. ..ot 8-1
TCP/IP Interface Object..........ccoveviiiiiieeeeeee 10-26
TCP/IP Settings Display.........ccocvveiiiieerieeeiee e 7-3
TDLinkStartConnection (Start Tag Data Link Target Connec-
tion) INSErUCHION ... 13-3
TDLinkStopConnection (Stop Tag Data Link Target Connec-
tioN) INSTrUCHON. ... 13-8
Timeout Value..........coouiiiiiiie e, 9-38, 9-39
Trap 1 8ettingS...cooieieieie e 7-14
Trap 2 SettiNgS...coooviieeie e 7-15
twisted-pair cable
connection Methods. ... 5-13
installation precautions...............cccoeeeciiiiiiiiiiee 5-7
other precautions for cable installation........................ 5-10

NX-series EtherNet/IP Unit User's Manual (W627)

Index

U

UNIE VEISION. ..ttt e
Unit Version
uploading tag data link parameters

uploading all.........cooiiiiiei e 9-57
uploading from individual devices............cccccccoeierninnee 9-59
Use of duplicated IP address...........cccccvvvviriieeieieiiieeeeee. 7-4

Vv
verifying device parameters..........ccocevvieiiciicniiec i 9-62
verifying tag data link parameters............cccocoeveiieeinnnen. 9-60
VEISIONS ...ttt e e e et e e e e e ennaeeeaeenn 7-15

X
X Bus Ethernet Function Module.............ccccoooieiiiiinnnnn. 14-6
X Bus EtherNet/IP Function Module..............cccceeivviennnn. 14-6
X Bus Function Module............ccccoiiiiiiiiiiiiiiieeees 14-6
X Bus Unit Common Function Module...............ccccoc...... 14-6
I-5




Index

1-6 NX-series EtherNet/IP Unit User's Manual (W627)






OMRON Corporation Industrial Automation Company Authorized Distributor:

Kyoto, JAPAN Contact : www.ia.omron.com

Regional Headquarters

OMRON EUROPE B.V. OMRON ELECTRONICS LLC

Wegalaan 67-69, 2132 JD Hoofddorp 2895 Greenspoint Parkway, Suite 200

The Netherlands Hoffman Estates, IL 60169 U.S.A.

Tel: (31) 2356-81-300 Fax: (31) 2356-81-388 Tel: (1) 847-843-7900 Fax: (1) 847-843-7787

OMRON ASIA PACIFIC PTE. LTD. OMRON (CHINA) CO., LTD. ©OMRON Corporation 2023-2024 All Rights Reserved.
438B Alexandra Road, #08-01/02 Alexandra Room 2211, Bank of China Tower, In th? _lnte.rest of Pr°d‘%°‘ |mprovement,. .
Technopark, Singapore 119968 200 Yin Cheng Zhong Road, specifications are subject to change without notice.
Tel: (65) 6835-3011 Fax: (65) 6835-3011 PuDong New Area, Shanghai, 200120, China

Tel: (86) 21-6023-0333  Fax: (86) 21-5037-2388 Cat. No. W627-E1-05 1024



	NX-series EtherNet/IP™ Unit User's Manual
	Introduction
	Intended Audience
	Applicable Products
	Relevant Manuals
	Manual Structure
	Page Structure
	Special Information
	Precaution on Terminology

	Sections in this Manual
	CONTENTS
	Terms and Conditions Agreement
	Warranty, Limitations of Liability
	Application Considerations
	Disclaimers
	Statement of security responsibilities for assumed use cases and against threats

	Safety Precautions
	Definition of Precautionary Information
	Symbols
	Warnings

	Precautions for Safe Use
	Precautions for Correct Use
	Regulations and Standards
	Unit Versions
	Unit Versions

	Related Manuals
	Revision History

	Section 1 Features and System Configuration
	1-1 Features
	1-1-1 EtherNet/IP Features
	1-1-2 Features of NX-series EtherNet/IP Units

	1-2 System Configuration
	1-3 Introduction to Communications Services
	1-3-1 CIP (Common Industrial Protocol) Communications Services
	1-3-2 IP Routing
	1-3-3 Packet Filter
	1-3-4 BOOTP Client
	1-3-5 Specifying Host Names
	1-3-6 SNMP Agent
	1-3-7 LLDP

	1-4 Support Software

	Section 2 Specifications and Application Procedures
	2-1 Specifications
	2-1-1 General Specifications
	2-1-2 Performance Specifications
	2-1-3 Function Specifications

	2-2 EtherNet/IP Communications Procedures

	Section 3 Part Names and Functions
	3-1 Part Names
	3-2 Part Functions
	3-2-1 Operation Status Indicators
	3-2-2 DIP Switch


	Section 4 Mounting
	4-1 Mounting and Removing NX-series EtherNet/IP Units

	Section 5 Installing Ethernet Networks
	5-1 Selecting the Network Devices
	5-1-1 Recommended Network Devices
	5-1-2 Ethernet Switch Types
	5-1-3 Ethernet Switch Functions
	5-1-4 Precautions for Ethernet Switch Selection

	5-2 Network Installation
	5-2-1 Basic Installation Precautions
	5-2-2 Recommended Network Devices
	5-2-3 Precautions When Laying Twisted-pair Cable
	5-2-4 Precautions When Installing and Connecting Ethernet Switches

	5-3 Connecting to the Network
	5-3-1 Ethernet Connectors
	5-3-2 Connecting the Cable


	Section 6 Device Variables Related to the NX-series EtherNet/IP Unit
	6-1 What You Can Check with Device Variables
	6-1-1 Checking for Errors in the NX-series EtherNet/IP Unit
	6-1-2 Checking for Status of the NX-series EtherNet/IP Unit

	6-2 Device Variables
	6-3 Specifications for Individual Device Variables

	Section 7 Sysmac Studio Settings for the EtherNet/IP Port
	7-1 Outline of EtherNet/IP Port Settings
	7-2 TCP/IP Settings Display
	7-3 LINK Settings Display
	7-4 SNMP Settings Display
	7-5 SNMP Trap Settings Display
	7-6 CIP Settings Display

	Section 8 TCP/IP Functions
	8-1 Determining IP Addresses
	8-1-1 IP Addresses
	8-1-2 EtherNet/IP Port IP Address Settings
	8-1-3 Private and Global Addresses

	8-2 Default States of TCP/UDP Ports and the Changing Procedure
	8-3 Testing Communications
	8-3-1 PING Command
	8-3-2 Using the PING Command
	8-3-3 Host Computer Operation

	8-4 Packet Filter
	8-4-1 Introduction to Packet Filter
	8-4-2 Packet Filter Specifications
	8-4-3 Packet Filter Settings
	8-4-4 Settings for Devices That Access the Controller

	8-5 IP Routing via NX-series EtherNet/IP Unit
	8-5-1 IP Routing with CPU Unit as Client
	8-5-2 IP Routing with External Device as Client
	8-5-3 IP Routing Between CPU Unit and NX-series EtherNet/IP Unit or Between Multiple NX-series EtherNet/IP Units


	Section 9 Tag Data Link Functions
	9-1 Introduction to Tag Data Links
	9-1-1 Tag Data Links
	9-1-2 Data Link Data Areas
	9-1-3 Tag Data Link Functions and Specifications
	9-1-4 Overview of Operation
	9-1-5 Starting and Stopping Tag Data Links
	9-1-6 Controller Status
	9-1-7 Concurrency of Tag Data Link Data

	9-2 Setting Tag Data Links
	9-2-1 Starting the Network Configurator
	9-2-2 Tag Data Link Setting Procedure
	9-2-3 Registering Devices
	9-2-4 Creating Tags and Tag Sets
	9-2-5 Connection Settings
	9-2-6 Creating Connections Using the Wizard
	9-2-7 Creating Connections by Dragging and Dropping Devices
	9-2-8 Connecting the Network Configurator to the Network
	9-2-9 Downloading Tag Data Link Parameters
	9-2-10 Uploading Tag Data Link Parameters
	9-2-11 Verifying Tag Data Link Parameters
	9-2-12 Starting and Stopping Tag Data Links
	9-2-13 Clearing the Device Parameters
	9-2-14 Saving the Network Configuration File
	9-2-15 Reading a Network Configuration File
	9-2-16 Checking Connections
	9-2-17 Changing Devices
	9-2-18 Displaying Device Status

	9-3 Ladder Programming for Tag Data Links
	9-3-1 Ladder Programming for Tag Data Links
	9-3-2 Status Flags Related to Tag Data Links

	9-4 Tag Data Links with Other Models
	9-5 QuickConnect
	9-5-1 Method of Use
	9-5-2 Managed Switches


	Section 10 CIP Message Communications
	10-1 Overview of the CIP Message Communications Service
	10-1-1 Overview of the CIP Message Communications Service
	10-1-2 Message Communications Service Specifications

	10-2 Client Function of CIP Message Communications
	10-2-1 Overview
	10-2-2 CIP Communications Instructions
	10-2-3 Route Path
	10-2-4 Request Path (IOI)
	10-2-5 Response Codes

	10-3 Server Function of CIP Message Communications
	10-3-1 CIP Message Structure for Accessing CIP Objects

	10-4 Specifying Request Path
	10-4-1 Examples of CIP Object Specifications
	10-4-2 Logical Segment

	10-5 CIP Object Services
	10-5-1 CIP Objects Sent to the EtherNet/IP Port
	10-5-2 Identity Object (Class ID: 01 hex)
	10-5-3 TCP/IP Interface Object (Class ID: F5 hex)
	10-5-4 Ethernet Link Object (Class ID: F6 hex)


	Section 11 SNMP Agent
	11-1 SNMP Agent
	11-1-1 Overview
	11-1-2 Specifications
	11-1-3 SNMP Messages
	11-1-4 MIB Specifications

	11-2 Procedure to Use the SNMP Agent
	11-2-1 Procedures
	11-2-2 Settings Required for the SNMP Agent


	Section 12 Communications Performance and Communications Load
	12-1 Communications System
	12-1-1 Tag Data Link Communications Method
	12-1-2 Calculating the Number of Connections
	12-1-3 Packet Interval (RPI) Accuracy

	12-2 Adjusting the Communications Load
	12-2-1 Checking Bandwidth Usage for Tag Data Links
	12-2-2 Tag Data Link Bandwidth Usage and RPI
	12-2-3 Adjusting Device Bandwidth Usage
	12-2-4 Changing the RPI
	12-2-5 RPI Setting Examples

	12-3 Tag Data Link I/O Response Time
	12-3-1 Data Transfer Timing of Tag Data Links
	12-3-2 Maximum Tag Data Link I/O Response Time
	12-3-3 Data Processing Time
	12-3-4 Relationship between Packet Intervals (RPIs) and Task Periods

	12-4 Message Service Transmission Delay

	Section 13 Instructions Specific to NX-series EtherNet/IP Units
	Commonly Used Structure Variables
	TDLinkStartConnection
	Variables
	Related Device Variables
	Related Error Codes
	Function
	Precautions for Correct Use
	Sample Programming

	TDLinkStopConnection
	Variables
	Related Device Variables
	Related Error Codes
	Function
	Precautions for Correct Use
	Sample Programming


	Section 14 Troubleshooting
	14-1 Checking Methods for Errors
	14-2 Checking with the Unit Status Indicators on the NX-series EtherNet/IP Unit
	14-3 Checking with the EtherNet/IP Status Indicators on the NX-series EtherNet/IP Unit
	14-4 Checking with the Sysmac Studio, an HMI, and Instructions That Read Error Status
	14-4-1 Types of Communications Errors
	14-4-2 Source and Level of Communications Errors
	14-4-3 Error Tables
	14-4-4 Error Details

	14-5 Checking with Device Variables
	14-6 Checking with the Network Configurator
	14-6-1 The Network Configurator's Device Monitor Function
	14-6-2 Connection Status Codes and Troubleshooting


	Section 15 Maintenance and Inspection
	15-1 Maintenance and Inspection

	Appendices
	A-1 Dimensions
	A-2 Functional Comparison of EtherNet/IP Ports on NJ/NX-series CPU Units and Other Series
	A-3 Use the Sysmac Studio to Set the Tag Data Links (EtherNet/IP Connections)
	A-3-1 Overview of the Tag Data Links (EtherNet/IP Connections) Settings with the Sysmac Studio
	A-3-2 Procedure to Make the EtherNet/IP Connection Settings with the Sysmac Studio
	A-3-3 EtherNet/IP Connection Settings
	A-3-4 Making the EtherNet/IP Connection Settings with the Sysmac Studio
	A-3-5 Checking Communications Status with the Sysmac Studio and Troubleshooting
	A-3-6 Troubleshooting

	A-4 EDS File Management
	A-4-1 Installing EDS Files
	A-4-2 Creating EDS Files
	A-4-3 Deleting EDS Files
	A-4-4 Saving EDS Files
	A-4-5 Searching EDS Files
	A-4-6 Displaying EDS File Properties
	A-4-7 Creating EDS Index Files

	A-5 Precautions for Using the Network Configurator on Windows XP, Windows Vista, or Windows 7 or Higher
	A-5-1 Changing Windows Firewall Settings

	A-6 Tag Data Link Settings with Generic Devices
	A-6-1 Creating Generic Devices
	A-6-2 Creating a Tag or Tag Set for Generic Device

	A-7 TCP/UDP Port Numbers Used for the NX-series EtherNet/IP Unit
	A-8 Version Information
	A-8-1 Relationship between Unit Versions


	Index
	A
	B
	C
	D
	E
	F
	G
	H
	I
	K
	L
	M
	N
	O
	P
	R
	S
	T
	U
	V
	X

	Contact



