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Precautions for Correct Use

Precautions for Correct Use

Intended uses

This software is designed and produced for computers used in offices and server rooms. Never use this software for the

following purposes, which require extremely high reliability and safety.

1. Use directly related to human life such as medical equipment

2. Use that could cause injuries

Example: Use directly related to the service, operation, or control of aircraft, ships, trains, or elevators.

3. Use for mission-critical computer systems, trunk line communication systems, or public transportation systems.

4. Use for any devices applicable to any of the above.

Software License Agreement

Installing the software to your computer constitutes your full acceptance of the following software license agreement (“the

agreement"). If you do not agree, do not install the software in your computer.

Software License Agreement

The agreement is what OMRON Corporation ("OMRON") determines as the terms and conditions under which the software
products (“the software") are licensed to our customers. Before using the software, be sure to read the following precautions

carefully.

1. "The software" referred to in the agreement includes all the computer programs and related technical documentation
which are included in this package. Copyrights and other intellectual property rights related to the software belong to
OMRON or the third parties that have a license to OMRON, and are never transferred to you by the agreement. If the
customer violates those rights, the customer shall bear the responsibility to OMRON and the third parties that have a

license to OMRON described above.

2. OMRON accepts the non-exclusive right granted to the customer for using the software only for the purpose of managing

the UPS.

3. The customer cannot lend or transfer the license to any third party without OMRON's prior consent.

4. The customer can copy the software only for the purpose of backing up the software. The customer is not allowed to

modify, decompile, disassemble, reverse engineer, or make any similar attempt for the software.

5. The customer shall keep the content of the software confidential and shall not disclose it to third parties during the

agreement period and after its termination.

6. If the customer discovers that the software is defective and returns it within 90 days after purchasing the product,

OMRON will replace it free of charge.
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Precautions for Correct Use

7. The above software replacement defines all of the software assurance responsibility of OMRON, and OMRON is not
responsible for any damages due to the defect of the software resulting from the direct or indirect use of the software by the

customer, or repercussive damages.

If the customer receives a claim from a third party or a party other than the said third party that has a license to OMRON for the
infringement of the patent rights (which include rights under the utility model rights, and the same applies below) or copyrights
resulting from modification, decompilation, disassembly, and reverse engineering of the software or other similar acts, OMRON
does not bear responsibility.

8. In any of the cases in which OMRON assumes responsibility for damages caused to the customer, OMRON is

responsible for the damages not exceeding the amount paid by the customer for purchasing the product.

9. If the customer breaches the agreement, OMRON can terminate the license of the software by notifying the customer. In

that case the customer must return the software and all of its copies to OMRON.

10. The agreement is interpreted and governed by the laws of Japan.

Requests regarding operation

1. Any diversion of all or part of the contents of the software and this manual without permission is strictly prohibited.

2. The contents of this software and the document may change in the future, without notice.

3.  We have made every effort to make the contents of this software and the document complete, however, if you notice an

error or other points by any chance, please let us know.

4. Some screens and other graphic items in this document may differ from the actual ones.

* Google Chrome is a trademark of Google.

e Linuxis a registered trademark of Linus Torvalds in the United States and other countries.

* Microsoft, Internet Explorer, and Windows are registered trademarks of United States Microsoft Corporation in the
United States and other countries.

* Mozilla and Firefox are registered trademarks of Mozilla Foundation.

e Other company names and product hames mentioned in this manual are the trademarks or registered trademarks

belong to their respective owners.

© OMRON Corporation. 2016 All Rights Reserved.
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How to Use this Manual

How to Use this Manual

What's in this Manual

This manual consists of the following.

Introduction Describes the features of the software and the entire system configuration.
Installation Describes the required conditions for installing the software and the installation
method.

Notes on signs, terminology, and use of quotation marks

The signs, terminology, and quotation marks below are used in the manual.

described. Carefully read the description and be sure to do as instructed.

w Indicates a point the user is requested to observe or an item requiring attention during operation is
m Indicates that useful information or information giving some hint is described. Also indicates that pages

where related information is described or other manuals are described.

The Refers to OMRON PowerAct Pro Slave Agent.

software
[ ] Among the items displayed on screen, the items to be operated (buttons to be clicked, etc.) are written
with square brackets ("[]").
Quotation marks (" ") are used to indicate items displayed on screen other than the above and link
destinations.
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1-1 Functions and features

1 Introduction

1-1 Functions and features

An Uninterruptible Power Supply (hereafter called as "UPS") is a device for protecting equipment connected to it
from power supply abnormalities such as a power failure. However, due to its internal battery capacity, UPS can
supply power to the system only for a limited period of time.

For that reason, automatic shutdown software is used to make the system end normally within a certain period of
time so as to prevent trouble such as a hard disk drive failure and damage on the system file.

PowerAct Pro is a power management solution with functions also supporting redundant power supply and outlet
control built-in.

PowerAct Pro has the following features.

Schedule Action Lets you specify the condition such as time and date, weekly, and monthly to stop

or start the UPS, or conduct a self test on the UPS.

Linked shutdown Lets you shut down multiple servers or clients on the network by linking them
together.
Qutlet control Lets you delay the start of output from an outlet when the UPS starts up or the stop

of output from an outlet when the UPS shuts down, by combining the UPS having

outlet control functionality with the software.

Application file auto saving When an input power supply abnormality (power failure, etc.) occurs, automatically

saves the files currently created and edited, and ends the application software or

the OS.
Multi-OS support Supports four operating systems, Windows, Linux, Macintosh, and Unix.
GUI Lets you configure settings on graphical screens.
Virtual server support Supports Hyper-V/VMware and can control multiple Guest Operation Systems. Not

required to be installed to Guest OS.

Script Shutdown Lets you shut down the OS of such equipment as an appliance server, to which

software cannot be installed, using a script.

Ping monitoring and mobile Lets you perform the monitoring of the operating states of terminals on the network
terminal monitoring or outlet control (reboot) from a mobile terminal, without using SNMP.
SNMPV3 support Supports SNMPv3, and lets you manage power supplies on the network in a

secure environment.

CO2 monitoring function Lets you measure the amount of CO2 easily based on the power consumption of
connected terminals. When this function is used together with the Schedule Action

function, CO2 emissions or electricity charges can be reduced by stopping the

equipment operation during the night and on holidays.
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1-2 Connecting equipment and operation

1 Introduction

1-2 Connecting equipment and operation

PowerAct Pro consists of "Master Agent", used for the computer directly connected to the UPS via exclusive
cable (RS232C or USB), and "Slave Agent" (this software), used for a computer connected via network.

Linked with Master Agent, this software shuts down these computers.

1-2-1 Connecting more than one computer and using Slave Agent
m Install "PowerAct Pro Master Agent" to the computer directly connected to the UPS with an exclusive cable

(RS232C or USB).

m Install "PowerAct Pro Slave Agent" to the other computers.

Switching HUB - -
Automatic shutdown by "script

command"” (software installation not

w required)
-1

PC server 3

w o {
PC server 2 S
2
[T
Y| T —
PC server 1 1

Shutdown
Remote

LIPS connection

Automatic shutdown by "Slave Agent"
(Slave Agent installed in the computer)

Power cable

E— ' Install "Master Agent"
Shutdown instruction | 9
Dedicated cable
[R5-2EaCI SR

Even if Slave Agent is not installed in a computer, the computer can be also automatically shut down by issuing a script

command from Master Agent. Please refer to the instruction manual of Master Agent for setting a script.

PowerAct Pro Slave Agent Installation Manual
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1 Introduction 1-3 Installation procedure and operation check

1-2-2 Example of a system configuration on virtual OS
For use in a virtual environment using Hyper-V, install PowerAct Pro on the host side.

PowerAct Pro is not required to be installed on the Guest OS side. Each Guest Operation System is
automatically shut down. When the system reboots, each Guest Operation System starts up in the state before

shutdown.

Both Master Agent and Slave Agent can be installed.
To install Master Agent, connect via RS232C or USB.

To install Slave Agent, Master Agent is required separately.

<Configuration example using Hyper-V>

Mastar Agent /‘
Guest OS | Guest OS j Guest OS

Virtual OS

Powerfot Pro Master Agert

RS2320 _
us8

q * For use on virtual OS, set the Guest OS shutdown time to the

value for "Run External Command Executed Time".(Setting
range: 1 to 10 minutes)

Install on
host side

1-3 Installation procedure and operation check

Install the software using the following procedure and check the operation.

Start installer

|

Install

|

Change firewall configuration

PowerAct Pro Slave Agent Installation Manual 9
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2 Installation Preparations 2-1 Notes on installation

2 Installation Preparations

2-1 Notes on installation

Before installing the software, check the following.

<Product>

- This software can be used only on Omron's UPS and OEM-supplied Omron UPS.
<Environment>

- Log in to the OS with a user name with administrator authority.

- Check that the OS can end normally in your usage environment.

- When using other automatic shutdown software, make sure to uninstall that software first, and restart the OS.
For details on how to uninstall each software application, see its instruction manual.

PowerAct Pro Slave Agent Installation Manual 10
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2 Installation Preparations 2-2 Operation environment

2-2 Operation environment

Compatible Computers The software cannot be used on DOS/V, Apple Macintosh, or their compatible machines.

Supported operating Microsoft Windows 10 x86, AMD64, EM64T
systems and supported Microsoft Windows 8.1

platforms Microsoft Windows 8

Microsoft Windows 7

Microsoft Windows Vista

Microsoft Windows XP

Microsoft Windows Server 2012R2*1
Microsoft Windows Storage Server 2012R2
Microsoft Windows Server 2012*1
Microsoft Windows Storage Server 2012
Microsoft Windows Server 2008R2*1
Microsoft Windows Storage Server 2008R2
Microsoft Windows Server 2008*1
Microsoft Windows Storage Server 2008
Microsoft Windows Server 2003R2
Microsoft Windows Server 2003

Web browser Microsoft Internet Explorer 11.0/10.0/9.0/8.0/7.0*2/6.0

HTTP server Apache HTTP Server 2.2.8 Internet Information Services (Windows OS standard)
RAM 128MB or more (256MB or more recommended)

Hard disk capacity 100MB or more

Interface RS232C, USB

Network card 10Mbps or over

Protocol TCP/IP

*1 Also usable in a virtual OS environment using Hyper-V. Install the software in the host operating on the virtual OS (no
need to install the software in Guest OS).
*2 For Internet Explorer 7.0, when the Monitor window of the software is opened, an icon warning the user about phishing

may appear, which is not a problem.
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3 Installing the software

3 Installing the software

1 Insert the CD-ROM that comes with the UPS into the server's drive.

2 Click [Open folder to view files].

- AutoPlay =l = s
4 DVD Drive (E) 20140918 _Ver431
=

[ Always do this for software and games:

Install or run pregram from your media

: 0% Run OMRON_Autorun.exe
s Publisher not spedfied

General

Open folder to view files
using Windows Explarer

View more AutoPlay options in Control Panel

If the above message does not appear, run Setup.exe directly.
Setup.exe is stored in the software folder in the CD-ROM.
Example: When the D drive is a CD-ROM drive.

D:¥software¥PowerAct_Pro¥Windows¥Slave¥VerXX¥Program¥Setup.exe

PowerAct Pro Slave Agent Installation Manual 12
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3 Installing the software

3 If the screen, such as the following appears, please exit by pressing the x at the top right of the screen. This

screen was displayed only in Japanese.

& OMRON - Install Guide /@D
"N

UPSCERBSRIEBEHFTIDN ?

UPSTREASR r ALIAIC TeBAESR ELTVWEEZET & UTORMERTSC LN TEET,
BERHPESRTEFFAETT. T CERI{EE W,

[Ei3ERE )
DNy FUREREHEY—EADZIToNZET |
PAFRICN\yTFURBBHESANSELET !
RV v KTV T RDIN= 37y TERHIRITESNET |

s ALOXWebtH 1 b TCBREESR ~—InEUET,

- ZERICBUPSORE - WEESHHETY,

- OBRNETLELES, BEg~—Y, JSoYEMAL. TRO RCB@FH RevEIUy
SLEBY Yy R FIVYT RO VA R—IABERALEZN,

BllcS@Fy/ RTHETD

BBy ROV T DA A = NERET,

EBVWEDE ! ALOVETREAZS TR —bEYS

TU—FA I 0120774717 A—LELEDESRD

EffEH ARB~&WA (FEE. UHOKBERS) 9:00~17:30 (12:00~13: 00EE<)
EBY Ty hFIYYT ROV T OBRFEER SR — A~ VE R EE W

ALO%XEH  nttp//www.omron.co.jp/ese/ups/
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3 Installing the software

4 Run Setup.exe located at the following level in the CD-ROM to directly start the installer.

D:¥software¥PowerAct_Pro¥Windows¥Slave¥VerXX¥Program¥Setup.exe

—
Uv| .« Powerfct_Pro » Windows » Slave » Ver501 » Program v|#,|| Search Program pI

Organize = Share with - =« [ @
i MName Date modified Type Size

48 Computer < o N
& . 6/6/2014 312 PM Application
» i Local Disk (C2) o
ile

4 53 DVD Drive (D) 20140918 Verd31 I EEEREE 2/ 3L M
4 | software
4 | Powerfct_Pro
» 0 Linux
> 0 Mac
> 0 Unix
> Verd0

» 0 VYMware

m

4 | Windows

» . Master

4 | Slave | 4
4 0 VerS0l

= 1 Manual

.. Program - 4 m 3

} 2 items
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(Windows Server 2008R2/Windows 7)



3 Installing the software

5 Awindow showing the progress appears.

InstallShield Wizard

Preparing to Install...

PowerAct Pro(Slave Agent) Setup is preparing the
InstallShield Wizard, which will guide you through the
program setup process. Please wait.

Checking Operating System Yersion

Cancel

6 Click the [Next >] button.

PowerAct Pro(Slave Agent) - InstallShield Wizard

Welcome to the InstallShield Wizard for
PowerAct Pro[Slave Agent]

The InstallSkield Wizard will inztall Powerdct ProfSlave
Agent] on your computer. To continue, click Mest.

< Back [ Mewxt » ] Cancel

PowerAct Pro Slave Agent Installation Manual 15
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3 Installing the software

7 Read the contents of "License Agreement" carefully, select the radio button for "I accept the terms of the

license agreement”, and click the [Next >] button.

-

PowerAct Pro(Slave Agent) - InstallShield Wizard ==

License Agreement

Please read the following license agreement carefully.

IMPORTANT

[m]

By inztallation of this zoftware [windows version or Linus version] bo pour computer, you
agree to be bound by the following Software License Agreement. [F vou do naot agree,
pleaze do niot install this zofbware ['Software™).

The warranty zervice zet forth in Section 7 of the Software License Agreement and any
infarmation an the Software and itz revizion and new vergion will not be provided to o,
unlezs you register az an uzer of the Software by the enclosed uzer registration card.

Pleaze pramptly fill in the card and send it to OMBON Corporatian.

Software Licenze Agreement -

@) | accept the terms of the license agreement

(71| do ot accept the terms of the license agreement

P ——
< Back w Cancel l

If you do not accept the terms of the license agreement, you can not use the software.

In that case, click the [Cancel] button to stop the installation process.

PowerAct Pro Slave Agent Installation Manual 16
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3 Installing the software

8 Click the [Next >] button.

-

PowerAct Pro(Slave Agent) - InstallShield Wizard ==

Choosze Destination Location

Select folder where setup will inztall files.

Setup will install Powerdct Pro[Slave Agent) in the following folder.

To install to this folder, click Mest. To install to a different folder, click Browse and select
anather folder.

Destination Folder

C:WProgram Filesh\Powerdct ProfSlave dgent]h

IngtallS hield

Cancel l

Do not install the software in a write-protected folder or network drive.

Be sure to install it in the read and write permitted hard disk drive in the local computer.

In this window, you can change the installation destination location for the software. To change the installation destination

location for the software, click the [Browse...] button, specify the installation destination location, and click the [Next >] button.

PowerAct Pro Slave Agent Installation Manual 17
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3 Installing the software

9 Click the [Next >] button.

PowerAct Pro(Slave Agent) - InstallShield Wizard ==
Select Program Folder

Please zelect a program folder.

Setup will add progran icons ta the Program Folder lizted below. ou may type a new folder
name, or zelect one from the existing folders list. Click Mext to continue.

Program Folder:

Powerdict ProfS

Existing Folders:
Adrinigtrative Tools
Apache HTTP Server
Games

b intenance

Startup

IngtallS hield

< Back Mewxt > Cancel

10 Click the [Next >] button.

Powerfct Pro(Slave Agent) - InstallShield Wizard
Start Copying Files

Review settings before copring files.

Setup haz enough information to start copping the program files. 1F pou want bo rewiew ar

change any zettings, click Back. 1f you are zatizfied with the settings, click Mext to begin
copying files.

Current Settings:

The ingtall path:
C:\Program FileshPowentet PralSlave Agent]h

The main component folder:
Powerdct ProlSlave Agent)

4

IngtallS hield

< Back [ Mewxt > ] Cancel
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3 Installing the software

11 A window showing the progress appears.

PowerAct Pro(Slave Agent) - InstallShield Wizard
Setup Status

Powerdct ProfSlave Agent] iz configuring pour new software installation.

Remaoving applications

IngtallS hield

Cancel

12 If you use the same configuration as the existing Slave Agent, specify the IP address of the computer in which
the Slave Agent is installed and click the [OK] button.

If you use a new configuration, click the [Cancel] button.

'!,iﬂ SameSetting ﬁ

IP address of Slave Agent:

PowerAct Pro Slave Agent Installation Manual 19
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3 Installing the software

13 Select a Master Agent and set shutdown parameters.

To use PowerAct Pro as the Master Agent:

Select Master Agent
1) Select PowerAct Pro as the Master Agent.
2) Search the IP address of the Master Agent.
3) Select the IP address of an appropriate Master Agent.
4) Click the [Submit] button.

Set shutdown parameters
5) Select the time necessary for shutting down.
6) Select [Shutdown] or [Hibernate] as desired.
7) Click the [Submit] button.

Finish the setup
8) Click the [Close] button.

Other settings can be set as needed.

W PowerAct Pro (Slave Agent) Configuration Setting @
Select Master Agent
b aster Agent: @ |F'l:uwer.~'-‘u:t Pro j
Redundant Power Supply Setting: |Disab|e j
Redundant Power Supply Mode; |1 +1 J

The Total of Power Supply Units it the Computer: |

The Total of Power Supply Units in necessarny: |

IF addrezzes of Master Agent:

Ma. | IP Addiess

1 3) 1azisez13 @) search
<] = | b (E; S ubmit |

Popup Meszage: |Disab|e j

Shutdown Parameter Settin
Select UPS Outlet:

Mo, | Outlet

1 Outlet AlMo Control]

4 m | b @ Subrmit |
Shutdown Start Delay Time [Sec]: |D j
Shutdown Meed Time [Sec): @ |5[| j
Fun External Command Time [Sec): |U j
Fun External Command: | Browsze
Select Shutdown Mode: @ |Shutdu:uwn j
Select Virtual Server Shutdown Mode: |Shut|:||:|wn by Spstem J
Select Guest 05 Shutdown Mode: |Shutdawn J

i’) 9) Back ‘ Ewent Log ‘ Cloze |

PowerAct Pro Slave Agent Installation Manual 20
(Windows Server 2008R2/Windows 7)



3 Installing the software

To use SC20G/SC20G2 as the Master Agent:
Select Master Agent
1) Select C20G/SC20G2 as the Master Agent.
2) Search the IP address of the Master Agent.
3) Select the IP address of an appropriate Master Agent.
4) Click the [Submit] button.
Set shutdown parameters
5) Confirm the name of the computer to install Slave Agent in.
6) Select [Shutdown] or [Hibernate] as desired.
7) Click the [Submit] button.
Finish the setup
8) Click the [Close] button.

Other settings can be set as needed.

W DowerAct Pro (Slave Agent) Configuration Setting @
Select Master Agent
b aster Agent: @ |SE2DG2 ﬂ
Redundant Power Supply Setting: |Disable ﬂ
Redundant Power Supply Mode: |1 +1 J

The Tatal of Power Supply Unitz in the Computer: |

The Tatal of Power Supply Units in neceszany: |

|IP addresses of Master Agent:

No. | IP Address

1 (® 1921682237 @) Search
1 m | » @ Subrmit

Popup Mezzage: |Disable ﬂ

Shutdown Parameter Setting
Select UPS Outlet:

Mo | Outlet

1 Outlet Ao Contral)

< m | » ( i ’ Subrmit |
Computer M ame: @ |DMF|EIN
Shutdown Delay Time [Sec): |D ﬂ
Run External Command Time [Sec): |E| ﬂ
Run External Command: | Browse
Select Shutdown Mode: © |Shutdown ﬂ
Select Virtual Server Shutdown Mode: |5hutdown by Spstem J
Select Guest 05 Shutdown Mode: |Shutdown J

i) @ Back | Event Log ‘ Clase ‘
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3 Installing the software

You can also setup from [Configuration] displayed by right-clicking the resident icon of the PowerAct Pro displayed on

the task tray after installation.

Configuration

Agent Start

Agent Stop

PowerAct Pro Slave Agent Installation Manual 22
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3 Installing the software

14 Click the [Finish] button to return to the Desktop window.

Powerfct Pro(Slave Agent) - InstallShield Wizard

InstallShield Wizard Complete

Setup haz finished instaling Powerdct Pro[Slave Agent] on
your cornputer,

< Back " Cancel

Close the OMRON UPS automatic shutdown software menu window if it is open.

15 Remove the CD-ROM from the drive.

Now, Slave Agent has been completely installed.

Please continue to the next step, "4 Changing firewall configuration" on the page 22.
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3 Installing the software

4 Changing firewall configuration

If you shut down more than one computer at a time using PowerAct Pro (linked shutdown), you should change
the configuration of [Windows Firewall].

This operation should be set for both the computer having which PowerAct Pro Master Agent installed and the

computer having PowerAct Pro Slave Agent installed.

If you shut them down using SC20G/SC20G2 as the Master Agent, you don't have to set the following settings.

1 Click the [Start] button > [Control Panel].

N -

—~ \
l_—‘r Getting Started .. »
omron-7
g Windows Media Center
_ Documents
.
El Calculator
Pictures
S Command Prompt
Music
Sticky Motes
Games
Snipping Tool

Combuter

B remote Desktop Connection

&L

Panel

Q‘I Magnifier ces ana Printers
é\ Canfiguration P T

P All Programs Help and Support
[[search programs and fites 2| NEETEN G|

PowerAct Pro Slave Agent Installation Manual
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3 Installing the software

2 Select [Windows Firewall].

fo o ms]

{ |Uv@ » Control Panel

P Action Center

@ Backup and Restore
Credential Manager

[ Desktop Gadgets

!J Display

|a Fonts

&Indexing Options

Location and Other Sensors
= Notification Area Icons

l§ Personalization

Programs and Features

@ Sync Center

8 Troubleshooting

i Windows Defender

+ All Control Panel ltems »

Adjust your computer’s settings

] Administrative Tools

%@ BitLocker Drive Encryption
_'-,L Date and Time

2% Device Manager

@ Ease of Access Center

el Getting Started

F Mouse

&8 Parental Controls

Internet Options

[ Phone and Modem

f‘ ) Recovery

™ RemoteApp and Desktop Connections % Sound

il System

ﬂWindows Firewall

- | 5 | | Search Control Panel

ol

View by:  Smallicons ~

(g AutoPlay

Bl Color Management

@ Default Programs

E_ﬁ Devices and Printers

Folder Options

& HomeGroup

& Keyboard

5+ Metwork and Sharing Center

B Performance Information and Tools

% Power Options

& Region and Language
% Speech Recognition
_i. Taskbar and Start Menu
a Windows CardSpace

EL Windows Update

3 Select [Advanced Settings].

=N e =)

@vlﬂ v Control Panel

Control Panel Home

Allow a program or feature
through Windows Firewall

L

Change notification settings

L

Turn Windows Firewall on or

See also
Action Center
MNetwork and Sharing Center

+ All Control Panel Items » Windows Firewall

v | 3 | | Search Control Panel

Help protect your computer with Windows Firewall

ol
(7]

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

through the Internet or a network.
How does a firewall help protect my computer?

What are network locations?

. [@ Home or work (private) networks

Connected '\

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state:

Incoming connections:

Active home or work (private) networks:

MNotification state:

. [@ Public networks

On

Block all connections to programs that are not on

the list of allowed programs

B xupro-s

MNaotify me when Windows Firewall blocks a new

program

Not Connected V

PowerAct Pro Slave Agent
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3 Installing the software

4 Select [Inbound Rules].

n Windows Firewall with Advanced Security
File Action

View Help

Windows Firewall Actions

+ | Windows Firewall with Adv... &

on Local Computer

ﬂ ‘Windows Firewall with Advanced Security provides network security for Windows computers &) Import Folicy...

= Export Policy...
Restore Default Policy

Yu Connection Security Rules
1+ B, Monitoring

Overview -
Domain Profile

@ Windows Firewall is on.

Diagnose / Repair

View 3
(&) Inbound connections that do nat match a rule are blocked.
'ﬂ' Cutbound connections that do not match a rule are allowed. & Refresh
- - . Properties
Private Profile is Active ] P
H Hep

B3 indows Firewall is off

Public Profile
B Windows Firewall is off.

@l Windows Firewall Properties

Getting Started -

Avth b

p

Create connection security rules to specify how and when connections between computers are authenticated
and protected by using Internet Protocol security (IPsec).

E] Gionnection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs o ports. You can also allow a
connection only if it is authenticated, or if it comes from an authorized user, group, or computer. By default,
inbound cornections are blocked unless they match a rule that allows them, and outbound connections are
allowed unless they match a rule that blocks them

€ [ 3

B baund Fules
B3 Outbound Rules

5 Select [New Rule].

@ Windows Firewall with Advanced Security
File Action View Help
@ H
i Windows Frwll with Adanc Actions
&3 Inbound Rules Name Group = Profile  Enabled  Action + || Inbound Rules -
Outbound Rules -
.l.'!q Connection Security Rules 0 BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr... All No Allow B New Rule...
. 'Ei Menitoring ‘?‘Branch(ache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All No Allow |7 T by Profile »
0 EBranchCache Peer Discovery (W5D-In) BranchCache - Peer Discove.. All No Allow
@ Connect to a Network Projector (TCP-In)  Connect to a Metwork Proje. Private... No Allow T Filter by State '
‘@‘Conna:ttoa Metwork Projector (TCP-In)  Connect to a Network Proje..  Domain No Allow || T Filter by Group 4
‘@‘(Dnnectto a Network Projector (WSD Ev... Connect to a Metwork Proje...  Private.. No Allow View »
‘Q‘Cﬂnnacttoa Network Projector (WSD Ev... Connect to a Network Proje. Domain  Ne Allow
‘@‘Conna:tto a Network Projector (WSD Ev... Connect to a Metwork Proje..  Domain No Allow @] Refresh
I Connect to a Netwark Projector (WSD Ev.. Connect to a Metwork Proje..  Private.. No Allow iz Export List...
‘@‘Connectto a Network Projector (WSD-In)  Cennect to a Metwork Proje...  All No Allow ﬂ Help
@Cﬂre Metworking - Destination Unreacha... Core Networking All Yes Allow
@Core MNetworking - Destination Unreacha... Core Networking All Yes Allow FrlE e LT QIS
@(Dre Metworking - Dynamic Host Config.. Cere Networking All Yes Allow @ Enable Rule
@Cﬂre Metworking - Dynamic Host Config... Core Networking All Yes Allow g Cut
@ Core Networking - Internet Group Mana...  Core Networking All Yes Allow -
@ Core Networking - PHTTPS (TCP-In) Core Networking Al Yes Allow o Copy
1@ Core Netwarking - 1P (IPv6-In) Core Netwarking Al Ves Allow K Delete
@Cﬂre Metworking - Multicast Listener Do...  Core Networking All Yes Allow D Properties
@Core MNetworking - Multicast Listener Qu... Core Networking All Yes Allow ﬂ Help
(@ Core Networking - Multicast Listener Rep... Core Networking All Yes Allow
@Cﬂre Metworking - Multicast Listener Rep... Core Networking All Yes Allow
@Core Networking - Neighbor Discovery A... Core Networking All Yes Allow
@(Dre Metworking - Neighbor Discovery 5.. Core Networking All Yes Allow
@Cﬂre Metworking - Packet Too Big ICMP... Caore Networking All Yes Allow
@Cnre Networking - Parameter Problem (I..  Core Networking All Yes Allow
@Core MNetworking - Router Advertisement... Core Networking All Yes Allow
@(Dre Metworking - Router Solicitation (IC... Core Networking All Yes Allow
@Cﬂre MNetworking - Teredo (UDP-In) Core Networking All Yes Allow
‘?-ll‘('nrs Metworking - Time Feceeded TCMP._. Core Networkine All Ves Allow k2
“ [ Pl e m
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3 Installing the software

6 Select [Port] and click the [Next >] button.

Steps:

MHame

w Fule Type

0 Mew Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

‘ihat tvpe of rule would vou like to create?

@ Protocol and Ports

Action ©) Program

Fule that controls connections for a program.

-

@ Profile

. <. .
ntrols connections for a TGP or UDP port.

©) Predefined:
BranchGache - Gontent Retrieval (Uzes HTTF)
Rule that controlz connections for a Windows experience.
Custom rule.

Learn more about rule types

< Back (][ Next>

] Cancel

7 Select [TCP], type "4112" in [Specific local ports] and click the [Next >] button.

0 Mew Inbound Rule Wizard @
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
@ Ruls Type Does this rule apply to TGP or UDP?
@ Protocol and Ports
@ Action B
@ Profile
@ Mame Does this rule apply to all local ports or specific local ports®

© Al local ports

@ Specific local ports m

Learn more about protocol and ports

< Back (] [ Mext > ] D Cancel
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3 Installing the software

8 Select [Allow the connection] and click the [Next >] button.

ﬂ Mew Inbound Rule Wizard @
Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Fule Tvpe ‘ihat action =hould be taken when a connection matches the specified conditions?

@ Protocol and Ports

@ Action Ons that are protected with IPzec as well as those are not.

@ FProfile _
) Allow the connection if it is secure
@ Mame Thiz includes only connections that have been authenticated by using IPzec.
Connections will be secured uzing the settings in IPsec properties and rules in the
Connection Security Rule node.

_ Block the connection

Learn more about actions

P ——
< Back (][ Mext > JD Cancel
N ——

9 Check an appropriate connection environment and click the [Next >] button.

ﬂ Mew Inbound Rule Wizard @
Profile
Specify the profiles for which this rule applies.
Steps:
@ Rule Type ‘ihen does this rule apply?
@ Protocol and Ports
@ Action Domain
Applies when a computer is connected to its corporate domain,
@ Profile
@ Mame bivare
Applies when a computer iz connected to a private network location.
Public
Applies when a computer iz connected to a public network location.
Learn more about profiles
——
< Back (] [ Mext > ] D Cancel
N ————
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3 Installing the software

10 Type any name (e.g. PAPro TCP4112) in the Name column and click [Finish].

ﬂ Mew Inbound Rule Wizard
Name

Specify the name and description of this rule.

Steps:

@ Fule Tyvpe
Protocol and Ports
Action

Frofile

M—\
PAPro TCP4112
MHame

Description {optional):

P ——
<Back ([ Finish | [) Cancel
N~ ———
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3 Installing the software

11 Likewise, start with the step 5 again, select [UDP], type "4114" in [Specific local ports] and register any name
(e.g. PAPro UDP4114).

0 Mew Inbound Rule Wizard @
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
@ Ruls Type Does this rule apply to TGP or UDP?
@ Protocol and Ports 2
@ Action @
@ Profile
@ Mame Does this rule apply to all local ports or specific local ports®
© Al local ports
@ Specific local ports:
3 @ 443, 5000-5010
Learn more about protocol and ports
e
< Back (] [ Mext > ] D Cancel
N~ —
0 Mew Inbound Rule Wizard @
Name

Specify the name and description of this rule.

Steps:

@ Fule Tyvpe
Protocol and Ports
Action

Frofile

-
-
* -

PAPro UDP4114
-

Mame
Description {optional):

T ——
<Back ([ FEinish | [) cancel
N ———

12 Likewise, select [UDP], type "4117" in [Specific local ports] and register any name (e.g. PAPro UDP4117).
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3 Installing the software

13 Check that these name (e.g. PAPro TCP4112, PAPro UDP4114 and PAPro UDP4117) are displayed on the

[Inbound Rules] column.

ﬂ ‘Windows Firewall with Advanced
File Action

|

View Help

Security

&S Inbound Rules Group ° Profile  Enabled  Action * || Inbound Rules &
Outbound Rules -
¥y Connection Security Rules, @PAPro UDP4117 All Yes Allow 3 New Rule..
. B, Monitoring @ PaPro UDP4114 All Yes Allow |- T Filter by Profile »
@PAPro TCP4112 All Yes Allow §
& tent Retrieval (HTTP-In)  BranchCache - Content Retr...  All Mo Allow W Filter by State >
'Q'Branc ache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All Mo Allow || W Filter by Group 4
'3 BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All Mo Allow View »
'Q'Connect to a Metwork Projector (TCP-In)  Connect to a Network Proje..  Private.. Mo Allow
'Q'Connect to a Metwork Projector (TCP-In)  Connect to a Network Proje..  Domain Mo Allow G Refresh
@ Connect to a Network Projector (WSD Ev... Connect to a Network Proje...  Private.. Mo Allow |= Export List..
'Q'Connect to a Network Projector (WSD Ev...  Connect to a Network Proje..  Domain Mo Allow Help
@) Connect to a Network Projector (WSD Ev...  Connect to a Network Proje..  Domain  Ne Allow
2 Connect to a Network Projector (WSD Ev... Connect to a Network Proje...  Private.. Mo Allow SRR N -
'Q'Connect to a Metwork Projector (WSD-In)  Connect to a Network Proje...  All Mo Allow '.i" Disable Rule
'@'Core Metworking - Destination Unreacha... Core Metworking All Yes Allow ‘év Cut
Core Networking - Destination Unreacha... Core Networking All Yes Allow .
'@'Core Metworking - Dynamic Host Cenfig... Core Metworking All Yes Allow S Copy
i Core Metworking - Dynamic Host Config... Core Metworking All Ves Allow K Delete
Core Networking - Internet Group Mana...  Core Networking All Yes Allow Help
'@' Core Networking - IPHTTPS (TCP-In) Core Networking All Yes Allow
'@' Core Networking - IPvG (IPv6-In) Core Networking All Yes Allow
Core Networking - Multicast Listener Do...  Core Networking All Yes Allow
'@'Core Metworking - Multicast Listener Qu... Core Metworking All Yes Allow
'@'Core Metworking - Multicast Listener Rep... Core Metworking All Yes Allow
Core Networking - Multicast Listener Rep... Core Networking All Yes Allow
@ Core Metworking - Neighbor Discovery A... Core Networking All Yes Allow
'@' Core Networking - Neighbor Discovery 5...  Core Networking All Yes Allow
Core Networking - Packet Too Big (ICMP... Core Networking All Yes Allow
@ Core Metworking - Parameter Problem (.. Core Networking All Yes Allow
lﬂll Core Networkina - Rourter Adverticement. . Core Networkina Al Yes Al &2
« I v [«
14 Close the firewall setup screen by selecting [File] > [Exit].
0 Windows Firewall with Advanced Security
Action  View Help
Actions
Outbound Rules Name Group = Profile  Enabled  Action * F“bﬂu“d Rules -
¥y Connection Security Rules @PAPro UDP4117 All Yes Allow 3 MewRule..
. B, Monitoring @ PaPro UDP4114 All Yes Allow |- T Filter by Profile »
@ PAPro TCPA112 All Yes Allow §
0 BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr..  All Mo Allow W Filter by State ’
'Q'Branch(acha Hosted Cache Server (HTT... BranchCache - Hosted Cach... All Mo Allow || Filter by Group 4
9 BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All Mo Allow Wiew »
‘@ Connect to a Network Projector (TCP-In)  Connect to a Network Proje...  Private.. Mo Allow
'C:)'Connecttﬂa Metwork Projector (TCP-In)  Connect to a Metwork Proje..  Domain Mo Allow G Refresh
1@ Connect to a Network Projector (WSD Ev... Connect to a Metwork Proje...  Private.. No Allow = ExportList..
'C:)'Connecttoa Metwork Projector (WSD Ev... Connectto a Network Proje..  Domain - Mo Allow Help
0 Connect to a Network Projector (WSD Ev... Connect te a Network Proje..  Domain  Ne Allow
'Q'Connect to a Metwork Projector (WSD Ev... Connect to a Metwork Proje...  Private.. Mo Allow 2 T =
Connect to a Metwork Projector (WSD-In)  Connect to a Network Proje..  All Mo Allow "i.' Disable Rule
Core Networking - Destination Unreacha... Core Networking All Yes Allow g Cut
Core Networking - Destination Unreacha... Core Networking All Yes Allow B Copy
Core Networking - Dynamic Host Config... Core Networking All Yes Allow
Care Netwarking - Dynamic Host Config... Care Netwarking All Ves Allow K Delete
Core Networking - Internet Group Mana...  Core Networking All Yes Allow Help
Core Networking - IPHTTPS (TCP-In) Core Networking All Yes Allow
Core Networking - IPvG (IPvE-In) Core Networking All Yes Allow
Core Networking - Multicast Listener Do...  Core Networking All Yes Allow
Core Networking - Multicast Listener Qu... Core Networking All Yes Allow
Core Networking - Multicast Listener Rep... Core Networking All Yes Allow
Core Networking - Multicast Listener Rep... Core Networking All Yes Allow
Core Networking - Meighbor Discovery A.. Core Networking All Yes Allow
Core Networking - Meighbor Discovery ... Core Networking All Yes Allow
Core Networking - Packet Too Big ICMP... Core Networking All Yes Allow
Core Networking - Parameter Problem (L. Core Networking All Yes Allow
Core Netwarkina - Router Advertisement...  Core Networkina All Yes Allow T

q | 11 | r

Quits the program and prompts to save documents,

PowerAct Pro Slave

Agent Installation

(Windows Server 2008R2/Windows 7)

Manual

31



3 Installing the software

15 Right-click the title bar, select [Close] to finish the firewall setup.

Restore

GE e

4

®
®

Size
Coi A
—  Minimize

Alll B Maximize

Turn Windows Firewall on or

off
Restore defaults
Advanced settings

Troubleshoot my network

See also

Action Center

Network and Sharing Center

Contrel Panel Items » Windows Firewall - | 3 | | Search Control Panel 2 |

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

thr
= Close Alt+FA hrough the Internet or a network.
Che ——— ow does a firewall help protect my computer?

What are network locations?
. '-@' Home or work (private) networks Connected (&)

MNetworks at home or work where you know and trust the people and devices on the network

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on
the list of allowed programs

Active home or work (private) networks: [;n oy I —4

MNotification state: Motify me when Windows Firewall blocks a new
program

. '-@' Public networks Not Connected ()

Now, PowerAct Pro Slave Agent has been completely installed.
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